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Årsmötesprotokoll      
 
fört vid förhandlingarna under Individuell Människohjälps 76:e årsmöte 
 
Datum: Lördagen den 24 april 2021 
 Söndagen den 25 april 2021 
Plats: Digitalt möte i Zoom och Suffra. 
Närvarande: Se deltagarförteckning, bilaga 4. 

Föredragningslista med handlingar hade utsänts till anmälda årsmötesdeltagare. 
 
§ 1  Årsmötesförhandlingarna öppnas 
IMs ordförande, Lave Beck-Friis, IM Göteborg, hälsade de närvarande välkomna och 
förklarade årsmötesförhandlingarna öppnade klockan 11.30, lördag 24 april 2021. 

§ 2  Val av mötesordförande 
Årsmötet beslöt att välja Sara Haraldsson till mötesordförande. 
Sara Haraldsson tackade för förtroendet. 

§ 3  Godkännande av arbetsordningen 
Årsmötet beslöt att godkänna arbetsordningen för årsmötet, enligt bilaga 1. 
 
§ 4  Val av sekreterare att föra dagens protokoll 
Årsmötet beslöt att välja Anna Ljunggren, Göteborg, till mötessekreterare. 

§ 5  Fastställande av röstlängd 
Årsmötet beslöt att fastställa röstlängden till: 
• 33 närvarande ombud med sammanlagt 39 mandat inklusive nationella styrelsen med ett 

gemensamt mandat (§1–10). 
• 32 närvarande ombud med sammanlagt 39 mandat inklusive nationella styrelsen med ett 

gemensamt mandat (§11–14). 
• 33 närvarande ombud med sammanlagt 41 mandat inklusive nationella styrelsen med ett 

gemensamt mandat (§15–29). 
 
§ 6  Val av två deltagare att jämte ordföranden justera protokollet samt att 

vara rösträknare 
Årsmötet beslöt att välja Margareta Bratt, IM Örebro och Birgitta Peters-Danielsson, IM 
Växjö till protokolljusterare samt till rösträknare. 

§ 7  Årsmötets behöriga utlysande 
Årsmötet beslöt att anse årsmötet behörigen utlyst och därmed beslutsmässigt. 

§ 8  Godkännande av föredragningslistan 
Årsmötet beslöt att godkänna utsänd föredragningslista, enligt bilaga 1. 
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§ 9  Uppföljning tidigare årsmötesbeslut 
IMs generalsekreterare Martin Nihlgård redogjorde för hur IM arbetat med årsmötesbeslut 
från 2020, enligt bilaga 2. 
 
§ 10  Information om påverkanstorg, besluts-, informations- och 

diskussionspunkter 
Mötesordföranden gick kortfattat igenom hur påverkanstorg går till. 
 
§ 11  IMs årsredovisning 1 januari–31 december 2020 
Årsmötet beslöt att lägga årsredovisningen till handlingarna, enligt bilaga 3.  
 
§ 12  Föredragning av revisionsberättelsen för räkenskapsåret 

1 januari–31 december 2020 
Revisionsberättelsen 2020 daterad den 26 mars 2021, undertecknad av auktoriserade 
revisorerna Peter Cederblad och Akiko Ikuta-Mellqvist, KPMG, samt förtroendevald revisor 
Peter Tengelin, Göteborg, föredrogs av Peter Cederblad, enligt bilaga 3. 

Årsmötet beslöt att lägga revisionsberättelsen till handlingarna. 

§ 13  Fastställande av resultat- och balansräkning 
Årsmötet beslöt att fastställa resultat- och balansräkningen 1 januari–31 december 2020, enligt 
bilaga 3. 
 

§ 14  Fråga om ansvarsfrihet åt den avgående styrelsen 
Årsmötet beslöt enhälligt att bevilja styrelsens ledamöter ansvarsfrihet för förvaltningen under 
tiden 1 januari–31 december 2020. 

§ 15  Proposition 1: Ombudsfördelning till det nationella årsmötet 2022 
IMs styrelse yrkade: 
Att1  anta den föreslagna ombudsfördelningsnyckeln för årsmötet 2022, enligt bilaga 1. 
 
Årsmötet beslöt: 
• att bifalla Att1. 

 
§ 16 Proposition 2: Fråga om IM-medlemskap för volontärer och deltagare 
IMs styrelse yrkade: 
Att1  det inte ska vara obligatoriskt för volontärer att vara medlemmar i IM och att IM och 

lokalföreningarna på olika sätt i stället ska uppmuntra volontärerna att vara medlemmar 
och verka för att de också blir medlemmar i IM. 

Att2  IM och lokalföreningarna på olika sätt ska uppmuntra deltagarna i de olika aktiviteter 
 IM anordnar i Sverige att vara medlemmar i IM, enligt bilaga 1. 
 
Årsmötet beslöt: 
• att bifalla Att1. 
• att bifalla Att2. 
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§ 17 Motion 2021:1: Digitalt årsmöte vartannat år 
IMs styrelse yrkade:  
Att1  bevilja motionen i sin helhet, enligt bilaga 1. 
 
Årsmötet beslöt: 
• att bifalla Att1. 

 
§ 18  Motion 2021:2: Möjlighet för medlemmar att välja på vilket sätt 

IM kontaktar dem 
IMs styrelse yrkade: 
Att1  avslå motionen 
 
Styrelsen och IM Umeå lokalförening yrkade: 
Att2  årsmötet ger styrelsen i uppdrag att i samverkan med lokalföreningarna utveckla olika 

kommunikationsvägar – digitalt och/eller fysiskt – till medlemmarna där miljöaspekten 
alltid ska väga tungt. 

 
IMs styrelse yrkade: 
Att3  styrelsen återrapporterar vilka förändringar som gjorts vid kommande årsmöte, enligt 

bilaga 1. 
 
Årsmötet beslöt: 
• att bifalla Att1. 
• att bifalla Att2. 
• att bifalla Att3. 
 
§ 19  Fastställande av belopp för årsavgiften enligt § 3 i stadgarna 
Mötespresidiet yrkade: 
Att1  godkänna ett sent inkommet yrkande från Umeå lokalförening. 
 
Styrelsen yrkade: 
Att2 medlemsavgiften skall vara oförändrad, dvs 100 kr, men med möjlighet för styrelsen att 

under perioden 15 september 2021–14 september 2022 reducera avgiften för nya 
medlemmar till 10 kronor avseende första medlemsavgiften för deltagare i IMs olika 
aktiviteter i Sverige och/eller i samband med nyrekryteringskampanjer, enligt bilaga 1. 

 
IM Umeå lokalförening yrkade: 
Att3 medlemsavgiften kvarstår på 100 kr. Årsmötet ger styrelsen i uppdrag att i samverkan 

med lokala föreningar och övriga berörda ta fram en långsiktig strategi som syftar till att 
höja medlemsantalet. 

 
Att2 och Att3 ställdes mot varandra, och styrelsens förslag vann bifall. 
 

Årsmötet beslöt: 
• att bifalla Att1. 
• att bifalla Att2. 
• att avslå Att3 
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§ 20  Arvoderad ordförande, valberedningens förslag 
IMs valberedning yrkade: 
Att1  ordförande ges en ersättning som uppgår till 10 000 kr i månaden fram till årsmötet 

2022.  
Att2 nytt beslut om arvode till ordförande tas på årsmötet 2022, enligt bilaga 1. 
 

Årsmötet beslöt: 
• att bifalla Att1. 
• att bifalla Att2. 
 
§ 21 IMs valberedning 
IMs valberedning redogjorde kortfattat för sitt arbete under året och presenterade sitt förslag 
på styrelseledamöter och revisorer, enligt bilaga 1. 

IMs valberedning yrkade: 
Att1  fastslå antalet ledamöter i styrelsen 2021 till en (1) ordförande, sju (7) ordinarie 

ledamöter och två (2) suppleanter. 

Årsmötet beslöt: 
• att bifalla Att1. 
 
§ 22  Val av ordförande i IMs styrelse 
Enligt valberedningens förslag beslöt årsmötet enhälligt att till styrelsens ordförande på ett (1) 
år nyvälja: 
Anders Kompass, IM Lund 

Anders Kompass tackade årsmötet för förtroendet. 

§ 23  Val av styrelseledamöter i IMs styrelse 
Enligt valberedningens förslag beslöt årsmötet att till styrelseledamot på två (2) år  
omvälja: 
Gabi Björsson, IM Stockholm, invald 2019 
 
Enligt valberedningens förslag beslöt årsmötet att till styrelseledamot på två (2) år  
omvälja: 
Eduardo Gran Villanueva-Contreras, IM Lund, invald 2015 
 
Enligt valberedningens förslag beslöt årsmötet att till styrelseledamot på två (2) år  
omvälja: 
Aygül L Kabaca, IM Stockholm, invald 2017 
 
Enligt valberedningens förslag beslöt årsmötet att till styrelseledamot på två (2) år  
nyvälja: 
Nina Åxman, IM Örebro 
 
Kvarvarande i styrelsen sedan 2020: 
Reza Javid, IM Göteborg, invald 2018 
Christer Sjölund, IM Linköping, invald 2019 
Helene von Wachenfelt, IM Lund, invald 2020 
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§ 24  Val av styrelsesuppleant i IMs styrelse 
Enligt valberedningens förslag beslöt årsmötet att till styrelsesuppleant på två (2) år  
nyvälja: 
Josefin Daleskog, IM Stockholm 
 
Enligt valberedningens förslag beslöt årsmötet om följande inkallelseordning för 
styrelsesuppleanterna: 
1. Karin Andersson, IM Malmö, invald 2018 
2. Josefin Daleskog, IM Stockholm 
 
§ 25  Val av revisorer 
Enligt valberedningens förslag beslöt årsmötet att till förtroendevald revisor på  
ett (1) år omvälja: 
Peter Tengelin, IM Göteborg 

Enligt valberedningens förslag beslöt årsmötet att till auktoriserad revisor på  
ett (1) år omvälja: 
KPMG AB 

§ 26  Val av revisorssuppleanter 
Enligt valberedningens förslag beslöt årsmötet att till förtroendevald revisors- 
suppleant på ett (1) år omvälja: 
Gunilla Axelsson, IM Linköping 

Enligt valberedningens förslag beslöt årsmötet att till auktoriserad revisors- 
suppleant på ett (1) år omvälja: 
Peter Cederblad, KPMG 

§ 27  Val av valberedning 
Enligt stadgar ska valberedningen bestå av till fyra–sex (4–6) ledamöter. 
 

Nedanstående förslag till ledamöter i valberedning hade inkommit till årsmötet: 
John Tumpane, IM Stockholm omval (nominerad av Marije Raedts, IM Stockholm) 
Birthe Müller, IM Malmö omval (nominerad av John Tumpane, IM Stockholm) 
Sofia Emanuelsson, IM Göteborg nyval (nominerad av Elin Gunnarsson, IM Göteborg) 
Mimmi Alladin, IM Stockholm nyval (nominerad av Pär Ivarsson, IM Stockholm) 
 

Årsmötet beslöt att på två (2) år välja: 
John Tumpane, IM Stockholm  omval 
Birthe Müller, IM Malmö omval 
Sofia Emanuelsson, IM Göteborg nyval 
Mimmi Alladin, IM Stockholm nyval 
 

Valberedningen består av: 
Tove Holmström, IM Linköping till år 2022 
John Tumpane, IM Stockholm till år 2023 
Birthe Müller, IM Malmö till år 2023 
Sofia Emanuelsson, IM Göteborg till år 2023 
Mimmi Alladin, IM Stockholm till år 2023 
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§ 28  Övriga frågor 
Inga övriga frågor fanns. 
 
§ 29  Årsmötesförhandlingarna avslutas 
IMs avgående ordförande Lave Beck-Friis tackade för två år som ordförande och förklarade 
förhandlingarna vid Individuell Människohjälps 76:e årsmöte avslutade klockan 14.20, söndag 
25 april 2021. 

 
 
 
Bilagor: 
Bilaga 1: Handlingar till IMs nationella årsmöte 24-25 april 2021 
Bilaga 2: Uppföljning av årsmötesbeslut IM 2020 
Bilaga 3: Årsredovisning 2020 med revisionsberättelse 
Bilaga 4: Deltagarförteckning IMs årsmöte 2021 
 
 
Vid protokollet: 
 
 
 
Anna Ljunggren, Göteborg 
 
 
 
Justeras: 
 
 
 
Sara Haraldsson Margareta Bratt, IM Örebro Birgitta Peters-Danielsson, IM Växjö 
Mötesordförande Justerare Justerare 
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Välkommen till IMs årsmöte!  

För andra året i rad genomförs IM nationella årsmöte digitalt. Årsmötet, som är den 24–25 april, 

kommer att genomföras i två olika program, Suffra (mötesstöd) och Zoom (videoverktyg). Du 

som var med förra året märker att vi bytt mötesstöd från VoteIT till ett system som heter Suffra. 

Vi hoppas och tror att detta system kommer att vara enklare att använda samt passa IMs årsmöte 

bättre. Här i handlingar hittar du all praktisk information inför årsmötet. Utöver detta kommer 

det även att finnas förberedelsematerial på YouTube i form av inspelningar som du ska titta på 

före årsmötet. Instruktioner kring hur du ska logga in i de olika verktygen kommer du att få per 

mail före årsmötet. 

Tidsplan och praktisk information inför årsmötet  

12 april – Vi behöver få in en anmälan från alla som ska delta på årsmötet och detta är sista 

anmälningsdag. Du kan delta på mötet som ombud men det går också bra att delta som öppen 

deltagare, d.v.s. om du ej är vald som ombud. Du har då yttranderätt på mötet. 

Länk till anmälan hittar du här: 

https://www.imsweden.org/om-im/var-organisation/arsmoten/arsmote-anmalan/  

12 april – Senast anmälan till vilka pass på påverkanstorgen en vill delta på. Vi kommer att ha åtta 

stationer på årets påverkanstorg. Se innehåll på de olika passen längre ner på sidan 4–6. Vi 

föreslår att ni som är flera från en förening pratar ihop er för att täcka in så många stationer som 

möjligt, en person kommer att hinna delta på fyra pass (4x20min). De som inte anmäler sig för 

något pass kommer att tilldelas pass. 

Anmälan till pass på påverkanstorg görs till hanna.ekblad@imsweden.org  

Efter att anmälningstiden gått ut kommer det att läggas upp filmer på YouTube som vi vill att 

ni tittar på före årsmötet. Det är bland annat rapporter från IMs regionchefer, presentation av 

årsredovisning och förslag på nya styrelseledamöter. Länk kommer att skickas ut till era 

respektive epost-adresser som ni anmält er med.  

Årsmötet kommer att äga rum i den digitala plattformen Zoom och mötesverktyget som kommer 

att användas heter Suffra. Inloggningsuppgifter och länkar till dessa två verktyg kommer att 

skickas ut i god tid före årsmötet 

21 april kl 18:00 – Testmöte Suffra och Zoom. För er som vill bekanta er med verktygen vi ska 

arbeta i, före själva årsmötet, så bjuder vi in till ett testmöte. Länk till detta möte kommer att 

skickas ut i god tid före mötet. 

  

Zoom och Suffra 

Vi kommer som sagt att använda två digitala verktyg för att genomföra årsmötet. 

Zoom – är det videomötesverktyg där själva mötet kommer äga rum. Tänk Plenum och 

påverkanstorg, det är där ni möts och ser varandra. 

Suffra – är ett mötesverktyg framtaget just för årsmöten. I Suffra kommer ni att ha tillgång till 

dagordning och de olika punkterna för själva mötet. Där kommer all röstning, yrkande och det 

formella kring mötet att äga rum. 
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För att enklast och bäst kunna delta och genomföra mötet föreslår vi följande: 

Alt1 

Du har tillgång till två enheter, en för att vara i mötet i Zoom, förslagsvis en dator. Samt en enhet 

för att vara i Suffra, dator eller padda/telefon där röstning och det mötestekniska äger rum. 

Alt2 

Om ni är fler som sitter tillsammans, går det bra att vara med i Zoom-mötet via delad dator men 

att ni har varsin enhet för Suffra, så att ni kan rösta m.m. i mötet individuellt. (Tänk dock på att 

ni behöver olika enheter om ni ska vara på olika påverkanstorg under den delen av mötet) 

Alt3 

Det går bra att sköta både Suffra och Zoom via en och samma enhet/dator. Då behöver du vara 

inloggad via olika flikar och växla mellan dessa under mötet. 

Om du har frågor kring detta eller behöver hjälp så tveka inte att ta kontakt med Hanna Ekblad, 

hanna.ekblad@imsweden.org  eller Thomas Ericsson, thomas.ericsson@imsweden.org 

Årsmöteshandlingarna 

Handlingarna till årsmötet 2021 består av följande dokument. 

• IMs valberedning  

• Ombudsförteckning  

• Föredragningslista  

• Arbetsordning  

• Proposition1 1 och proposition 2 

• Motion2 2021:1 och motion 2021:2 samt styrelsens svar på motionerna 

• Medlemsavgift 2021  

• Valberedningens förslag kring arvoderad ordförande  

• Valberedningens förslag till styrelse och revisorer 

• Årsredovisning (bilaga 1) 

• Riktlinjer hållbarhet (bilaga 2)  

Utöver detta finns i utskicket även program för dagarna samt presentation av 

inspirationsföreläsare.  

Påverkanstorgsplatser  

Under påverkanstorget kommer det att vara åtta olika påverkanstorgsplatser. Varje pass kommer 

att genomföras fyra gånger så att du sammanlagt har möjlighet att delta på fyra olika pass. Före 

årsmötet anmäler du dig till de pass du vill delta på genom att maila hanna.ekblad@imwseden.org 

senast den 12 april. Är ni flera ombud och öppna deltagare från er förening är det bra om ni delar 

upp er så att ni har möjlighet att täcka så många pass som möjligt.  

Här kommer information om de olika påverkanstorgsplatserna:  

 

 
1 Proposition = förslag från styrelsen 
2 Motion = förslag från medlemmar  
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Torgplats 1: Proposition 1 och proposition 2 

Styrelsen lägger fram två propositioner till årsmöte. Proposition 1 – Ombudsfördelning till 

årsmötet 2022 samt proposition 2 – Fråga om IM-medlemskap för volontärer och deltagare.  

För mer information se propositionerna på sid 13–16.  

Torgplats 2: Motion 2021:1 – Digitalt årsmöte vartannat år 

För mer information se motionen samt styrelsens svar på sid 17–18.  

Torgplats 3: Motion 2021:2 – Möjlighet för medlemmar att välja på vilket sätt IM 

kontaktar dem 

För mer information se motionen samt styrelsens svar på sida 19–21.  

Torgplats 4: Hållbarhetsriktlinjer för IMs lokalföreningar. 

Som ett resultat från en motion på årsmötet 2020 har det under det gångna året tagits fram 

riktlinjer kring hållbar utveckling, som är tänkta som stöd i IMs lokala verksamheter. Riktlinjerna 

har arbetats fram av en arbetsgrupp bestående av representanter från olika lokalföreningar med 

en remissrunda till alla lokalföreningar. På detta påverkanstorg diskuterar vi dessa riktlinjer med 

fokus på förankring och implementering. Hur praktiserar vi detta i vår dagliga verksamhet? 

Riktlinjerna ser du som bilaga 2 till handlingarna. 

Torgplats 5: Projektet IM Young 

Under passet får vi höra direkt från de som är involverade i projektet om ungt engagemang, hur 

man kan inkludera och involvera ungdomar inom civilsamhället och hur vi specifikt lockar 

ungdomar till IM. Dessutom diskuterar vi vilka frågor ungdomar verkar vara mest intresserade av 

idag och vilka kanaler de är bekväma med för att få ut sina budskap. Konkreta vägar att länka 

lokalföreningar och ungt engagemang kommer att diskuteras. Sist men inte minst görs en analys 

av hur coronapandemin påverkat unga personer – och hur vi tror vi kan motverka negativa 

konsekvenser. 

Torgplats 6: Årsredovisningen 

Passet ger möjlighet att ställa frågor om årsredovisningen till styrelsen och IMs ekonomichef. 

Årsredovisningen ser du som bilaga 1 till handlingarna. Det kommer även att finnas en 

presentation av årsredovisningen på YouTube.   

Torgplats 7: Medlemsrekryteringskampanj – demokrati 

IM har som målsättning att fördubbla antalet medlemmar till år 2023 Detta för att stärka IMs röst 

i sakpolitiska frågor som demokrati, medbestämmande, social och ekonomisk inkludering och 

jämställdhet. Som en viktig del i att uppnå detta ser vi en bred och omfattande 

rekryteringskampanj under hösten 2021 fram till valet 2022 med kampanjstart 365 dagar före 

valet. Vi vill höja blicken och sätta IM och dess medlemmar i ett större sammanhang – i ett 

nationellt perspektiv som en stark och viktig bärare av den demokratiska rösten i vårt land. Här 

spelar våra medlemmar och lokalföreningar en avgörande roll i genomförandet. 

Vill ni vara med? 

Frågor att fundera på inför detta påverkanstorg: 

Hur jobbar din lokalförening med demokratifrågor på din ort? 
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Ser du en koppling mellan praktisk verksamhet som språkfika och läxhjälp och demokrati och 

medbestämmande? 

Är valet 2022 och dess utgång viktigt för civilsamhället och dess roll i Sverige? 

Torgplats 8: Medlemsavgift för IM 

IMs styrelse lägger fram ett förslag på medlemsavgift framåt. För underlag till diskussion och 

beslut se sid 22.  
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IMs valberedning  

IMs valberedning består idag av:  

Tove Holmström, IM Linköping till år 2022 

Magnus Strand, IM Malmö   till år 2021  

John Tumpane, IM Stockholm till år 2021 - Öppen för omval  

Birthe Müller, IM Malmö  till år 2021 - Öppen för omval  

Anita Prins, IM Umeå valdes till valberedningen förra årsmötet men valde att avgå under året.  

Enligt IMs stadgar skall valberedningen bestå av fyra till sex ledamöter varav en är 
sammankallande (väljs inom valberedningen). Mandatperioden är två år. En person kan vara 
ledamot högst åtta år i följd. Valberedningen föreslår årsmötet att fastslå antalet ledamöter i 
valberedningen 2021 till fyra–sex (4–6) ledamöter.  

Det behöver komma in nomineringar till valberedningen. Personer som föreslås måste vara 
tillfrågade. Nomineringsstopp är 16.00 på lördagen 24/4. Nomineringar skickas till 
thomas.ericsson@imsweden.org. Nominera gärna redan före årsmötet. 
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Ombudsförteckning  
 

IM Stockholm 

Marije Raedts  

Ludwig Hedlund 

Alaa Altayeb  

Patricia Patrick  

Paula Friman  

Abdu Haj Ali  

IM Örebro 

Margareta Bratt  

Lisbeth Boberg   

IM Malmö 

Diana Panah 

Anton Bergdahl 

Ingrid Schaar 

Linnea Cimmergren 

Rebecka Stewart 

IM Göteborg  

Elin Gunnarsson   

Mårten Losberg 

Samir Kadic 

Maria Schoeffler 

Madeleine Skoglösa 

Nina Wallgren  

IM Falkenberg 

Hans-Anders Andersson 

Roger Karlsson 

IM Nyköping 

Viktoria Aspenberg  

IM Lund  

Anna Lundberg 

Anna Steffen 

Inga-Lill Persson  

Eva Wallengren  

Titti Strömersten 

IM Växjö 

Märta Fredriksson 

Katarina Söderberg  

Birgitta Peters-Danielsson 

IM Linköping 

Ulla Kippel 

Gunilla Axelsson 

Inger Persson  

IM Umeå 

Darcia De Man 

Susanne Börjegren  

Per Olov Ljung 

Elin Åberg   

IM Jönköping 

Ami Morheden 

Solveig Lönnervall 

Inger Knutsson  
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Föredragningslista 
Individuell Människohjälps (IM) 76:e årsmöte, 24-25 april 2021 

Digitalt via Zoom och Suffra 

 

1. Årsmötesförhandlingarna öppnas. 

2. Val av mötesordförande. 

3. Godkännande av arbetsordningen, (sid 11). 

4. Val av sekreterare att föra dagens protokoll. 

5. Fastställande av röstlängd.  

6. Val av två deltagare att jämte ordföranden justera protokollet samt att  
vara rösträknare. 

7. Årsmötets behöriga utlysande. 

8. Godkännande av föredragningslistan. 

9. Uppföljning tidigare årsmötesbeslut. 

10. Information om påverkanstorg, besluts-, informations- och diskussionspunkter. 

11. IMs årsredovisning 1 januari - 31 december 2020, bilaga 1.  

12. Föredragning av revisionsberättelsen för räkenskapsåret 1 januari -  
31 december 2020, bilaga 1. 

13. Fastställande av resultat- och balansräkning. 

14. Fråga om ansvarsfrihet åt den avgående styrelsen.  

15. Proposition 1: Ombudsföredelning till det nationella årsmötet 2022 (sid 13).  

16. Proposition 2: Fråga om IM-medlemskap för volontärer och deltagare (sid 15). 

17. Motion 2021:1 Digitalt årsmöte vartannat år (sid 17).  

18. Motion 2021:2 Möjlighet för medlemmar att välja på vilket sätt IM kontaktar 
dem (sid 19). 

19. Fastställande av belopp för årsavgiften enligt § 3 i stadgarna (sid 22)  

20. Arvoderad ordförande, valberedningens förslag (sid 23). 

21. IMs valberedning. 
Valberedningens arbete. 
Föredragning av valberedningens förslag och presentation av de aktuella 
kandidaterna. 
 

Valberedningen föreslår årsmötet att fastslå antalet ledamöter 2021 till  
en (1) ordförande, sju (7) ordinarie ledamöter och tre (3) suppleanter (sid 24). 
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22. Val av ordförande i IMs styrelse.  
Valberedningens förslag (sid 24). 

23. Val av styrelseledamöter i IMs styrelse.  
Valberedningens förslag (sid 25). 

24. Val av styrelsesuppleant i IMs styrelse.  
Valberedningens förslag (sid 25–26). 

25. Val av revisorer.  
Valberedningens förslag (sid 26–27). 

26. Val av revisorssuppleanter.  
Valberedningens förslag (sid 26–27). 

27. Val av valberedning. 
Valberedningen förslår årsmötet att fastslå antalet ledamöter i valberedningen 2020 till fyra–
sex (4–6) ledamöter.  

28. Övriga frågor. 

29. Årsmötesförhandlingarna avslutas.  
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Arbetsordning Individuell Människohjälps årsmöte 2021 

På årsmötet är det många personer som ska komma fram till saker gemensamt. När man är 
många är det alltid viktigt att se till att alla får komma till tals. Därför är det viktigt med en 
arbetsordning som bestämmer vilka regler och vilket arbetssätt som ska gälla under årsmötet. Vid 
ett digitalt årsmöte är det av extra vikt med tydliga regler för vem som pratar när.  

 

Årsmötet består av två delar: plenum (helgrupp) och påverkanstorg (gruppdiskussioner). 
Påverkanstorg är grupper som diskuterar och bearbetar beslutsförslagen innan de lyfts i plenum. 
Plenum är när förhandlingarna leds av mötesordförande.  

 

Röstlängd 

• När förhandlingarnas öppnas i Zoom justeras röstlängden genom bekräftelse i Suffra på 
antal närvarande ombud. Hälften av de valda ombuden ska vara närvarande för att mötet 
ska vara beslutsmässigt. 

• Ombuds rösträtt ska styrkas med dokumenterat beslut från lokalförening 
(årsmötesprotokoll eller eventuellt styrelseprotokoll). Ombuds rösträtt kan ej överföras 
utan beslut från lokalföreningen, exempelvis fastställda ersättarlistor.  

• Ett ombud kan ha minst 1 och max 2 mandat. 

Yrkande- och yttranderätt 

• Ombud från lokalförening har yttrande-, förslags- och rösträtt under samtliga punkter.  

• Övriga medlemmar har yttranderätt under samtliga punkter. 

• IMs nationella styrelse har yttrande-, förslags- och rösträtt. Rösträtten gäller dock inte i 
fråga om den nationella styrelsens förvaltning, beviljande av ansvarsfrihet och inte heller 
vid val av styrelsemedlemmar och revisorer.  

• Valberedningen har yttrande- och förslagsrätt under punkterna som berör val av styrelse 
och revisorer samt arvodering av ordförande. 

• Revisorerna har yttrande- och förslagsrätt under samtliga punkter 

• Mötespresidiet har yttrande- och förslagsrätt under samtliga punkter samt rätt att förbise 
yrkandestopp vid jämkning. 

• IMs anställda ger sakupplysningar och svarar på sakfrågor från deltagarna. 

• IMs anställda och förtroendevalda leder gruppsamtalen under påverkanstorget.  

• Yrkande- och nomineringsstopp gäller enligt tid satt av mötespresidiet. 
 
Möte i Plenum (helgrupp) 

• Varje punkt i dagordningen kommer gås igenom i följande steg: 

1. Presentation av punkten 
2. Frågor 
3. Presentation av eventuella andra förslag 
4. Debatt med talarlista 
5. Sammanställning förslag (propositionsordning) 
6. Omröstning 

• Talarlistan regleras i Suffra där du sätter upp dig för att tala.  
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• Vid inledande presentationer gäller inga tidsbegränsningar. Övriga anföranden är 
tidsbegränsade till två minuter. Under mötet kan vem som helst lyfta en ordningsfråga om 
att justera talartidsbegränsningen, beslut om justering av talartidsbegränsning tas av 
mötespresidiet. 

• Styrelsens proposition och motionärens förslag är huvudförslag. Mot huvudförslaget 
ställs övriga yrkanden och slutligen ställs det slutgiltiga förslaget mot avslag.  

• Omröstningar kommer i första hand att ske med röstning via Suffra och i andra hand 
med acklamation (alla säger ja).  

• Det finns tre sätt att bryta mötet: 
1. Ordningsfråga – t.ex. begäran om paus eller önskemål om förtydligande 

från presidiet. Påkallas genom att begära ordningsfråga i Suffra.   
2. Sakupplysning – kort upplysning som kan underlätta eller förkorta 

debatten, får inte vara argumenterande. Påkallas genom att begära sakfråga 
i Suffra. 

3. Replik – endast som svar på tal för någon som känner sig personligt 
påhoppad. Påkallas genom att begära replik i Suffra.  
 

• Särskilt viktigt att tänka på i samband med digitala möten är: 
1. att undvika bakgrundsljud. 
2. att stänga av mikrofonen när du inte talar. 
3. att stänga av video om det går trögt eller ljudet hackar. 

Påverkanstorg  

• På påverkanstorget diskuteras och bearbetas beslutsförslagen inför omröstning och beslut 
i plenum. Beslutsförslagen presenteras i plenum innan påverkanstorget öppnas. 

• Deltagarna väljer före mötet vilka diskussionsrum i Zoom de vill delta i.  

• Efter diskussionspassen startar ett yrkandepass där ombuden kan lägga nya yrkanden 
utöver de beslutsförslag som är utskickade i årsmöteshandlingarna. Yrkanden skrivs i 
Suffra och tas sedan upp i plenum. Yrkandestopp är 16.00 på lördagen.  

 
Tillgänglighet  

• Samtliga handlingar ska finnas tillgängliga i digital form och fysiska kopior ska skickas ut 
om ombud så begär.  

• Samtliga yrkande inkomna under årsmötet ska tillgängliggöras såväl i text som i tal. 

• Vid röstning med acklamation kan votering begäras genom att ett ombud sätter på sin 
mikrofon och säger votering. Röstningen görs då om i Suffra.   

Reservation 

• Om en eller flera ombud anser att ett beslut fattat av årsmötet är felaktigt kan reservation 
mot beslutet göras. Detta skall ske skriftligen och ha inkommit till mötespresidiet innan 
årsmötet avslutas. En reservation skrivs in i protokollet.  

Val 

• Val av personer till styrelse och revisorer sker genom att valberedningens förslag ställs 
mot avslag. 

• Alla val sker i Suffra. 

• Person med flest röster väljs.  
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Proposition 1 – Ombudsfördelning till det nationella årsmötet 2022  
 

Inledning 

I § 4:d i stadgarna står det följande:  

 

Ombudsfördelningen till det nationella årsmötet baseras på antalet betalande medlemmar per lokalförening vid 

slutet av föregående år. Varje lokalförening tilldelas ett ombud i grund. Övriga ombudsplatser fördelas enligt 

fördelningsmodell som beslutas av årsmötet, med ett maxantal om 65 ombudsplatser. 

Utifrån stadgetexten ska de närvarande ombuden på det nationella årsmötet 2021 besluta om 

vilken fördelningsnyckel som ska gälla för att ta fram antal ombud till årsmötet 2022. Detta är ett 

beslut som kommer varje årsmöte. För beslut om ombudsfördelning till det nationella 

årsmötet 2022 presenterar styrelsen härmed ett förslag på fördelning.   

Underlag för beslut 

Under flera år har IMs medlemsantal sjunkit och därmed har även lokalföreningarnas 

ombudsantal till det nationella årsmötet minskat. Detta är en fråga vi behöver prata mer om 

framåt, om IM ska fortsätta vara en aktiv medlemsorganisation får antalet medlemmar behöver vi 

hitta vägar framåt för att rekrytera fler medlemmar. Vid årsmötet 2020 hamnade någon förening 

under nivån på 100 medlemmar och hade därmed bara 1 ombud till årsmötet. Ursprungstanken 

med de olika nivåerna var att motivera till medlemsrekrytering för att kunna nå en högre nivå. 

Dock kan vi se att detta inte gett effekt och föreslår därför att sänka den första nivån, för att få 2 

ombud till årsmötet, till 50 medlemmar. Detta då vi ser att möjligheten att delta i diskussionerna 

på årsmötet många gånger kräver att det är två från en förening som kan prata ihop sig och föra 

lokalföreningens talan. Har föreningen färre än 50 medlemmar anser vi dock att föreningen är för 

liten för att kunna representeras av två ombud, framförallt med hänseende till de föreningar som 

har över 100 medlemmar och också enbart två ombud.   

 

I övrigt kvarstår tidigare föreningsmodell som tagits fram med grund i följande faktorer:  

• Förhållande mellan stora och små föreningar (en stor förening ska inte ensam kunna rösta 

mot övriga föreningar)  

• Möjligheten för ökat antal ombud med ökat antal medlemmar  

• Hur vi växer utan att för snabbt slå i, det enligt stadgarna reglerade, taket med 65 ombud 

Förslag på fördelningsmodell till årsmötet 2022 

 
Antal medlemmar  Antal ombud  
Mandat i grund enligt stadgar 1 

50 2 

200 3 

300 4 

500 5 

700 6 

900 7 

1100 8 

1300 9 

1500 10 
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Styrelsens förslag till beslut 

IMs styrelse föreslår att årsmötet 2021 beslutar: 

Att anta den föreslagna ombudsfördelningsnyckeln för årsmötet 2022.  
 

IMs styrelse genom  

 

 

 

Lave Beck-Friis  
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Proposition 2 – Fråga om IM-medlemskap för volontärer och 
deltagare 

Inledning 

På årsmötet 2020 yrkade styrelsen att 1 fram till och vid nästa årsmöte ge utrymme för diskussion 

kring obligatoriskt medlemskap och att 2 vid samma årsmöte fatta beslut om obligatoriskt 

medlemskap för volontärer. Årsmötet biföll styrelsens yrkande. 

Styrelsen har uppdragit åt styrelsens ordförande att föra samtal med lokalföreningarna för att få 

underlag till en proposition från styrelsen till kommande årsmöte. Propositionen ska framläggas 

för medlemmarna senast den sista november 2020. 

Frågan om eventuellt obligatoriskt medlemskap för volontärer diskuterades på ordförandeträffen 

den 8 oktober 2020 och under de s.k. erfarenhetsdagarna som avhölls den 24 och 25 oktober 

2020. 

Underlag för beslut 

Den gemensamma uppfattningen synes vara det är önskvärt att volontärerna också är 

medlemmar i IM. Däremot är uppfattningen mer splittrad när det gäller om man ska vara 

tvungen att vara medlem i IM för att verka som volontär eller om det fortsatt ska bygga på 

frivillighet att vara medlem i IM för volontärerna. 

Argument för ett obligatoriskt medlemskap för volontärerna har bland annat varit att ett 

medlemskap skulle ge volontärerna information och kunskap om vad IM gör och står för och att 

sådan kunskap behövs för att kunna möta de krav som ställs på IMs volontärer. Ett medlemskap 

skulle också förstärka samhörigheten mellan volontärerna och lokalföreningen i fråga. 

Argumenten för fortsatt frivillighet är att det, framförallt för de större lokalföreningarna, skulle 

vara svårt att administrera volontärarbetet med bl.a. kontroll om att volontärerna är och förblir 

medlemmar i IM så länge de arbetar som volontärer. Vidare finns det personer som delar IMs 

värdegrund och som vill arbeta för IM men av olika skäl inte vill vara medlem i en organisation. 

IMs volontärer i Sverige är främst engagerade i integrationsarbetet men också i olika insamlings- 

och försäljningsaktiviteter. När det gäller de senare aktiviteterna torde om inte alla så alla fall de 

allra flesta vara medlemmar i IM.  

Som medmänniska kan man engagera sig  i IMs verksamhet på olika sätt såsom  t.ex. bidra med 

pengar, bidra med sin tid och/eller vara medlem.  På IMs hemsida finns exempel på hur man 

med sin tid kan engagera sig.  Inte minst när det gäller integrationsarbetet är det viktigt att vi 

fortsatt har många engagerade volontärer som står bakom IMs värderingar och handlingssätt. Det 

är naturligtvis önskvärt att de också är medlemmar. Både nationellt och lokalt bör vi därför 

uppmuntra volontärerna att bli medlemmar men att göra det obligatoriskt kan, förutom att ett 

obligatoriskt medlemskap kan vara administrativt svårt att hantera, bli kontraproduktivt. Idag är 

t.ex. många som via volontärbyrån kommer i kontakt med IM. Att då kräva att de redan från 

början ska vara medlemmar för att hjälpa till kan medföra att IM går miste om i och för sig 

duktiga volontärer.   

En annan grupp som i en än större grad bör uppmuntras att bli medlemmar i IM är alla de 

deltagare som deltar i de aktiviteter som lokalföreningarna anordnar runt om i Sverige. Ur 

integrationssynpunkt skulle det naturligtvis vara bra om de genom ett medlemskap i IM får 

komma in ett större sammanhang, att vara medlem i IM.  Deras deltagande i aktiviteterna kan 
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fördjupas till att bli ett aktivt medverkande i IMs integrationsarbete. Styrelsen ser därför gärna att 

IM på olika sätt verkar för och uppmuntrar deltagare att också bli medlemmar i IM. Ett sätt 

skulle kunna vara att erbjuda dem ett års gratis medlemskap. Frågan om sådant gratis 

medlemskap bör utredas vidare. 

Mot denna bakgrund föreslår styrelsen att IM och lokalföreningarna fortsatt arbetar för att 

volontärer också blir medlemmar i IM men att det ska bygga på frivillighet från volontärernas 

sida och att IM på olika sätt ska uppmuntra deltagarna i de aktiviteter som IM anordnar att också 

bli medlemmar. 

Styrelsens förslag till beslut 

IMs styrelse föreslår att årsmötet 2021 beslutar: 

1. Att det inte ska vara obligatoriskt för volontärer att vara medlemmar i IM och att IM och 

lokalföreningarna på olika sätt istället ska uppmuntra volontärerna att vara medlemmar 

och verka för att de också blir medlemmar i IM. 

2. Att IM och lokalföreningarna på olika sätt ska uppmuntra deltagarna i de olika aktiviteter 

IM anordnar i Sverige att vara medlemmar i IM. 

 

IMs styrelse genom  

 

Lave Beck-Friis  
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Motion 2021:1 – Digitalt årsmöte vartannat år  

Förra årsmötet 2020 genomfördes helt via webben. Vi såg varandra endast på en skärm. Orsaken 

var ju den pågående pandemin, inte ett fritt val. Men det fungerade och förmodligen var det 

avsevärt billigare än de traditionella årsmötena med resor, hotell och festmiddag. 

Givetvis är det viktigt att IM:s resurser används effektivt och att kringkostnaderna minimeras. Så 

mycket som möjligt ska gå till det egentliga ändamålet. 

IM Örebro föreslår därför att föreningens årsmöten genomförs som webbaserade 

årsmöten med viss regelbundenhet. I första hand föreslår vi att årsmötet vartannat år sker 

digitalt och vartannat år i traditionell form på plats någonstans. Men vi välkomnar även 

en diskussion om att bara ha traditionellt årsmöte vart tredje år. 

Den största fördelen med ett webbaserat årsmöte är redan nämnt: det är mindre kostsamt. Men 

en annan tydlig fördel är att det är lättare tillgängligt för fler medlemmar.  

Nackdelen är lika tydlig. Det är oerhört viktigt att träffas IRL, samtala och knyta kontakter. Så det 

fysiska årsmötet måste fortsätta, men kanske inte varje år. 

IMs lokalförening i Örebro yrkar därför på:   

att IMs nationella årsmöte genomförs digitalt vartannat år.  

 

IM Örebros lokalförening  
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Styrelsens svar på motion 2021:1 – Digitalt årsmöte vartannat år  

Bakgrund 

2020 genomförde IM sitt första digitala årsmöte på grund av den pågående pandemin. Årsmötet 

gick bra och blev betydligt billigare än ett fysiskt årsmöte. Med detta som bakgrund föreslår IMs 

lokalförening i Örebro att årsmötet beslutar att IMs nationella årsmöte vartannat år ska 

genomföras digitalt.  

Styrelsens svar  

Precis som motionärerna skriver tvingades IM 2020 att ställa om det planerade fysiska årsmötet 

till ett digitalt sådant istället. Styrelsen upplever, precis som motionärerna, att det gick mycket bra 

att genomföra årsmötet digitalt. Det visade sig att det också finns vinster med ett digitalt årsmöte. 

Andra personer fick tillfälle att komma till tals. Medlemmar som har av olika anledningar har 

svårt att vara med på fysiska årsmöten fick chansen att delta på lika villkor. Gruppdiskussionerna 

fick en bra energi med stor delaktighet.  Med den erfarenhet vi har, så här långt, kan vi se att den 

ekonomiska kostnaden blir knappt en fjärdedel av den för ett fysiskt möte. Samtidigt finns det 

givetvis stora vinster med att också träffas fysiskt, det är viktigt att den möjligheten fortfarande 

finns kvar. Styrelsen menar att en blandning av fysiska och digitala årsmöten är det mest 

inkluderande.  

Med detta som bakgrund håller styrelsen med om att ett digitalt årsmöte vartannat år och ett 

fysiskt årsmöte åren däremellan är en bra väg framåt.  

IMs nationella styrelse föreslår årsmötet: 

Att bevilja motionen i sin helhet.  
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Motion 2021:2 – Möjlighet för medlemmar att välja på vilket sätt IM 
kontaktar dem 

Bakgrund:  
Samhället digitaliseras i allt snabbare takt. Det senaste årets utmaningar med pandemin har gjort 
att digitala lösningar än mer blivit en del av vår vardag. Under året har också IM tagit fram en 
hållbarhetsstrategi där lokalföreningarna varit involverade. 

Samtidigt kommer många brev och föreningens tidningar fortfarande med den traditionella 
posten. En medlem som inte önskar dessa har ingen möjlighet att avstå och därmed bidra till att 
spara på jordens resurser och minska på portokostnaderna. Med drygt 5000 medlemmar blir det 
en påtaglig kostnad.  Många stora organisationer har helt övergått till digital kommunikation och 
slutat med utskick i tryckt form. 

För att gå i linje med IM´s hållbarhetsstrategi och utgöra en långsiktig investering som 
effektiviserar verksamheten yrkar därför IM:s Lokalförening Umeå på: 

Att årsmötet ger IM i uppdrag att utveckla möjligheter för medlemmar att välja 
kommunikationssätt – digitalt eller traditionellt via brev.  

 
Styrelsen 
IM Umeås Lokalförening 
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Styrelsens svar på motion 2021:2 – Möjlighet för medlemmar att välja på vilket 
sätt IM kontaktar dem 

Bakgrund:  
Samhället digitaliseras i allt snabbare takt. Det senaste årets utmaningar med pandemin har gjort 
att digitala lösningar än mer blivit en del av vår vardag. Under året har också IM tagit fram en 
hållbarhetsstrategi där lokalföreningarna varit involverade. 

Samtidigt kommer många brev och föreningens tidningar fortfarande med den traditionella 
posten. En medlem som inte önskar dessa har ingen möjlighet att avstå och därmed bidra till att 
spara på jordens resurser och minska på portokostnaderna. Med drygt 5000 medlemmar blir det 
en påtaglig kostnad.  Många stora organisationer har helt övergått till digital kommunikation och 
slutat med utskick i tryckt form. 

För att gå i linje med IMs hållbarhetsstrategi och utgöra en långsiktig investering som 
effektiviserar verksamheten yrkar därför IM:s Lokalförening Umeå på: 

• Att årsmötet ger IM i uppdrag att utveckla möjligheter för medlemmar att välja 
kommunikationssätt – digitalt eller traditionellt via brev.  

 

Styrelsens svar 

IMs nationella styrelse gläds åt den ökade medvetenhet och ökade intresse för hållbarhet som 

finns inom IM. Lokalföreningar har arbetat fram riktlinjer som ska fungera som stöd ute i 

verksamheterna och IM centralt har antagit ett ramverk för IMs arbete inom hållbar utveckling. 

Styrelsen ser det av absoluta vikt att IM ständigt tar steg och förbättrar oss inom detta område, 

hållbarhet är inget som vi kan sätta på paus eller åt sidan, det måste finnas med i alla aspekter av 

organisationens arbete. IM vill självklart också vara en attraktiv organisation när det kommer till 

att ge medlemmar så mycket inflytande som möjligt över sitt medlemskap och hur deras kontakt 

med organisationen ska se ut. Därför ligger denna motion helt i linje med den riktning som IM 

vill ta.  

IM arbetar ständigt med att utveckla rutiner och med att förbättra arbetssätt för att vara så 

effektiva och resursmedvetna som möjligt. Utskick som görs ses över och packas på nya sätt för 

att minska klimatpåverkan. Försök har gjorts med digitala utskick och kampanjer. Ett initiativ 

som togs 2020 var en digital kampanj för att få medlemmar att förnya sitt medlemskap. Tyvärr 

resulterade detta i minskat medlemsantal och det blev tydligt att vissa utskick lämpligen bör ske 

via post eller motsvarande distributionskanaler.  Det kan finnas vissa kampanjer, där risken är 

extra stor att digitala utskick hamnar obesvarade långt ner i mailboxen.  En förändring måste 

sålunda göras med hänsyn till många olika faktorer och bedöma om och när IM är redo att ta 

detta steg utan att riskera att det får negativa effekter på andra delar, som ex. tillväxt av 

medlemsantal eller ökade kostnader i form av hantering. 

IM styrelse delar i grunden motionärens syn att medlemmarna i högre grad bör kunna bestämma i 

vilken form utskicken ska göras men styrelsen menar också att det kan finnas situationer där 

avsändaren i detta fall IMs kansli bör - ur kommunikationssynpunkt - kunna vara fri i valet av 

form för utskick till medlemmarna. 
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IMs nationella styrelse föreslår årsmötet: 

Att avslå motionen 

Att årsmötet ger styrelsen i uppdrag att utveckla olika kommunikationsvägar - digitalt och/eller 

fysiskt- till medlemmarna där miljöaspekten alltid ska väga tungt. 

Att styrelsen återrapporterar vilka förändringar som gjorts vid kommande årsmöte.  
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Medlemsavgift 2021 

Under året har avgiften för medlemskap inom IM diskuteras fram och tillbaka. Dels som en följd 

av diskussionen om obligatoriskt medlemskap (se proposition 2), dels utifrån en oro för ett sakta, 

men säkert sjunkande medlemsantal under senare år.  

Vägen styrelsen valt i proposition 2 handlar om att vi ska jobba hårdare för att fler ska bli 

medlemmar, men undvika obligatoriskt medlemskap. Vägen är uppmuntran till medlemskap där 

lokalföreningarna har ett stort ansvar, men där lokalföreningarna också behöver stöd för att 

bättre kunna kommunicera vikten av medlemskap. En grupp där det finns både potential för fler 

medlemmar och där medlemskap kan erbjuda ytterligare en väg in i samhället är våra deltagare.  

För att utöka antalet medlemmar och samtidigt bredda mångfalden, genom att göra fler deltagare 

till medlemmar, vill vi göra det möjligt att vid särskilda undantag reducera avgiften för nya 

medlemmar.  

Som en del i att uppnå detta ser vi en bred och omfattande rekryteringskampanj under hösten 

2021 fram till valet 2022. Anslaget i kampanjen skall vara att det är viktigt att bli medlem i IM för 

att stärka IMs röst i sakpolitiska frågor som demokrati, medbestämmande, social och ekonomisk 

inkludering, mänskliga rättigheter mm. Kampanjen är tänkt att kopplas till en tillfälligt sänkt 

medlemsavgift. Kampanjmaterialet som tas fram blir ett stöd till lokalföreningarna i deras 

medlemsvärvning.  

För att kunna genomföra dessa satsningar föreslår styrelsen följande beslut angående 

medlemsavgift till årsmötet:  

”Årsmötet 2021 föreslås fastställa att medlemsavgiften skall vara oförändrad, dvs 100 kr, men 

med möjlighet för styrelsen att under perioden 15 september 2021–14 september 2022 reducera 

avgiften för nya medlemmar till 10 kronor avseende första medlemsavgiften för deltagare i IMs 

olika aktiviteter i Sverige och/eller i samband med nyrekryteringskampanjer.” 
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Till IMs årsmöte 2021 

Förslag från IMs valberedning angående arvoderad ordförande  
Det är valberedningens ansvar att lägga fram förslag om eventuell arvodering av IMs styrelses 
ordförande. Beslut om ordförandes arvodering tas därför på organisationens årsmöte för ett år i 
taget.  
 
Inför årsmötet 2021 anser valberedningen att arvodering till ordförande ska bibehållas på den 
nivå som årsmötet fattade vid årsmötet 2020.   
Bedömningen görs att en fortsatt arvoderad styrelseordförande skulle gynna IM, dess 
medlemmar, grupper och lokalföreningar.   
Därför föreslår valberedningen årsmötet att:  
 

● Ordförande ges en ersättning som uppgår till 10 000 kr i månaden fram till årsmötet 
2022, 

● Nytt beslut om ersättning till ordförande tas på årsmötet 2022. 
 
  
2021-03-08 
 
IMs valberedning 
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Valberedningens förslag till IMs årsmöte 2021 

Valberedningen föreslår årsmötet: 

- att fastslå antalet ledamöter 2021 till en (1) ordförande, sju (7) ordinarie ledamöter och två 
(2) suppleanter.  

- att välja en styrelse enligt nedan förslag.  
 

Förslag till nyval av ordförande, nyval och omval av styrelseledamöter, omval av 

suppleanter samt nyval av auktoriserade revisorer.  

 

Ordförande 

Nyval 1 år 

Anders Kompass, f 1955, Snårestad 

Anders Kompass har ett livslångt engagemang för mänskliga rättigheter och internationellt 

utvecklingsarbete bakom sig. Anders är nyligen hemkommen till Skåne efter sitt senaste 

internationella uppdrag som ambassadör under tre år i Guatemala med sidoackreditering i övriga 

sex länder i Centralamerika. Ett uppdrag som är lite speciellt med tanke på att det var där han 

1975 inledde sin internationella bana.  

En röd tråd i Anders yrkesverksamma liv har varit kampen för mänskliga rättigheter. Anders har 

bland annat arbetat för Diakonia i Centralamerika och på Sveriges ambassad i Mexiko City samt 

på Utrikesdepartementet i Stockholm. I samband med fredsavtalet i El Salvador 1992 fick Anders 

uppdraget att utforma FN:s stöd till fredsprocessen som chef för utvecklingsprogrammet UNDP.  

Han har sedan jobbat på FN:s kontor för mänskliga rättigheter (OHCHR) i Colombia, Mexiko 

och Guatemala och därefter som chef för ”fältarbete och tekniskt samarbete” huvudkontoret i 

Genève. Tiden på FN avslutades under stor internationell uppmärksamhet efter att han anklagats 

för att han på ett otillbörligt sätt hanterat uppgifterna om sexuella övergrepp i Centralafrikanska 

republiken, utförda av militär personal under FN:s mandat. Men både en intern och en 

oberoende extern utredning slog fast att Anders agerat helt korrekt. Anders valde ändå att sluta 

sin tjänst på FN och flytta hem till Sverige. 

Under sin tid som ambassadör i Guatemala har Anders även haft möjlighet att bekanta sig med 

IM - en organisation som han alltid har tänkt gott om och som han tyckt utmärkt sig från andra 

organisationer. Det har funnits en närhet, öppenhet och engagemang i IMs personal och aktiva 

som Anders har känt igen sig i.  

I Anders får IM en ordförande som är erfaren, kunnig och ödmjuk. Anders har alltid i sina 

uppdrag eftersträvat en närhet till människorna han har mött. Han känner starkt för IMs 

värdegrund. Anders går in i ordförandeskapet med energi och en vilja att fortsätta bidra i arbetet 

för en mer rättvis och medmänsklig värld.  
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Ordinarie ledamöter 

Nyval 2 år 

Nina Åxman, f 1985, Västerås  

Nina Åxman är civilingenjör i Industriell Ekonomi (Lund) och har haft en internationell karriär 

inom Bombardier och Sandvik. Hon har arbetat i flertalet länder och har stor erfarenhet från 

Kina och Indien. Idag är Nina Vice President Global Operations på Sandvik Rock Tools, med 

ansvar för 1 300 medarbetare i 10 länder.  

2019 deltog Nina i ledarskapsutvecklingsprogrammet Ruter Dam. 2020 utsågs hon till 

”Framtidens Kvinnliga Ledare” av Ledarna/WES. Nina är certifierad styrelseledamot 

(Styrelseakademin) och är styrelseledamot i Sandvik Mining and Constructions enheter i Sverige 

och Kina, samt Sandviks Utbildnings AB. 

Nina om nomineringen: 

”Jag har alltid haft ett stort socialt engagemang för en rättvisare värld och bidragit lokalt i 

integrationsfrågor och som volontär på Stadsmissionen. IMs värdegrund är en perfekt matchning 

för mig. Jag vill bidra med mitt engagemang samt mina kompetenser, erfarenheter och nätverk 

från näringslivet för att stärka och utveckla IM. Det skulle kännas meningsfullt och jag hoppas ni 

vill ge mig det förtroendet.” 

Nina är 35 år, bor i Västerås och gillar att träna och vara ute i naturen – allra helst dyker hon med 

hajar. 

Omval 2 år 

Gabi Björsson, f 1955, Stockholm, invald som ledamot 2019 

Utbildad inom statsvetenskap, historia. Generalsekreterare för Afrikagrupperna mellan 2000 och 

2017. Har haft rollen som viceordförande i IMs styrelse under senaste året.   

Omval 2 år 

Eduardo Gran Villanueva-Contreras, f 1972, Lund, invald som suppleant 2015 

Fil. kand i sociologi. Rektor för Folkhögskolan Hvilan.  

Omval 2 år 

Aygül L. Kabaca, f 1980, Stockholm, invald som suppleant 2017   

Legitimerad lärare med Masters i Mänskliga rättigheter och Utvecklingssamarbete. 

Utbildningschef på Mångkulturellt centrum Sverige samt föreläsare inom mångfald & inkludering. 

 

Suppleanter 

Nyval 2 år 

Josefin Daleskog f 1979, Årsta 

Josefin har fil.kand. i socialantropologi och statsvetenskap och har sedan 2010 arbetat i olika 

roller på temat migration och integration. Hon arbetade på IM mellan 2010-2015 som chef för 
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Stockholmskontoret, och är idag regional strateg när det gäller flyktingmottagande i Stockholms 

läns norra kommuner. 

Josefin har arbetslivserfarenhet från statlig, kommunal och idéburen sektor och ett stort 

engagemang för de frågor IM jobbar med internationellt. Joesing har fälterfarenheter från två av 

de regioner där IM verkar; Indien som IM-volontär 2004, och Palestina som ekumenisk 

följeslagare inom följeslagarprogrammet EAPPI 2019-2020. Hon har ett långt engagemang inom 

IM bakom sig; som anställd, som volontär i Sverige och utomlands och som ledamot i IM 

Stockholms lokalförening samt IMs valberedning. 

Josefin vill bidra till styrelsens arbete med sin erfarenhet av IM som rörelse, sitt stora engagemang 

för och kunskap om integration, inkludering och delaktighet som IM arbetar med i Sverige.  

Josefin ser också fram emot att bidra med sitt engagemang för de frågor IM arbetar med 

internationellt och sitt intresse för kommunikation civilsamhällets förutsättningar.  

 

Befintliga ledamöter i styrelsen 

Ordinarie ledamöter 

Reza Javid, F 1986, Skövde, invald 2018 

Helene von Wachenfelt, f 1971, Höör, invald 2020 

Christer Sjölund, f 1952, Linköping, invald 2019 

 

Suppleanter 

Karin Andersson, f 1980, Malmö, invald 2018 

 

Inkallelseordning suppleanter: 

1. Karin Andersson, 2. Josefin Daleskog 3. Vakant 

 

Revisorer  

Förtroendevald revisor 

Omval 1 år  

Peter Tengelin, f 1946, Göteborg 

Peter har en civilingenjörsexamen från Chalmers Tekniska Högskola samt en eMBA från 

Handelshögskolan vid Göteborgs Universitet. Peter har ett starkt engagemang för IM och 

erfarenhet från förtroendeuppdrag på både lokal och nationell nivå.  
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Förtroendevald revisorssuppleant  

Omval 1 år  

Gunilla Axelsson, f1947, Linköping 

Gunilla har en lång arbetslivserfarenhet inom bank- och finans där hon har arbetat både inom 

bankväsende och som kreditchef inom näringslivet. Gunilla sitter i styrelsen i IMs lokalförening i 

Linköping.  

 

Auktoriserad revisor 

Omval 1 år 

Auktoriserad revisor,  

KPMG AB 

Revisionsbyrå med stor erfarenhet och vana av idéburna sektorn och att vara revisorer åt 

organisationer likt IM.  

 

Auktoriserad revisorssuppleant 

Omval 1 år 

Peter Cederblad, KPMG 

Peter har stor erfarenhet av revision av organisationer inom den ideella sektorn och är idag 

revisor i organisationer knutna till Svensk Insamlingskontroll.  

 

För mer information om kandidaterna, kontakta valberedningen på 

valberedningen@manniskohjalp.se. För information om den sittande styrelsen, se IMs hemsida, 

www.imsweden.org  
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Uppföljning av årsmötesbeslut IM 2020 (på årsmötet 2021) 

§ 16 Motion 2020:1: Obligatoriskt medlemskap för volontärer  

IMs styrelse yrkade 

att 1 fram till och vid nästa årsmöte ge utrymme för diskussion kring obligatoriskt medlemskap 

att 2 vid samma årsmöte fatta beslut om obligatoriskt medlemskap, enligt bilaga 1. 

Årsmötet beslutade att bifalla att 1 och 2 

 

Uppföljning: Samtal genomförda med lokalföreningar. Proposition framtagen till Årsmötet 2021.  

 

§ 17 Motion 2020:2: Överenskommelse för volontärer inom IM  

IMs styrelse yrkade 

att 1 bifalla motionen att en överenskommelse ska skrivas under av alla volontärer  

att 2 styrelsen inför implementeringen får i uppdrag att se över lagutrymmet, exakt utformning av 

överenskommelse samt rutiner för lagring av dokumenten enligt GDPR. Styrelsen återrapporterar vid det 

nationella årsmötet 2021, enligt bilaga 1 och 4.  

Årsmötet beslutade att bifalla att 1 och 2  

 

Uppföljning: Formulär för överenskommelse har tagits fram under året och varit på remiss till 

lokalföreningar. Uppdaterat överenskommelseformulär finns nu på IMs hemsida och länk till denna samt 

riktlinjer för hur det är tänkt användas är utskickat till lokalföreningar.  

 

§ 18 Motion 2020:3: Förbättrad extern kommunikation  

IMs styrelse yrkade 

att 1 det utformas gemensamma riktlinjer för lokalföreningarnas kommunikation  

att 2 IM nationellt tar ansvar i att stötta lokalföreningarnas kommunikationsarbete, genom gemensamt 

kommunikationsmaterial så som mallar och manualer  

att 3 med styrelsens svar anse motionens tredje attsats besvarad, enligt bilaga 1. 

IM Göteborgs lokalförening yrkade 

att 4 IM ser över sitt nuvarande sätt att kommunicera sitt utvecklingssamarbete och integrationsarbete  

Årsmötet beslutade att bifalla att 1, 2 och 3 samt att avslå att 4  

 

Uppföljning: Riktlinjer har tagits fram och skickats ut till lokalföreningarna. IM har gett lokalföreningarna 

tillgång till kommunikationsportal där det finns stöd i form av mallar och instruktioner.  

 

§ 19 Motion 2020:4: Leva som vi lär – hållbarhet inom IM  

IMs styrelse yrkade 

att 1 motionen avslås  

att 2 IM utarbetar en övergripande policy för hållbar utveckling som gäller hela organisationen  

att 3 det tas fram hållbarhetsriktlinjer för medlemsrörelsen  

att 4 delegera till IMs nationella styrelse att tillsätta en grupp med representanter för lokalföreningarna att 

under 2020 ta fram dessa riktlinjer enligt bilaga 1 och 5.  

Årsmötet beslutade att bifalla att 1, 2, 3 och 4  

 

Uppföljning: IM har tagit fram gemensamt ramverk för hela organisationen kring hållbar utveckling, 

detta togs av styrelsen i december 2020. En grupp med representanter för lokalföreningarna har tagit fram 

hållbarhetsriktlinjer för medlemsrörelsen. Dessa togs av styrelsen i mars 2021.  
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§ 20 Motion 2020:5: Unga skötsamma ensamkommande som rotat sig i Sverige bör få stanna  

IMs styrelse yrkade 

att 1 avslå motionen  

att 2 IM ska arbeta för att stoppa utvisningarna av ensamkommande ungdomar  

att 3 IM ska vara en tydligare röst för människors rätt till asyl, enligt bilaga 1.  

Helmi Jönestam, IM Linköping yrkade 

att 4 IM på ett konkret och konstruktivt sätt arbetar för att de cirka 7 800 utlandsfödda ungdomar som 

omfattas av gymnasielagen får permanent uppehållstillstånd i Sverige. 

Årsmötet beslutade att bifalla att 1, 2, 3 och 4 

 
Uppföljning: Vi har liksom i annat förändringsarbete jobbat på tre olika nivåer, individnivå, 

organisationsnivå och institutionsnivå.  

 

Vi har direkt i vårt eget arbete genom RådRum stöttat ungdomar med information om den nya 

gymnasielagen och den situation de befinner sig i.  

 

IM har utöver det egna direkta arbetet prioriterat samverkan med andra organisationer för att arbeta i linje 

med årsmötets beslut.  

• Under året har IM blivit samarbetspart till https://arbetskraftsformedlingen.se/ och är 

tillsammans med dem med och driver kampanjen Redo för att få ensamkommande i arbete 

https://redo.arbetskraftsformedlingen.se/. I detta samarbete har IM också tagit fram ett 

engagemangserbjudande för lokalföreningarna.  

• IM har under 2020 samverkat med Forum Idéburna organisationer med social inriktning 

https://www.socialforum.se/ för att samordna civilsamhällets arbetet i frågan.  

• IM har tillsammans med Samråd Skåne anordnat en utbildning i migrationsrätt för människor 

som kommer i kontakt med ensamkommande.  

• IM var med i en digital kväll för humanitet med syfte att stärka och samordna civilsamhället i 

arbetet med ensamkommande.  

• IM har under 2020 ansökt om medlemskap i Asylrättscentrum https://sweref.org/och har 

medlemskap sedan 1 januari 2021. Tillsammans med Asylrättscentrum har IM varit med i samtal 

inför remissvar angående förslaget om Kompletterande regler för uppehållstillstånd vid 

gymnasiestudier (Ju2021/00574).  

 

Slutligen har vi varit med i debatten i frågan:  

• Vi har haft en debattartikel på temat: ”Coronakrisen gör det nödvändigt att ge de 

ensamkommande amnesti” tillsammans med Kvinna till Kvinna, FARR och RFSL Ungdom i 

Göteborgsposten i april 2020. 

• Vi har också i juni publicerat en debattext på IMs hemsida med ingressen: "Att få asyl är inte en 

mänsklig rättighet. Men att få lov att söka är det." 

• Vi har haft en egen debattartikel på temat "Gymnasielagen var en riktigt dålig lag – stå nu upp för 

anständigheten" i Altinget i november 2020.  
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Deltagarförteckning – IMs nationella årsmöte 24-25 april 2021   
 
Ombud 

IM Stockholm 

Marije Raedts  

Ludwig Hedlund 

Alaa Altayeb 

IM Örebro 

Margareta Bratt  

Lisbeth Boberg 

IM Malmö 

Diana Panah 

Ingrid Schaar 

Rebecka Stewart 

IM Göteborg  

Elin Gunnarsson   

Samir Kadic 

Madeleine Skoglösa 

Maria Schoeffler 

Nina Wallgren 

IM Falkenberg 

Hans-Anders Andersson 

Roger Karlsson 

IM Nyköping 

Viktoria Aspenberg  

IM Umeå 

Elin Åberg 

Susanne Börjegren 

Darcia De Man 

IM Lund  

Titti Strömerstén 

Anna Steffen 

Inga-Lill Persson 

Agneta Gardner-Naraghi 

Birgit Segner 

IM Växjö 

Katarina Wesche Söderberg  

Birgitta Peters-Danielsson 

IM Linköping 

Ulla Kippel 

Gunilla Axelsson 

Inger Persson 

IM Jönköping 

Ami Morheden 

Solveig Lönnervall 

Inger Knutsson 

 

Nationella styrelsen  

Lave Beck-Friis  

Aygül Kabaca  

Mimmi Alladin  

Karin Andersson  

Gabi Björsson 

Anna Vikström 

Helene von Wachenfelt 

Pär Ivarsson  

Christer Sjölund 

Reza Javid  

 

Övriga  

Anne Annfält 

Harry Eriksson 

Iris Råsbrant 

Jennie Honkanen 

Camilla Lundberg 

Günther Liebisch 

Rebecka Bodemar 

Per Olov Ljung 

Märta Fredriksson 

Görel Råsmark 

Eva Ivarsson 

Eva-Cajsa Hessey 

Birgitte Thaning 

Örjan Ekman 

Sara Haraldsson  

Peter Tengelin  

Peter Cederblad 

Birthe Müller 

John Tumpane 

Anders Kompass 

Nina Åxman 

Josefin Daleskog 

Anders Berg 

Zuraiya Boularbah 

Ann Bülow 

Ronja Bäckström 

Sophia Djane 

Malin Ekelund 

Peter Joelsson 

Anna Liffner 

Martin Nihlgård  

Andrea Nyberg 

Ola Richardsson 

Anna-Lena Serrano 

Johan Svensson 

Hanna Ekblad  

Thomas Ericsson 

Anton Eriksson  

Simon Marke Gran 

Anna Ljunggren  

 

Transaktion 09222115557446282452 Signerat AL, SH, MB, BP



Dokument

Årsmötesprotokoll IM 2021
Huvuddokument
62 sidor
Startades 2021-05-04 15:47:38 CEST (+0200) av Ann 
Bülow (AB)
Färdigställt 2021-05-05 08:34:13 CEST (+0200)

Initierare

Ann Bülow (AB)
Individuell Människohjälp
ann.bulow@imsweden.org
+46732329950

Signerande parter

Anna Ljunggren (AL)
anna.ljunggren@imsweden.org

Namnet som returnerades från svenskt BankID var 
"Anna Ljunggren"
Signerade 2021-05-05 08:34:13 CEST (+0200)

Sara Haraldsson (SH)
sara.haraldsson@fairtrade.se

Namnet som returnerades från svenskt BankID var "Sara 
Linnéa Claudina Haraldsson Lindh"
Signerade 2021-05-04 17:15:50 CEST (+0200)

Margareta Bratt (MB)
amargaretabratt@gmail.com

Namnet som returnerades från svenskt BankID var 
"Anna Margareta Bratt"
Signerade 2021-05-04 16:33:39 CEST (+0200)

Birgitta Peters-Danielsson (BP)
birgitta.pd@gmail.com

Namnet som returnerades från svenskt BankID var 
"BIRGITTA PETERS DANIELSSON"
Signerade 2021-05-04 18:00:45 CEST (+0200)

Verifikat
Transaktion 09222115557446282452

1/2



Detta verifikat är utfärdat av Scrive. Information i kursiv stil är säkert verifierad av Scrive. Se de dolda 
bilagorna för mer information/bevis om detta dokument. Använd en PDF-läsare som t ex Adobe Reader 
som kan visa dolda bilagor för att se bilagorna. Observera att om dokumentet skrivs ut kan inte 
integriteten i papperskopian bevisas enligt nedan och att en vanlig papperutskrift saknar innehållet i de 
dolda bilagorna. Den digitala signaturen (elektroniska förseglingen) säkerställer att integriteten av detta 
dokument, inklusive de dolda bilagorna, kan bevisas matematiskt och oberoende av Scrive. För er 
bekvämlighet tillhandahåller Scrive även en tjänst för att kontrollera dokumentets integritet automatiskt 
på: https://scrive.com/verify

Verifikat
Transaktion 09222115557446282452

2/2



Evidence quality of Scrive e-signed documents

Latest updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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5.11 Review Attachments

5.12 Review evidence attachments

6. Follow the workflow (Party)

6.1 Overview of Workflow Execution

6.2 Accessing the Sign View

6.2.1 Invitation message

6.2.2 List of Initiated Workflows

6.3 Authenticate to view

6.3.1 Authentication to view

6.4 Reviewing the Sign Material

6.4.1 Contact information

6.4.2 Branded header

6.4.3 Other branded Sign View components

6.4.4 Signing header

6.4.5 Review instruction

6.4.6 Mandatory/optional explanation

6.4.7 Download PDF

6.4.8 Document display

6.4.9 Guiding arrow

6.4.10 Text fields

6.4.11 Checkboxes

6.4.12 Radio buttons

6.4.13 Signature box

6.4.14 About you section

6.4.15 Attachments section

6.4.16 Requested attachments section

6.4.17 Signatories section

6.4.18 Reject or sign section

6.5 Rejecting to sign the Sign Material

6.5.1 Reject button

6.5.2 Rejection section

6.5.3 Rejection confirmation page

6.6 Signing the Sign Material

6.6.1 Signature Drawing Modal

6.6.2 PIN by SMS authentication and Signature Confirmation Section

6.6.3 Swedish BankID authentication and Signature Confirmation Section

6.6.4 Signature Confirmation Section

6.7 Receiving the confirmation after signing

6.7.1 Signature Registration Section

6.7.2 Signature confirmation page

6.7.3 Signature confirmation message

7. Evidence collection

7.1 Collecting missing Sign Material

7.2 Producing the Transaction Logs

7.2.1 Recording Signatories’ activities in Scrive eSign

7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2021-05-04 13:47:38.167198 UTC ±7 ms

    		2021-05-04 13:10:55.654885 UTC

    		

      62.20.109.90

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.93 Safari/537.36

      

    

    		

      

        The initiator Ann Bülow (AB) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2021-08-02 21:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.

      


    

  



  

  

    		2021-05-04 13:47:38.167198 UTC ±7 ms

    		2021-05-04 13:10:55.654885 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anna.ljunggren@imsweden.org) to Anna Ljunggren (AL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-05-04 13:47:38.167198 UTC ±7 ms

    		2021-05-04 13:10:55.654885 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (sara.haraldsson@fairtrade.se) to Sara Haraldsson (SH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-05-04 13:47:38.167198 UTC ±7 ms

    		2021-05-04 13:10:55.654885 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (amargaretabratt@gmail.com) to Margareta Bratt (MB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-05-04 13:47:38.167198 UTC ±7 ms

    		2021-05-04 13:10:55.654885 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (birgitta.pd@gmail.com) to Birgitta Peters-Danielsson (BP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-05-04 13:48:04.920849 UTC ±7 ms

    		2021-05-04 13:10:55.654885 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anna Ljunggren (AL) was delivered.

      


    

  



  

  

    		2021-05-04 13:48:04.955103 UTC ±7 ms

    		2021-05-04 13:10:55.654885 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sara Haraldsson (SH) was delivered.

      


    

  



  

  

    		2021-05-04 13:48:05.011293 UTC ±7 ms

    		2021-05-04 13:10:55.654885 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Birgitta Peters-Danielsson (BP) was delivered.

      


    

  



  

  

    		2021-05-04 13:48:09.498171 UTC ±7 ms

    		2021-05-04 13:10:55.654885 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to amargaretabratt@gmail.com was opened.

      


    

  



  

  

    		2021-05-04 13:48:09.522151 UTC ±7 ms

    		2021-05-04 13:10:55.654885 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Margareta Bratt (MB) was delivered.

      


    

  



  

  

    		2021-05-04 13:49:06.946492 UTC ±7 ms

    		2021-05-04 13:10:55.654885 UTC

    		

      83.253.68.130

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/76.0.3809.123 Mobile/15E148 Safari/605.1

      

    

    		

      

        The party Margareta Bratt (MB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-05-04 14:32:23.074764 UTC ±13 ms

    		2021-05-04 14:10:57.325737 UTC

    		

      83.253.68.130

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/76.0.3809.123 Mobile/15E148 Safari/605.1

      

    

    		

      

        The party Margareta Bratt (MB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-05-04 14:32:23.095223 UTC ±13 ms

    		2021-05-04 14:10:57.325737 UTC

    		

      83.253.68.130

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/76.0.3809.123 Mobile/15E148 Safari/605.1

      

    

    		

      

        The party Margareta Bratt (MB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-05-04 14:32:27.376444 UTC ±13 ms

    		2021-05-04 14:10:57.325737 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to amargaretabratt@gmail.com was opened.

      


    

  



  

  

    		2021-05-04 14:33:19.318734 UTC ±14 ms

    		2021-05-04 14:10:57.325737 UTC

    		

      83.253.68.130

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/76.0.3809.123 Mobile/15E148 Safari/605.1

      

    

    		

      

        The signatory Margareta Bratt (MB) changed the text in the text field “ID number” from 

  *Redacted by author*

 to 

  *Redacted by author*

.

      


    

  



  

  

    		2021-05-04 14:33:39.327841 UTC ±14 ms

    		2021-05-04 14:10:57.325737 UTC

    		

      83.253.68.130

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/76.0.3809.123 Mobile/15E148 Safari/605.1

      

    

    		

      

        The document was signed by Margareta Bratt (MB) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsmötesprotokoll IM 2021" med transaktionsnummer 9222115557446282452.










Data returned from 

  CGI

:

  
Name: Anna Margareta Bratt

  
ID number: 

  *Redacted by author*



  
IP: 83.253.68.130


























Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-05-04 15:13:34.944452 UTC ±2 ms

    		2021-05-04 15:10:59.081685 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to birgitta.pd@gmail.com was opened.

      


    

  



  

  

    		2021-05-04 15:15:19.287724 UTC ±3 ms

    		2021-05-04 15:10:59.081685 UTC

    		

      185.169.74.49

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.93 Safari/537.36

      

    

    		

      

        The party Sara Haraldsson (SH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-05-04 15:15:43.54039 UTC ±3 ms

    		2021-05-04 15:10:59.081685 UTC

    		

      185.169.74.49

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.93 Safari/537.36

      

    

    		

      

        The signatory Sara Haraldsson (SH) changed the text in the text field “ID number” from 

  *Redacted by author*

 to 

  *Redacted by author*

.

      


    

  



  

  

    		2021-05-04 15:15:50.604038 UTC ±3 ms

    		2021-05-04 15:10:59.081685 UTC

    		

      185.169.74.49

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.93 Safari/537.36

      

    

    		

      

        The document was signed by Sara Haraldsson (SH) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsmötesprotokoll IM 2021" med transaktionsnummer 9222115557446282452.










Data returned from 

  CGI

:

  
Name: Sara Linnéa Claudina Haraldsson Lindh

  
ID number: 

  *Redacted by author*



  
IP: 62.63.246.150


























Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-05-04 15:51:54.518963 UTC ±19 ms

    		2021-05-04 15:10:59.081685 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to birgitta.pd@gmail.com was opened.

      


    

  



  

  

    		2021-05-04 15:52:25.414711 UTC ±19 ms

    		2021-05-04 15:10:59.081685 UTC

    		

      90.230.207.143

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.93 Safari/537.36

      

    

    		

      

        The party Birgitta Peters-Danielsson (BP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-05-04 15:54:37.445087 UTC ±20 ms

    		2021-05-04 15:10:59.081685 UTC

    		

      90.230.207.143

      

        Mozilla/5.0 (Linux; Android 11; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.91 Mobile Safari/537.36

      

    

    		

      

        The party Birgitta Peters-Danielsson (BP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-05-04 16:00:33.271855 UTC ±23 ms

    		2021-05-04 15:10:59.081685 UTC

    		

      90.230.207.143

      

        Mozilla/5.0 (Linux; Android 11; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.91 Mobile Safari/537.36

      

    

    		

      

        The signatory Birgitta Peters-Danielsson (BP) changed the text in the text field “ID number” from 

  *Redacted by author*

 to 

  *Redacted by author*

.

      


    

  



  

  

    		2021-05-04 16:00:45.155488 UTC ±23 ms

    		2021-05-04 15:10:59.081685 UTC

    		

      90.230.207.143

      

        Mozilla/5.0 (Linux; Android 11; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.91 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Birgitta Peters-Danielsson (BP) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsmötesprotokoll IM 2021" med transaktionsnummer 9222115557446282452.










Data returned from 

  CGI

:

  
Name: BIRGITTA PETERS DANIELSSON

  
ID number: 

  *Redacted by author*



  
IP: 90.230.207.143


























Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-05-04 16:03:08.931117 UTC ±24 ms

    		2021-05-04 15:10:59.081685 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to birgitta.pd@gmail.com was opened.

      


    

  



  

  

    		2021-05-04 17:00:56.962449 UTC ±30 ms

    		2021-05-04 16:11:01.769047 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to amargaretabratt@gmail.com was opened.

      


    

  



  

  

    		2021-05-04 17:41:31.487414 UTC ±5 ms

    		2021-05-04 17:11:03.557049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to birgitta.pd@gmail.com was opened.

      


    

  



  

  

    		2021-05-04 19:51:11.506398 UTC ±18 ms

    		2021-05-04 19:11:08.703284 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to birgitta.pd@gmail.com was opened.

      


    

  



  

  

    		2021-05-05 06:32:47.587679 UTC ±3 ms

    		2021-05-05 06:11:33.895187 UTC

    		

      158.174.46.181

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.93 Safari/537.36

      

    

    		

      

        The party Anna Ljunggren (AL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-05-05 06:33:54.780384 UTC ±3 ms

    		2021-05-05 06:11:33.895187 UTC

    		

      158.174.46.181

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.93 Safari/537.36

      

    

    		

      

        The signatory Anna Ljunggren (AL) changed the text in the text field “ID number” from 

  *Redacted by author*

 to 

  *Redacted by author*

.

      


    

  



  

  

    		2021-05-05 06:34:13.079653 UTC ±3 ms

    		2021-05-05 06:11:33.895187 UTC

    		

      158.174.46.181

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.93 Safari/537.36

      

    

    		

      

        The document was signed by Anna Ljunggren (AL) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsmötesprotokoll IM 2021" med transaktionsnummer 9222115557446282452.










Data returned from 

  CGI

:

  
Name: Anna Ljunggren

  
ID number: 

  *Redacted by author*



  
IP: 158.174.46.181


























Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-05-05 06:34:13.079653 UTC ±3 ms

    		2021-05-05 06:11:33.895187 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)
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		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.63 ms

		standard deviation: 1.58 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈85.766%

		|e| < 5 ms: ≈99.695%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2021-03-23 03:52:34.40639 UTC and 2021-05-05 06:11:33.895187 UTC:







  		Time collected

  		Clock offset







  

    		2021-03-23 03:52:34.40639

    		0.4 ms

  





  

    		2021-03-23 04:52:37.460067

    		2.9 ms

  





  

    		2021-03-23 05:52:39.937536

    		-0.2 ms

  





  

    		2021-03-23 06:52:43.667741

    		0.3 ms

  





  

    		2021-03-23 07:52:47.378072

    		-0.7 ms

  





  

    		2021-03-23 08:52:50.515229

    		2.7 ms

  





  

    		2021-03-23 09:52:52.326408

    		2.4 ms

  





  

    		2021-03-23 10:52:54.840673

    		-0.6 ms

  





  

    		2021-03-23 11:52:56.586204

    		1.1 ms

  





  

    		2021-03-23 12:53:02.188759

    		0.4 ms

  





  

    		2021-03-23 13:53:05.147589

    		0.9 ms

  





  

    		2021-03-23 14:53:07.120141

    		0.3 ms

  





  

    		2021-03-23 15:53:08.798361

    		4.0 ms

  





  

    		2021-03-23 16:53:11.000181

    		1.8 ms

  





  

    		2021-03-23 17:53:14.001551

    		0.5 ms

  





  

    		2021-03-23 18:53:15.656872

    		1.0 ms

  





  

    		2021-03-23 19:53:17.940754

    		1.5 ms

  





  

    		2021-03-23 20:53:19.865893

    		-1.6 ms

  





  

    		2021-03-23 21:53:22.362452

    		1.9 ms

  





  

    		2021-03-23 22:53:24.017802

    		-0.1 ms

  





  

    		2021-03-23 23:53:26.552921

    		0.9 ms

  





  

    		2021-03-24 00:53:28.544551

    		2.1 ms

  





  

    		2021-03-24 01:53:30.378723

    		1.6 ms

  





  

    		2021-03-24 02:53:32.198202

    		1.1 ms

  





  

    		2021-03-24 03:53:34.434912

    		3.6 ms

  





  

    		2021-03-24 04:53:36.990935

    		1.0 ms

  





  

    		2021-03-24 05:53:39.626387

    		1.6 ms

  





  

    		2021-03-24 06:53:41.88414

    		1.3 ms

  





  

    		2021-03-24 07:53:44.837666

    		4.5 ms

  





  

    		2021-03-24 08:53:47.107552

    		0.0 ms

  





  

    		2021-03-24 09:53:49.595476

    		-0.5 ms

  





  

    		2021-03-24 10:53:51.38712

    		-0.8 ms

  





  

    		2021-03-24 11:53:53.951991

    		-1.0 ms

  





  

    		2021-03-24 12:53:57.610278

    		-1.6 ms

  





  

    		2021-03-24 13:54:00.374456

    		-1.9 ms

  





  

    		2021-03-24 14:54:02.351229

    		0.2 ms

  





  

    		2021-03-24 15:54:04.075289

    		2.4 ms

  





  

    		2021-03-24 16:54:05.980472

    		1.5 ms

  





  

    		2021-03-24 17:54:09.153151

    		3.6 ms

  





  

    		2021-03-24 18:54:10.846449

    		-0.4 ms

  





  

    		2021-03-24 19:54:12.62127

    		1.1 ms

  





  

    		2021-03-24 20:54:14.82157

    		1.9 ms

  





  

    		2021-03-24 21:54:16.882511

    		1.7 ms

  





  

    		2021-03-24 22:54:18.515498

    		2.2 ms

  





  

    		2021-03-24 23:54:20.35385

    		2.6 ms

  





  

    		2021-03-25 00:54:23.14993

    		-0.1 ms

  





  

    		2021-03-25 01:54:25.478104

    		2.1 ms

  





  

    		2021-03-25 02:54:28.038268

    		-0.5 ms

  





  

    		2021-03-25 03:54:29.523124

    		3.1 ms

  





  

    		2021-03-25 04:54:31.330295

    		2.4 ms

  





  

    		2021-03-25 05:54:33.976024

    		-0.1 ms

  





  

    		2021-03-25 06:54:36.300316

    		3.1 ms

  





  

    		2021-03-25 07:54:38.450738

    		2.1 ms

  





  

    		2021-03-25 08:54:40.984587

    		2.9 ms

  





  

    		2021-03-25 09:54:43.068001

    		-0.2 ms

  





  

    		2021-03-25 10:54:46.72064

    		2.7 ms

  





  

    		2021-03-25 11:54:49.181885

    		-0.7 ms

  





  

    		2021-03-25 12:54:50.838414

    		2.3 ms

  





  

    		2021-03-25 13:54:52.824493

    		-0.4 ms

  





  

    		2021-03-25 14:54:55.982263

    		0.5 ms

  





  

    		2021-03-25 15:54:58.039571

    		2.1 ms

  





  

    		2021-03-25 16:55:00.334482

    		-0.3 ms

  





  

    		2021-03-25 17:55:02.45373

    		0.0 ms

  





  

    		2021-03-25 18:55:04.339239

    		0.2 ms

  





  

    		2021-03-25 19:55:06.550014

    		-1.1 ms

  





  

    		2021-03-25 20:55:08.23967

    		1.5 ms

  





  

    		2021-03-25 21:55:10.770649

    		0.7 ms

  





  

    		2021-03-25 22:55:12.314477

    		2.0 ms

  





  

    		2021-03-25 23:55:15.428251

    		-0.6 ms

  





  

    		2021-03-26 00:55:16.875532

    		-0.3 ms

  





  

    		2021-03-26 01:55:18.839917

    		-0.4 ms

  





  

    		2021-03-26 02:55:21.667864

    		-1.0 ms

  





  

    		2021-03-26 03:55:23.496071

    		0.0 ms

  





  

    		2021-03-26 04:55:25.43996

    		-2.5 ms

  





  

    		2021-03-26 05:55:27.831593

    		-0.7 ms

  





  

    		2021-03-26 06:55:29.97943

    		0.3 ms

  





  

    		2021-03-26 07:55:31.876472

    		1.5 ms

  





  

    		2021-03-26 08:55:33.945923

    		2.3 ms

  





  

    		2021-03-26 09:55:35.963492

    		2.8 ms

  





  

    		2021-03-26 10:55:37.856956

    		0.5 ms

  





  

    		2021-03-26 11:55:40.320635

    		0.3 ms

  





  

    		2021-03-26 12:55:44.013873

    		-0.2 ms

  





  

    		2021-03-26 13:55:45.672527

    		0.0 ms

  





  

    		2021-03-26 14:55:48.419871

    		2.2 ms

  





  

    		2021-03-26 15:55:50.265566

    		0.3 ms

  





  

    		2021-03-26 16:55:53.124716

    		1.0 ms

  





  

    		2021-03-26 17:55:54.869232

    		1.0 ms

  





  

    		2021-03-26 18:55:58.072777

    		-0.7 ms

  





  

    		2021-03-26 19:56:00.035665

    		1.8 ms

  





  

    		2021-03-26 20:56:02.21398

    		1.6 ms

  





  

    		2021-03-26 21:56:05.226929

    		-0.3 ms

  





  

    		2021-03-26 22:56:07.0131

    		-1.3 ms

  





  

    		2021-03-26 23:56:08.701024

    		1.1 ms

  





  

    		2021-03-27 00:56:11.819141

    		-0.7 ms

  





  

    		2021-03-27 01:56:13.634555

    		0.9 ms

  





  

    		2021-03-27 02:56:15.464874

    		0.2 ms

  





  

    		2021-03-27 03:56:18.075267

    		2.5 ms

  





  

    		2021-03-27 04:56:21.602334

    		-1.2 ms

  





  

    		2021-03-27 05:56:23.200749

    		0.3 ms

  





  

    		2021-03-27 06:56:26.90904

    		1.3 ms

  





  

    		2021-03-27 07:56:29.105059

    		2.8 ms

  





  

    		2021-03-27 08:56:31.205443

    		3.0 ms

  





  

    		2021-03-27 09:56:33.552683

    		-0.1 ms

  





  

    		2021-03-27 10:56:35.447349

    		0.0 ms

  





  

    		2021-03-27 11:56:36.950539

    		-3.5 ms

  





  

    		2021-03-27 12:56:38.910387

    		-2.6 ms

  





  

    		2021-03-27 13:56:42.343211

    		2.6 ms

  





  

    		2021-03-27 14:56:43.760923

    		2.3 ms

  





  

    		2021-03-27 15:56:45.769104

    		-0.4 ms

  





  

    		2021-03-27 16:56:47.668207

    		-0.6 ms

  





  

    		2021-03-27 17:56:50.186694

    		-0.1 ms

  





  

    		2021-03-27 18:56:53.5182

    		2.1 ms

  





  

    		2021-03-27 19:56:56.910109

    		0.2 ms

  





  

    		2021-03-27 20:56:59.768762

    		0.6 ms

  





  

    		2021-03-27 21:57:02.178313

    		-0.8 ms

  





  

    		2021-03-27 22:57:05.203083

    		0.0 ms

  





  

    		2021-03-27 23:57:08.016454

    		-0.5 ms

  





  

    		2021-03-28 00:57:10.386295

    		2.2 ms

  





  

    		2021-03-28 01:57:12.017053

    		0.0 ms

  





  

    		2021-03-28 02:57:13.38267

    		3.1 ms

  





  

    		2021-03-28 03:57:15.273996

    		2.4 ms

  





  

    		2021-03-28 04:57:16.92322

    		3.1 ms

  





  

    		2021-03-28 05:57:19.609402

    		-0.1 ms

  





  

    		2021-03-28 06:57:21.541545

    		-0.6 ms

  





  

    		2021-03-28 07:57:22.969544

    		1.9 ms

  





  

    		2021-03-28 08:57:25.180943

    		-0.5 ms

  





  

    		2021-03-28 09:57:26.960392

    		1.0 ms

  





  

    		2021-03-28 10:57:29.097249

    		1.6 ms

  





  

    		2021-03-28 11:57:31.357766

    		0.1 ms

  





  

    		2021-03-28 12:57:33.638083

    		-2.1 ms

  





  

    		2021-03-28 13:57:35.68983

    		3.5 ms

  





  

    		2021-03-28 14:57:38.019301

    		3.8 ms

  





  

    		2021-03-28 15:57:40.41312

    		1.5 ms

  





  

    		2021-03-28 16:57:42.913278

    		2.4 ms

  





  

    		2021-03-28 17:57:44.873164

    		2.8 ms

  





  

    		2021-03-28 18:57:47.057746

    		1.4 ms

  





  

    		2021-03-28 19:57:49.006957

    		1.7 ms

  





  

    		2021-03-28 20:57:51.397953

    		2.2 ms

  





  

    		2021-03-28 21:57:52.949805

    		2.3 ms

  





  

    		2021-03-28 22:57:56.12642

    		0.0 ms

  





  

    		2021-03-28 23:57:57.704485

    		-0.7 ms

  





  

    		2021-03-29 00:58:00.819659

    		-0.6 ms

  





  

    		2021-03-29 01:58:02.797397

    		-0.4 ms

  





  

    		2021-03-29 02:58:06.405997

    		-0.8 ms

  





  

    		2021-03-29 03:58:09.708424

    		-0.8 ms

  





  

    		2021-03-29 04:58:11.189524

    		1.6 ms

  





  

    		2021-03-29 05:58:12.853824

    		0.5 ms

  





  

    		2021-03-29 06:58:14.421903

    		-0.5 ms

  





  

    		2021-03-29 07:58:17.390493

    		-0.5 ms

  





  

    		2021-03-29 08:58:19.97908

    		2.1 ms

  





  

    		2021-03-29 09:58:22.318272

    		0.8 ms

  





  

    		2021-03-29 10:58:25.022147

    		3.2 ms

  





  

    		2021-03-29 11:58:27.329752

    		2.1 ms

  





  

    		2021-03-29 12:58:29.883067

    		-0.6 ms

  





  

    		2021-03-29 13:58:31.93591

    		-1.6 ms

  





  

    		2021-03-29 14:58:34.161887

    		-0.5 ms

  





  

    		2021-03-29 15:58:35.808196

    		-1.1 ms

  





  

    		2021-03-29 16:58:38.833319

    		1.2 ms

  





  

    		2021-03-29 17:58:40.73098

    		1.5 ms

  





  

    		2021-03-29 18:58:42.528889

    		2.9 ms

  





  

    		2021-03-29 19:58:44.407374

    		2.2 ms

  





  

    		2021-03-29 20:58:46.077128

    		0.4 ms

  





  

    		2021-03-29 21:58:49.544274

    		0.6 ms

  





  

    		2021-03-29 22:58:52.275139

    		-0.8 ms

  





  

    		2021-03-29 23:58:54.692915

    		0.4 ms

  





  

    		2021-03-30 00:58:56.93044

    		3.4 ms

  





  

    		2021-03-30 01:58:59.789145

    		1.2 ms

  





  

    		2021-03-30 02:59:01.81746

    		0.5 ms

  





  

    		2021-03-30 03:59:03.391066

    		-0.6 ms

  





  

    		2021-03-30 04:59:05.7578

    		-0.3 ms

  





  

    		2021-03-30 05:59:08.124366

    		-0.7 ms

  





  

    		2021-03-30 06:59:10.293503

    		-1.8 ms

  





  

    		2021-03-30 07:59:12.256668

    		1.6 ms

  





  

    		2021-03-30 08:59:14.658175

    		-0.8 ms

  





  

    		2021-03-30 09:59:17.202753

    		2.4 ms

  





  

    		2021-03-30 10:59:19.197934

    		5.3 ms

  





  

    		2021-03-30 11:59:22.920974

    		2.2 ms

  





  

    		2021-03-30 12:59:25.467828

    		1.3 ms

  





  

    		2021-03-30 13:59:29.406485

    		-0.6 ms

  





  

    		2021-03-30 14:59:31.812065

    		-1.4 ms

  





  

    		2021-03-30 15:59:33.983869

    		0.1 ms

  





  

    		2021-03-30 16:59:37.248457

    		0.7 ms

  





  

    		2021-03-30 17:59:39.980544

    		0.5 ms

  





  

    		2021-03-30 18:59:42.244755

    		1.8 ms

  





  

    		2021-03-30 19:59:43.767868

    		1.9 ms

  





  

    		2021-03-30 20:59:46.288454

    		0.8 ms

  





  

    		2021-03-30 21:59:48.759051

    		0.1 ms

  





  

    		2021-03-30 22:59:51.753421

    		-1.2 ms

  





  

    		2021-03-30 23:59:53.873618

    		-2.2 ms

  





  

    		2021-03-31 00:59:56.157232

    		-0.3 ms

  





  

    		2021-03-31 01:59:58.625538

    		2.8 ms

  





  

    		2021-03-31 03:00:00.796115

    		5.4 ms

  





  

    		2021-03-31 04:00:03.630569

    		6.3 ms

  





  

    		2021-03-31 05:00:05.699608

    		3.5 ms

  





  

    		2021-03-31 06:00:08.62306

    		-1.8 ms

  





  

    		2021-03-31 07:00:10.343023

    		-1.4 ms

  





  

    		2021-03-31 08:00:12.456603

    		0.1 ms

  





  

    		2021-03-31 09:00:14.08224

    		-0.7 ms

  





  

    		2021-03-31 10:00:15.935152

    		0.2 ms

  





  

    		2021-03-31 11:00:19.006409

    		-3.3 ms

  





  

    		2021-03-31 12:00:20.861723

    		0.7 ms

  





  

    		2021-03-31 13:00:22.701408

    		0.2 ms

  





  

    		2021-03-31 14:00:24.137768

    		1.3 ms

  





  

    		2021-03-31 15:00:25.918332

    		2.0 ms

  





  

    		2021-03-31 16:00:28.55916

    		0.3 ms

  





  

    		2021-03-31 17:00:31.836001

    		-0.1 ms

  





  

    		2021-03-31 18:00:34.534565

    		0.2 ms

  





  

    		2021-03-31 19:00:36.166283

    		0.7 ms

  





  

    		2021-03-31 20:00:37.818151

    		1.9 ms

  





  

    		2021-03-31 21:00:40.000332

    		-1.0 ms

  





  

    		2021-03-31 22:00:41.488517

    		-0.2 ms

  





  

    		2021-03-31 23:00:44.450063

    		-3.3 ms

  





  

    		2021-04-01 00:00:47.61669

    		-3.5 ms

  





  

    		2021-04-01 01:00:49.643129

    		-1.6 ms

  





  

    		2021-04-01 02:00:51.061369

    		2.6 ms

  





  

    		2021-04-01 03:00:52.819676

    		2.6 ms

  





  

    		2021-04-01 04:00:54.590613

    		2.3 ms

  





  

    		2021-04-01 05:00:56.67528

    		-0.6 ms

  





  

    		2021-04-01 06:00:59.640129

    		-0.3 ms

  





  

    		2021-04-01 07:01:02.251749

    		-1.2 ms

  





  

    		2021-04-01 08:01:03.808973

    		1.6 ms

  





  

    		2021-04-01 09:01:05.689379

    		1.5 ms

  





  

    		2021-04-01 10:01:08.959062

    		0.3 ms

  





  

    		2021-04-01 11:01:12.167998

    		-0.9 ms

  





  

    		2021-04-01 12:01:14.562166

    		0.7 ms

  





  

    		2021-04-01 13:01:16.472721

    		0.9 ms

  





  

    		2021-04-01 14:01:18.151686

    		0.8 ms

  





  

    		2021-04-01 15:01:21.631628

    		-1.4 ms

  





  

    		2021-04-01 16:01:24.290149

    		0.6 ms

  





  

    		2021-04-01 17:01:26.841158

    		-0.4 ms

  





  

    		2021-04-01 18:01:29.151146

    		0.9 ms

  





  

    		2021-04-01 19:01:30.717204

    		-0.7 ms

  





  

    		2021-04-01 20:01:32.921359

    		0.0 ms

  





  

    		2021-04-01 21:01:35.472352

    		2.0 ms

  





  

    		2021-04-01 22:01:37.634521

    		3.3 ms

  





  

    		2021-04-01 23:01:39.543872

    		0.6 ms

  





  

    		2021-04-02 00:01:41.516765

    		0.4 ms

  





  

    		2021-04-02 01:01:44.058583

    		-0.3 ms

  





  

    		2021-04-02 02:01:45.513263

    		2.0 ms

  





  

    		2021-04-02 03:01:47.462817

    		0.3 ms

  





  

    		2021-04-02 04:01:49.452306

    		0.7 ms

  





  

    		2021-04-02 05:01:51.633155

    		2.8 ms

  





  

    		2021-04-02 06:01:54.441871

    		0.8 ms

  





  

    		2021-04-02 07:01:56.67636

    		0.3 ms

  





  

    		2021-04-02 08:01:59.185022

    		1.4 ms

  





  

    		2021-04-02 09:02:02.071071

    		-0.9 ms

  





  

    		2021-04-02 10:02:03.728562

    		-0.3 ms

  





  

    		2021-04-02 11:02:05.225315

    		1.1 ms

  





  

    		2021-04-02 12:02:08.131512

    		2.1 ms

  





  

    		2021-04-02 13:02:10.461634

    		0.4 ms

  





  

    		2021-04-02 14:02:12.859994

    		4.2 ms

  





  

    		2021-04-02 15:02:15.937894

    		2.5 ms

  





  

    		2021-04-02 16:02:19.364109

    		2.0 ms

  





  

    		2021-04-02 17:02:22.644621

    		-0.5 ms

  





  

    		2021-04-02 18:02:25.011756

    		-0.2 ms

  





  

    		2021-04-02 19:02:28.064572

    		-0.7 ms

  





  

    		2021-04-02 20:02:30.173734

    		-0.1 ms

  





  

    		2021-04-02 21:02:32.485821

    		-0.2 ms

  





  

    		2021-04-02 22:02:35.056279

    		-2.4 ms

  





  

    		2021-04-02 23:02:38.010966

    		2.6 ms

  





  

    		2021-04-03 00:02:40.242215

    		-1.8 ms

  





  

    		2021-04-03 01:02:42.466202

    		-1.2 ms

  





  

    		2021-04-03 02:02:44.533998

    		1.2 ms

  





  

    		2021-04-03 03:02:46.694859

    		0.0 ms

  





  

    		2021-04-03 04:02:49.036759

    		-1.0 ms

  





  

    		2021-04-03 05:02:50.880937

    		0.2 ms

  





  

    		2021-04-03 06:02:52.445756

    		1.2 ms

  





  

    		2021-04-03 07:02:54.737984

    		2.6 ms

  





  

    		2021-04-03 08:02:56.497206

    		0.3 ms

  





  

    		2021-04-03 09:02:58.796286

    		0.4 ms

  





  

    		2021-04-03 10:03:01.768412

    		-1.8 ms

  





  

    		2021-04-03 11:03:04.437985

    		-0.4 ms

  





  

    		2021-04-03 12:03:06.166633

    		-0.2 ms

  





  

    		2021-04-03 13:03:08.144958

    		-0.2 ms

  





  

    		2021-04-03 14:03:10.192128

    		-1.0 ms

  





  

    		2021-04-03 15:03:12.433186

    		2.5 ms

  





  

    		2021-04-03 16:03:14.721594

    		2.7 ms

  





  

    		2021-04-03 17:03:17.30324

    		3.0 ms

  





  

    		2021-04-03 18:03:19.891231

    		-0.6 ms

  





  

    		2021-04-03 19:03:21.695289

    		-0.4 ms

  





  

    		2021-04-03 20:03:24.92345

    		0.2 ms

  





  

    		2021-04-03 21:03:28.296073

    		1.8 ms

  





  

    		2021-04-03 22:03:30.382357

    		0.2 ms

  





  

    		2021-04-03 23:03:32.556667

    		-1.4 ms

  





  

    		2021-04-04 00:03:34.918625

    		-1.0 ms

  





  

    		2021-04-04 01:03:38.173408

    		-1.1 ms

  





  

    		2021-04-04 02:03:40.871287

    		-0.2 ms

  





  

    		2021-04-04 03:03:42.829529

    		0.9 ms

  





  

    		2021-04-04 04:03:45.502924

    		-1.2 ms

  





  

    		2021-04-04 05:03:47.479673

    		-1.8 ms

  





  

    		2021-04-04 06:03:49.360576

    		0.5 ms

  





  

    		2021-04-04 07:03:51.400174

    		2.2 ms

  





  

    		2021-04-04 08:03:53.237006

    		-0.3 ms

  





  

    		2021-04-04 09:03:54.95

    		0.3 ms

  





  

    		2021-04-04 10:03:58.006133

    		2.5 ms

  





  

    		2021-04-04 11:04:00.491158

    		0.8 ms

  





  

    		2021-04-04 12:04:02.584462

    		0.1 ms

  





  

    		2021-04-04 13:04:05.202048

    		1.6 ms

  





  

    		2021-04-04 14:04:06.873164

    		0.3 ms

  





  

    		2021-04-04 15:04:09.816905

    		-0.4 ms

  





  

    		2021-04-04 16:04:11.328366

    		0.0 ms

  





  

    		2021-04-04 17:04:13.513025

    		-0.2 ms

  





  

    		2021-04-04 18:04:16.504224

    		1.4 ms

  





  

    		2021-04-04 19:04:18.1945

    		-1.1 ms

  





  

    		2021-04-04 20:04:19.806908

    		-0.6 ms

  





  

    		2021-04-04 21:04:22.642313

    		0.1 ms

  





  

    		2021-04-04 22:04:24.376455

    		-0.7 ms

  





  

    		2021-04-04 23:04:26.514735

    		1.9 ms

  





  

    		2021-04-05 00:04:28.413893

    		1.6 ms

  





  

    		2021-04-05 01:04:30.771303

    		0.2 ms

  





  

    		2021-04-05 02:04:32.647437

    		2.6 ms

  





  

    		2021-04-05 03:04:34.757908

    		-1.2 ms

  





  

    		2021-04-05 04:04:36.669285

    		0.8 ms

  





  

    		2021-04-05 05:04:38.869657

    		-1.1 ms

  





  

    		2021-04-05 06:04:41.269163

    		1.1 ms

  





  

    		2021-04-05 07:04:43.221979

    		-0.2 ms

  





  

    		2021-04-05 08:04:46.59197

    		5.4 ms

  





  

    		2021-04-05 09:04:48.248409

    		-0.2 ms

  





  

    		2021-04-05 10:04:49.799103

    		0.4 ms

  





  

    		2021-04-05 11:04:51.783017

    		0.9 ms

  





  

    		2021-04-05 12:04:54.571394

    		2.8 ms

  





  

    		2021-04-05 13:04:56.417838

    		2.1 ms

  





  

    		2021-04-05 14:04:58.297653

    		0.5 ms

  





  

    		2021-04-05 15:05:00.097351

    		-0.2 ms

  





  

    		2021-04-05 16:05:03.4363

    		1.2 ms

  





  

    		2021-04-05 17:05:05.644203

    		-1.4 ms

  





  

    		2021-04-05 18:05:16.68015

    		-1.0 ms

  





  

    		2021-04-05 19:05:18.281634

    		-1.0 ms

  





  

    		2021-04-05 20:05:19.730921

    		-0.3 ms

  





  

    		2021-04-05 21:05:21.694084

    		2.1 ms

  





  

    		2021-04-05 22:05:24.087631

    		0.7 ms

  





  

    		2021-04-05 23:05:26.189467

    		-0.9 ms

  





  

    		2021-04-06 00:05:29.217479

    		-2.4 ms

  





  

    		2021-04-06 01:05:30.784576

    		-0.7 ms

  





  

    		2021-04-06 02:05:32.688813

    		0.2 ms

  





  

    		2021-04-06 03:05:34.848121

    		2.7 ms

  





  

    		2021-04-06 04:05:36.399213

    		0.4 ms

  





  

    		2021-04-06 05:05:38.420633

    		3.9 ms

  





  

    		2021-04-06 06:05:40.860853

    		-0.2 ms

  





  

    		2021-04-06 07:05:43.34887

    		-0.2 ms

  





  

    		2021-04-06 08:05:45.360787

    		0.7 ms

  





  

    		2021-04-06 09:05:48.598956

    		1.1 ms

  





  

    		2021-04-06 10:05:51.492681

    		-0.2 ms

  





  

    		2021-04-06 11:05:54.708966

    		-0.1 ms

  





  

    		2021-04-06 12:05:57.539349

    		-0.8 ms

  





  

    		2021-04-06 13:05:59.551787

    		1.2 ms

  





  

    		2021-04-06 14:06:01.808755

    		-0.7 ms

  





  

    		2021-04-06 15:06:06.043013

    		1.0 ms

  





  

    		2021-04-06 16:06:08.59234

    		-0.2 ms

  





  

    		2021-04-06 17:06:10.313981

    		-3.5 ms

  





  

    		2021-04-06 18:06:12.075639

    		1.6 ms

  





  

    		2021-04-06 19:06:14.071289

    		0.5 ms

  





  

    		2021-04-06 20:06:15.786116

    		0.8 ms

  





  

    		2021-04-06 21:06:18.106318

    		1.7 ms

  





  

    		2021-04-06 22:06:19.751615

    		2.8 ms

  





  

    		2021-04-06 23:06:22.682218

    		4.1 ms

  





  

    		2021-04-07 00:06:25.958751

    		1.7 ms

  





  

    		2021-04-07 01:06:28.468502

    		3.6 ms

  





  

    		2021-04-07 02:06:30.705894

    		-0.1 ms

  





  

    		2021-04-07 03:06:33.228471

    		1.5 ms

  





  

    		2021-04-07 04:06:35.083443

    		-0.7 ms

  





  

    		2021-04-07 05:06:37.134707

    		0.1 ms

  





  

    		2021-04-07 06:06:39.089995

    		0.9 ms

  





  

    		2021-04-07 07:06:41.912697

    		0.8 ms

  





  

    		2021-04-07 08:06:44.769386

    		3.6 ms

  





  

    		2021-04-07 09:06:47.293006

    		-0.8 ms

  





  

    		2021-04-07 10:06:50.818841

    		-5.0 ms

  





  

    		2021-04-07 11:06:54.113167

    		-1.7 ms

  





  

    		2021-04-07 12:06:57.263426

    		0.3 ms

  





  

    		2021-04-07 13:06:59.742653

    		-1.3 ms

  





  

    		2021-04-07 14:07:01.444593

    		-0.3 ms

  





  

    		2021-04-07 15:07:04.36996

    		1.1 ms

  





  

    		2021-04-07 16:07:05.897007

    		-0.1 ms

  





  

    		2021-04-07 17:07:08.913318

    		2.3 ms

  





  

    		2021-04-07 18:07:10.88398

    		-0.7 ms

  





  

    		2021-04-07 19:07:12.991933

    		0.7 ms

  





  

    		2021-04-07 20:07:16.983898

    		2.0 ms

  





  

    		2021-04-07 21:07:18.503602

    		3.5 ms

  





  

    		2021-04-07 22:07:20.547629

    		2.5 ms

  





  

    		2021-04-07 23:07:22.643367

    		1.2 ms

  





  

    		2021-04-08 00:07:24.770957

    		2.5 ms

  





  

    		2021-04-08 01:07:26.488191

    		0.0 ms

  





  

    		2021-04-08 02:07:29.299931

    		-0.2 ms

  





  

    		2021-04-08 03:07:30.772012

    		2.8 ms

  





  

    		2021-04-08 04:07:33.405173

    		1.7 ms

  





  

    		2021-04-08 05:07:34.980251

    		0.8 ms

  





  

    		2021-04-08 06:07:38.277333

    		2.0 ms

  





  

    		2021-04-08 07:07:41.321274

    		0.0 ms

  





  

    		2021-04-08 08:07:45.137114

    		-0.8 ms

  





  

    		2021-04-08 09:07:47.160745

    		0.1 ms

  





  

    		2021-04-08 10:07:48.938679

    		0.1 ms

  





  

    		2021-04-08 11:07:52.103959

    		2.9 ms

  





  

    		2021-04-08 12:07:54.273925

    		-0.6 ms

  





  

    		2021-04-08 13:07:56.990557

    		0.6 ms

  





  

    		2021-04-08 14:07:59.952341

    		-0.2 ms

  





  

    		2021-04-08 15:08:01.958948

    		1.7 ms

  





  

    		2021-04-08 16:08:03.602163

    		-0.9 ms

  





  

    		2021-04-08 17:08:06.980471

    		1.6 ms

  





  

    		2021-04-08 18:08:08.84183

    		-1.7 ms

  





  

    		2021-04-08 19:08:10.496905

    		2.4 ms

  





  

    		2021-04-08 20:08:12.848743

    		-0.2 ms

  





  

    		2021-04-08 21:08:15.428028

    		0.2 ms

  





  

    		2021-04-08 22:08:16.854902

    		1.2 ms

  





  

    		2021-04-08 23:08:19.834393

    		0.9 ms

  





  

    		2021-04-09 00:08:21.735138

    		-0.4 ms

  





  

    		2021-04-09 01:08:24.034207

    		0.8 ms

  





  

    		2021-04-09 02:08:26.72049

    		1.6 ms

  





  

    		2021-04-09 03:08:28.847185

    		2.3 ms

  





  

    		2021-04-09 04:08:30.580668

    		0.2 ms

  





  

    		2021-04-09 05:08:32.655788

    		1.8 ms

  





  

    		2021-04-09 06:08:36.061226

    		-0.3 ms

  





  

    		2021-04-09 07:08:39.557312

    		2.3 ms

  





  

    		2021-04-09 08:08:42.324388

    		1.8 ms

  





  

    		2021-04-09 09:08:45.169478

    		0.7 ms

  





  

    		2021-04-09 10:08:46.664905

    		0.4 ms

  





  

    		2021-04-09 11:08:49.49931

    		1.5 ms

  





  

    		2021-04-09 12:08:51.962877

    		1.5 ms

  





  

    		2021-04-09 13:08:54.011988

    		2.0 ms

  





  

    		2021-04-09 14:08:55.838623

    		0.5 ms

  





  

    		2021-04-09 15:08:57.383111

    		-0.7 ms

  





  

    		2021-04-09 16:09:00.977455

    		1.1 ms

  





  

    		2021-04-09 17:09:04.050774

    		-1.0 ms

  





  

    		2021-04-09 18:09:05.631601

    		3.3 ms

  





  

    		2021-04-09 19:09:07.105097

    		2.9 ms

  





  

    		2021-04-09 20:09:09.852029

    		2.9 ms

  





  

    		2021-04-09 21:09:12.252614

    		0.2 ms

  





  

    		2021-04-09 22:09:14.867869

    		-0.3 ms

  





  

    		2021-04-09 23:09:18.046249

    		-0.2 ms

  





  

    		2021-04-10 00:09:19.736772

    		-1.0 ms

  





  

    		2021-04-10 01:09:21.402436

    		-1.4 ms

  





  

    		2021-04-10 02:09:23.344303

    		0.2 ms

  





  

    		2021-04-10 03:09:24.753944

    		-0.3 ms

  





  

    		2021-04-10 04:09:26.432917

    		1.0 ms

  





  

    		2021-04-10 05:09:30.036009

    		2.9 ms

  





  

    		2021-04-10 06:09:31.632993

    		0.8 ms

  





  

    		2021-04-10 07:09:34.346819

    		2.6 ms

  





  

    		2021-04-10 08:09:36.917255

    		2.2 ms

  





  

    		2021-04-10 09:09:38.871015

    		2.1 ms

  





  

    		2021-04-10 10:09:40.643148

    		-1.0 ms

  





  

    		2021-04-10 11:09:42.342617

    		1.6 ms

  





  

    		2021-04-10 12:09:45.05372

    		2.2 ms

  





  

    		2021-04-10 13:09:47.153847

    		1.0 ms

  





  

    		2021-04-10 14:09:49.339537

    		0.3 ms

  





  

    		2021-04-10 15:09:50.968073

    		2.3 ms

  





  

    		2021-04-10 16:09:55.015371

    		-0.7 ms

  





  

    		2021-04-10 17:09:56.402158

    		-0.5 ms

  





  

    		2021-04-10 18:09:59.380885

    		0.3 ms

  





  

    		2021-04-10 19:10:01.036805

    		3.2 ms

  





  

    		2021-04-10 20:10:02.511374

    		0.5 ms

  





  

    		2021-04-10 21:10:04.972303

    		2.4 ms

  





  

    		2021-04-10 22:10:07.515198

    		1.7 ms

  





  

    		2021-04-10 23:10:09.330231

    		-1.2 ms

  





  

    		2021-04-11 00:10:12.296672

    		-0.4 ms

  





  

    		2021-04-11 01:10:15.013167

    		0.9 ms

  





  

    		2021-04-11 02:10:18.065567

    		-2.0 ms

  





  

    		2021-04-11 03:10:20.323164

    		-0.2 ms

  





  

    		2021-04-11 04:10:22.132746

    		-1.7 ms

  





  

    		2021-04-11 05:10:24.751176

    		-0.5 ms

  





  

    		2021-04-11 06:10:26.791038

    		-0.4 ms

  





  

    		2021-04-11 07:10:29.609898

    		2.5 ms

  





  

    		2021-04-11 08:10:32.15594

    		1.7 ms

  





  

    		2021-04-11 09:10:33.854718

    		-0.5 ms

  





  

    		2021-04-11 10:10:35.373437

    		-1.9 ms

  





  

    		2021-04-11 11:10:39.07111

    		0.6 ms

  





  

    		2021-04-11 12:10:41.3509

    		-1.2 ms

  





  

    		2021-04-11 13:10:45.15188

    		0.5 ms

  





  

    		2021-04-11 14:10:46.807673

    		-3.2 ms

  





  

    		2021-04-11 15:10:50.116792

    		1.1 ms

  





  

    		2021-04-11 16:10:52.104747

    		0.3 ms

  





  

    		2021-04-11 17:10:54.74204

    		3.1 ms

  





  

    		2021-04-11 18:10:56.393555

    		0.6 ms

  





  

    		2021-04-11 19:10:58.777181

    		2.1 ms

  





  

    		2021-04-11 20:11:00.430921

    		-0.1 ms

  





  

    		2021-04-11 21:11:02.25144

    		2.2 ms

  





  

    		2021-04-11 22:11:05.552033

    		0.1 ms

  





  

    		2021-04-11 23:11:07.338437

    		1.4 ms

  





  

    		2021-04-12 00:11:08.983526

    		4.4 ms

  





  

    		2021-04-12 01:11:10.834885

    		0.3 ms

  





  

    		2021-04-12 02:11:13.397004

    		2.9 ms

  





  

    		2021-04-12 03:11:17.142668

    		3.1 ms

  





  

    		2021-04-12 04:11:19.259299

    		-0.8 ms

  





  

    		2021-04-12 05:11:21.514301

    		1.6 ms

  





  

    		2021-04-12 06:11:24.327852

    		-1.6 ms

  





  

    		2021-04-12 07:11:26.806481

    		-0.8 ms

  





  

    		2021-04-12 08:11:30.34129

    		0.2 ms

  





  

    		2021-04-12 09:11:32.370055

    		-0.4 ms

  





  

    		2021-04-12 10:11:35.7957

    		-0.1 ms

  





  

    		2021-04-12 11:11:38.22464

    		-1.1 ms

  





  

    		2021-04-12 12:12:16.192027

    		1.2 ms

  





  

    		2021-04-12 13:13:05.376283

    		0.1 ms

  





  

    		2021-04-12 14:13:07.158129

    		0.1 ms

  





  

    		2021-04-12 15:13:09.104204

    		2.4 ms

  





  

    		2021-04-12 16:13:12.702011

    		-0.2 ms

  





  

    		2021-04-12 17:13:16.245682

    		0.5 ms

  





  

    		2021-04-12 18:13:19.860226

    		-0.9 ms

  





  

    		2021-04-12 19:13:22.815554

    		0.1 ms

  





  

    		2021-04-12 20:13:24.42526

    		3.5 ms

  





  

    		2021-04-12 21:13:26.364671

    		0.2 ms

  





  

    		2021-04-12 22:13:29.261857

    		1.3 ms

  





  

    		2021-04-12 23:13:30.857089

    		-0.6 ms

  





  

    		2021-04-13 00:13:32.880083

    		-0.7 ms

  





  

    		2021-04-13 01:13:34.464514

    		-1.5 ms

  





  

    		2021-04-13 02:13:38.083712

    		1.8 ms

  





  

    		2021-04-13 03:13:39.783437

    		-0.5 ms

  





  

    		2021-04-13 04:13:42.798319

    		-0.9 ms

  





  

    		2021-04-13 05:13:46.045195

    		-0.2 ms

  





  

    		2021-04-13 06:13:49.557506

    		-0.7 ms

  





  

    		2021-04-13 07:13:51.375886

    		0.2 ms

  





  

    		2021-04-13 08:13:53.445201

    		0.9 ms

  





  

    		2021-04-13 09:13:56.711397

    		-2.4 ms

  





  

    		2021-04-13 10:14:00.047487

    		1.2 ms

  





  

    		2021-04-13 11:14:03.528673

    		-0.4 ms

  





  

    		2021-04-13 12:14:09.176835

    		-0.6 ms

  





  

    		2021-04-13 13:14:10.986552

    		-1.3 ms

  





  

    		2021-04-13 14:14:12.811734

    		-1.9 ms

  





  

    		2021-04-13 15:14:14.778964

    		2.4 ms

  





  

    		2021-04-13 16:14:16.439324

    		3.0 ms

  





  

    		2021-04-13 17:14:18.606364

    		2.2 ms

  





  

    		2021-04-13 18:14:20.60176

    		-0.5 ms

  





  

    		2021-04-13 19:14:23.817716

    		1.8 ms

  





  

    		2021-04-13 20:14:25.622051

    		0.8 ms

  





  

    		2021-04-13 21:14:27.137885

    		2.2 ms

  





  

    		2021-04-13 22:14:28.734061

    		0.7 ms

  





  

    		2021-04-13 23:14:30.304719

    		1.2 ms

  





  

    		2021-04-14 00:14:32.059769

    		-1.1 ms

  





  

    		2021-04-14 01:14:33.720104

    		-0.1 ms

  





  

    		2021-04-14 02:14:35.655915

    		0.6 ms

  





  

    		2021-04-14 03:14:38.147008

    		-0.2 ms

  





  

    		2021-04-14 04:14:41.468467

    		-1.5 ms

  





  

    		2021-04-14 05:14:43.130518

    		0.4 ms

  





  

    		2021-04-14 06:14:45.945128

    		-0.8 ms

  





  

    		2021-04-14 07:14:49.191021

    		0.0 ms

  





  

    		2021-04-14 08:14:52.098655

    		0.1 ms

  





  

    		2021-04-14 09:14:54.617793

    		0.8 ms

  





  

    		2021-04-14 10:14:57.18167

    		-1.5 ms

  





  

    		2021-04-14 11:14:59.316821

    		-1.4 ms

  





  

    		2021-04-14 12:15:01.294134

    		0.9 ms

  





  

    		2021-04-14 13:15:04.348683

    		0.5 ms

  





  

    		2021-04-14 14:15:06.705246

    		-0.9 ms

  





  

    		2021-04-14 15:15:08.681725

    		-0.4 ms

  





  

    		2021-04-14 16:15:11.55788

    		0.1 ms

  





  

    		2021-04-14 17:15:15.578075

    		0.6 ms

  





  

    		2021-04-14 18:15:18.314887

    		0.1 ms

  





  

    		2021-04-14 19:15:20.038348

    		1.1 ms

  





  

    		2021-04-14 20:15:22.461066

    		-1.8 ms

  





  

    		2021-04-14 21:15:24.220643

    		3.0 ms

  





  

    		2021-04-14 22:15:25.771044

    		2.1 ms

  





  

    		2021-04-14 23:15:27.470199

    		2.7 ms

  





  

    		2021-04-15 00:15:29.088644

    		3.2 ms

  





  

    		2021-04-15 01:15:31.172843

    		2.8 ms

  





  

    		2021-04-15 02:15:33.013942

    		3.4 ms

  





  

    		2021-04-15 03:15:34.899192

    		2.4 ms

  





  

    		2021-04-15 04:15:36.579884

    		3.2 ms

  





  

    		2021-04-15 05:15:38.057319

    		1.8 ms

  





  

    		2021-04-15 06:15:40.514172

    		1.8 ms

  





  

    		2021-04-15 07:15:43.018309

    		3.3 ms

  





  

    		2021-04-15 08:15:44.582129

    		0.9 ms

  





  

    		2021-04-15 09:15:47.634367

    		1.6 ms

  





  

    		2021-04-15 10:15:49.970159

    		-0.1 ms

  





  

    		2021-04-15 11:15:53.280142

    		1.3 ms

  





  

    		2021-04-15 12:15:55.104318

    		-0.4 ms

  





  

    		2021-04-15 13:15:57.016337

    		-2.4 ms

  





  

    		2021-04-15 14:15:59.092132

    		0.4 ms

  





  

    		2021-04-15 15:16:01.37767

    		-1.2 ms

  





  

    		2021-04-15 16:16:03.094437

    		1.6 ms

  





  

    		2021-04-15 17:16:05.424564

    		3.0 ms

  





  

    		2021-04-15 18:16:07.395823

    		0.7 ms

  





  

    		2021-04-15 19:16:09.974379

    		1.1 ms

  





  

    		2021-04-15 20:16:12.957418

    		-0.6 ms

  





  

    		2021-04-15 21:16:14.816073

    		-0.4 ms

  





  

    		2021-04-15 22:16:16.895117

    		-1.5 ms

  





  

    		2021-04-15 23:16:19.997228

    		-1.9 ms

  





  

    		2021-04-16 00:16:22.456777

    		-0.6 ms

  





  

    		2021-04-16 01:16:24.999541

    		-0.5 ms

  





  

    		2021-04-16 02:16:27.300408

    		2.8 ms

  





  

    		2021-04-16 03:16:30.122417

    		1.1 ms

  





  

    		2021-04-16 04:16:32.935952

    		2.1 ms

  





  

    		2021-04-16 05:16:36.204055

    		0.7 ms

  





  

    		2021-04-16 06:16:38.981628

    		2.3 ms

  





  

    		2021-04-16 07:16:41.988416

    		2.0 ms

  





  

    		2021-04-16 08:16:44.360819

    		-1.0 ms

  





  

    		2021-04-16 09:16:48.004375

    		-2.6 ms

  





  

    		2021-04-16 10:16:50.103638

    		-0.9 ms

  





  

    		2021-04-16 11:16:52.239753

    		0.8 ms

  





  

    		2021-04-16 12:16:54.553807

    		-0.8 ms

  





  

    		2021-04-16 13:16:56.418501

    		-0.2 ms

  





  

    		2021-04-16 14:16:59.219143

    		2.4 ms

  





  

    		2021-04-16 15:17:01.005305

    		-0.5 ms

  





  

    		2021-04-16 16:17:03.22498

    		-0.5 ms

  





  

    		2021-04-16 17:17:05.699503

    		3.0 ms

  





  

    		2021-04-16 18:17:08.226425

    		1.5 ms

  





  

    		2021-04-16 19:17:10.771042

    		-0.8 ms

  





  

    		2021-04-16 20:17:13.874816

    		-1.7 ms

  





  

    		2021-04-16 21:17:16.660137

    		-0.2 ms

  





  

    		2021-04-16 22:17:18.816886

    		-2.0 ms

  





  

    		2021-04-16 23:17:21.242613

    		0.7 ms

  





  

    		2021-04-17 00:17:23.442682

    		2.7 ms

  





  

    		2021-04-17 01:17:26.122135

    		1.8 ms

  





  

    		2021-04-17 02:17:27.740109

    		1.8 ms

  





  

    		2021-04-17 03:17:29.999807

    		2.4 ms

  





  

    		2021-04-17 04:17:32.408113

    		-0.9 ms

  





  

    		2021-04-17 05:17:35.486434

    		0.5 ms

  





  

    		2021-04-17 06:17:38.519987

    		0.9 ms

  





  

    		2021-04-17 07:17:41.029639

    		3.0 ms

  





  

    		2021-04-17 08:17:43.162014

    		2.5 ms

  





  

    		2021-04-17 09:17:45.025324

    		-1.6 ms

  





  

    		2021-04-17 10:17:47.530676

    		0.3 ms

  





  

    		2021-04-17 11:17:50.789551

    		-0.8 ms

  





  

    		2021-04-17 12:17:55.111505

    		-1.5 ms

  





  

    		2021-04-17 13:17:57.372904

    		0.6 ms

  





  

    		2021-04-17 14:17:59.746275

    		0.0 ms

  





  

    		2021-04-17 15:18:02.616186

    		2.1 ms

  





  

    		2021-04-17 16:18:05.866769

    		0.4 ms

  





  

    		2021-04-17 17:18:08.64569

    		1.1 ms

  





  

    		2021-04-17 18:18:10.69702

    		0.8 ms

  





  

    		2021-04-17 19:18:13.749103

    		0.7 ms

  





  

    		2021-04-17 20:18:16.202636

    		1.0 ms

  





  

    		2021-04-17 21:18:18.286156

    		1.7 ms

  





  

    		2021-04-17 22:18:21.00447

    		0.8 ms

  





  

    		2021-04-17 23:18:22.627478

    		2.7 ms

  





  

    		2021-04-18 00:18:24.370702

    		1.4 ms

  





  

    		2021-04-18 01:18:26.542647

    		1.8 ms

  





  

    		2021-04-18 02:18:28.535098

    		0.6 ms

  





  

    		2021-04-18 03:18:30.504641

    		1.4 ms

  





  

    		2021-04-18 04:18:32.897851

    		2.1 ms

  





  

    		2021-04-18 05:18:34.767369

    		3.8 ms

  





  

    		2021-04-18 06:18:37.68606

    		2.0 ms

  





  

    		2021-04-18 07:18:40.297268

    		1.7 ms

  





  

    		2021-04-18 08:18:43.762657

    		-0.8 ms

  





  

    		2021-04-18 09:18:47.719873

    		1.6 ms

  





  

    		2021-04-18 10:18:50.912405

    		-2.1 ms

  





  

    		2021-04-18 11:18:54.888104

    		1.7 ms

  





  

    		2021-04-18 12:18:57.779503

    		0.2 ms

  





  

    		2021-04-18 13:19:01.753062

    		2.5 ms

  





  

    		2021-04-18 14:19:04.435592

    		3.4 ms

  





  

    		2021-04-18 15:19:06.083406

    		3.3 ms

  





  

    		2021-04-18 16:19:09.182403

    		2.9 ms

  





  

    		2021-04-18 17:19:12.448946

    		2.0 ms

  





  

    		2021-04-18 18:19:20.947874

    		-0.4 ms

  





  

    		2021-04-18 19:19:29.285401

    		-0.7 ms

  





  

    		2021-04-18 20:19:38.642149

    		2.2 ms

  





  

    		2021-04-18 21:19:46.899559

    		0.3 ms

  





  

    		2021-04-18 22:19:55.222606

    		-0.5 ms

  





  

    		2021-04-18 23:19:56.931477

    		0.3 ms

  





  

    		2021-04-19 00:19:59.07993

    		0.1 ms

  





  

    		2021-04-19 01:20:02.096473

    		2.5 ms

  





  

    		2021-04-19 02:20:04.197473

    		0.4 ms

  





  

    		2021-04-19 03:20:05.791932

    		0.4 ms

  





  

    		2021-04-19 04:20:09.07873

    		-1.6 ms

  





  

    		2021-04-19 05:20:11.874351

    		2.1 ms

  





  

    		2021-04-19 06:20:13.921641

    		-0.8 ms

  





  

    		2021-04-19 07:20:15.452291

    		2.1 ms

  





  

    		2021-04-19 08:20:18.338846

    		0.8 ms

  





  

    		2021-04-19 09:20:20.531038

    		0.4 ms

  





  

    		2021-04-19 10:20:22.509452

    		-0.2 ms

  





  

    		2021-04-19 11:20:24.429028

    		-3.0 ms

  





  

    		2021-04-19 12:20:26.912889

    		-0.5 ms

  





  

    		2021-04-19 13:20:30.518824

    		-2.1 ms

  





  

    		2021-04-19 14:20:32.549474

    		-1.6 ms

  





  

    		2021-04-19 15:20:34.436001

    		1.4 ms

  





  

    		2021-04-19 16:20:35.920362

    		3.1 ms

  





  

    		2021-04-19 17:20:37.766603

    		2.9 ms

  





  

    		2021-04-19 18:20:41.080666

    		-0.1 ms

  





  

    		2021-04-19 19:20:43.523724

    		1.7 ms

  





  

    		2021-04-19 20:20:46.656447

    		-0.6 ms

  





  

    		2021-04-19 21:20:49.403317

    		1.8 ms

  





  

    		2021-04-19 22:20:51.860531

    		1.7 ms

  





  

    		2021-04-19 23:20:54.363803

    		1.4 ms

  





  

    		2021-04-20 00:20:56.584415

    		-0.3 ms

  





  

    		2021-04-20 01:20:58.554043

    		-0.6 ms

  





  

    		2021-04-20 02:21:00.299408

    		-0.4 ms

  





  

    		2021-04-20 03:21:01.876393

    		1.7 ms

  





  

    		2021-04-20 04:21:04.40158

    		1.2 ms

  





  

    		2021-04-20 05:21:06.019837

    		3.7 ms

  





  

    		2021-04-20 06:21:07.973323

    		3.7 ms

  





  

    		2021-04-20 07:21:10.033732

    		3.3 ms

  





  

    		2021-04-20 08:21:13.373329

    		2.3 ms

  





  

    		2021-04-20 09:21:15.215584

    		1.1 ms

  





  

    		2021-04-20 10:21:17.054945

    		2.6 ms

  





  

    		2021-04-20 11:21:19.274294

    		0.1 ms

  





  

    		2021-04-20 12:21:22.272578

    		1.0 ms

  





  

    		2021-04-20 13:21:32.464934

    		2.1 ms

  





  

    		2021-04-20 14:21:34.047503

    		0.5 ms

  





  

    		2021-04-20 15:21:35.577089

    		-0.7 ms

  





  

    		2021-04-20 16:21:38.914426

    		-0.3 ms

  





  

    		2021-04-20 17:21:40.95837

    		-1.0 ms

  





  

    		2021-04-20 18:21:42.780547

    		-1.6 ms

  





  

    		2021-04-20 19:21:44.497751

    		0.5 ms

  





  

    		2021-04-20 20:21:46.056944

    		1.0 ms

  





  

    		2021-04-20 21:21:47.542197

    		-1.1 ms

  





  

    		2021-04-20 22:21:49.853794

    		1.7 ms

  





  

    		2021-04-20 23:21:51.531706

    		2.0 ms

  





  

    		2021-04-21 00:21:54.588222

    		-0.1 ms

  





  

    		2021-04-21 01:21:56.979092

    		-1.2 ms

  





  

    		2021-04-21 02:21:58.794352

    		0.5 ms

  





  

    		2021-04-21 03:22:00.245086

    		-0.7 ms

  





  

    		2021-04-21 04:22:02.776651

    		0.6 ms

  





  

    		2021-04-21 05:22:04.431335

    		2.5 ms

  





  

    		2021-04-21 06:22:06.930348

    		0.0 ms

  





  

    		2021-04-21 07:22:08.579656

    		0.1 ms

  





  

    		2021-04-21 08:22:09.976606

    		0.1 ms

  





  

    		2021-04-21 09:22:12.169457

    		5.8 ms

  





  

    		2021-04-21 10:22:14.294149

    		3.1 ms

  





  

    		2021-04-21 11:22:16.925252

    		-0.1 ms

  





  

    		2021-04-21 12:22:20.212568

    		-0.7 ms

  





  

    		2021-04-21 13:22:22.520897

    		1.4 ms

  





  

    		2021-04-21 14:22:24.220599

    		3.0 ms

  





  

    		2021-04-21 15:22:27.259848

    		1.6 ms

  





  

    		2021-04-21 16:22:29.660077

    		2.3 ms

  





  

    		2021-04-21 17:22:32.603371

    		-0.7 ms

  





  

    		2021-04-21 18:22:35.393907

    		1.7 ms

  





  

    		2021-04-21 19:22:38.178232

    		2.8 ms

  





  

    		2021-04-21 20:22:40.863736

    		0.8 ms

  





  

    		2021-04-21 21:22:42.558962

    		0.5 ms

  





  

    		2021-04-21 22:22:44.496757

    		0.7 ms

  





  

    		2021-04-21 23:22:46.075111

    		-0.1 ms

  





  

    		2021-04-22 00:22:48.58365

    		-1.6 ms

  





  

    		2021-04-22 01:22:51.335894

    		-3.4 ms

  





  

    		2021-04-22 02:22:55.01692

    		-0.4 ms

  





  

    		2021-04-22 03:22:57.468135

    		-3.9 ms

  





  

    		2021-04-22 04:22:59.767869

    		-0.5 ms

  





  

    		2021-04-22 05:23:02.595068

    		-0.1 ms

  





  

    		2021-04-22 06:23:04.73009

    		0.7 ms

  





  

    		2021-04-22 07:23:07.972123

    		2.5 ms

  





  

    		2021-04-22 08:23:09.95495

    		0.1 ms

  





  

    		2021-04-22 09:23:13.101424

    		3.2 ms

  





  

    		2021-04-22 10:23:15.306829

    		1.8 ms

  





  

    		2021-04-22 11:23:17.139593

    		2.7 ms

  





  

    		2021-04-22 12:23:18.833024

    		1.2 ms

  





  

    		2021-04-22 13:23:21.765796

    		0.6 ms

  





  

    		2021-04-22 14:23:24.571316

    		0.1 ms

  





  

    		2021-04-22 15:23:26.527885

    		1.7 ms

  





  

    		2021-04-22 16:23:28.971152

    		0.1 ms

  





  

    		2021-04-22 17:23:31.358246

    		1.3 ms

  





  

    		2021-04-22 18:23:33.651474

    		1.1 ms

  





  

    		2021-04-22 19:23:36.075847

    		-1.2 ms

  





  

    		2021-04-22 20:23:37.974468

    		-1.6 ms

  





  

    		2021-04-22 21:23:39.772468

    		0.7 ms

  





  

    		2021-04-22 22:23:43.572592

    		0.6 ms

  





  

    		2021-04-22 23:23:45.675116

    		-0.6 ms

  





  

    		2021-04-23 00:23:47.316726

    		0.5 ms

  





  

    		2021-04-23 01:23:50.345349

    		-1.4 ms

  





  

    		2021-04-23 02:23:53.355518

    		3.4 ms

  





  

    		2021-04-23 03:23:55.789775

    		1.3 ms

  





  

    		2021-04-23 04:23:57.383219

    		2.4 ms

  





  

    		2021-04-23 05:24:00.000211

    		4.8 ms

  





  

    		2021-04-23 06:24:02.920281

    		2.5 ms

  





  

    		2021-04-23 07:24:04.548425

    		4.4 ms

  





  

    		2021-04-23 08:24:07.223896

    		3.6 ms

  





  

    		2021-04-23 09:24:09.763028

    		2.1 ms

  





  

    		2021-04-23 10:24:12.601482

    		0.1 ms

  





  

    		2021-04-23 11:24:14.085946

    		2.0 ms

  





  

    		2021-04-23 12:24:16.090297

    		-1.0 ms

  





  

    		2021-04-23 13:24:17.814992

    		-1.5 ms

  





  

    		2021-04-23 14:24:21.343957

    		-1.6 ms

  





  

    		2021-04-23 15:24:23.418068

    		-0.8 ms

  





  

    		2021-04-23 16:24:25.4296

    		-1.7 ms

  





  

    		2021-04-23 17:24:27.431745

    		1.9 ms

  





  

    		2021-04-23 18:24:29.524575

    		-1.4 ms

  





  

    		2021-04-23 19:24:31.971892

    		1.0 ms

  





  

    		2021-04-23 20:24:34.708118

    		-0.8 ms

  





  

    		2021-04-23 21:24:36.677831

    		-1.8 ms

  





  

    		2021-04-23 22:24:38.312823

    		0.6 ms

  





  

    		2021-04-23 23:24:41.153896

    		2.0 ms

  





  

    		2021-04-24 00:24:42.983271

    		-1.0 ms

  





  

    		2021-04-24 01:24:44.715335

    		2.6 ms

  





  

    		2021-04-24 02:24:46.54586

    		2.7 ms

  





  

    		2021-04-24 03:24:48.813526

    		3.1 ms

  





  

    		2021-04-24 04:24:51.512593

    		2.8 ms

  





  

    		2021-04-24 05:24:53.222686

    		0.7 ms

  





  

    		2021-04-24 06:24:56.380254

    		-0.5 ms

  





  

    		2021-04-24 07:24:58.333776

    		0.0 ms

  





  

    		2021-04-24 08:25:01.68917

    		-0.6 ms

  





  

    		2021-04-24 09:25:03.239105

    		-0.1 ms

  





  

    		2021-04-24 10:25:05.292092

    		0.5 ms

  





  

    		2021-04-24 11:25:07.066771

    		3.0 ms

  





  

    		2021-04-24 12:25:09.003539

    		0.9 ms

  





  

    		2021-04-24 13:25:12.073927

    		-0.5 ms

  





  

    		2021-04-24 14:25:14.348106

    		0.8 ms

  





  

    		2021-04-24 15:25:17.628915

    		2.5 ms

  





  

    		2021-04-24 16:25:19.28935

    		0.0 ms

  





  

    		2021-04-24 17:25:21.565718

    		-0.2 ms

  





  

    		2021-04-24 18:25:23.248874

    		1.3 ms

  





  

    		2021-04-24 19:25:26.203918

    		-1.2 ms

  





  

    		2021-04-24 20:25:27.839797

    		-0.9 ms

  





  

    		2021-04-24 21:25:31.136493

    		-0.3 ms

  





  

    		2021-04-24 22:25:34.148404

    		0.7 ms

  





  

    		2021-04-24 23:25:36.624035

    		-2.4 ms

  





  

    		2021-04-25 00:25:39.316232

    		-1.1 ms

  





  

    		2021-04-25 01:25:42.299274

    		0.6 ms

  





  

    		2021-04-25 02:25:43.909401

    		-0.5 ms

  





  

    		2021-04-25 03:25:46.117888

    		1.8 ms

  





  

    		2021-04-25 04:25:48.590452

    		-1.2 ms

  





  

    		2021-04-25 05:25:50.211124

    		1.5 ms

  





  

    		2021-04-25 06:25:53.806241

    		0.0 ms

  





  

    		2021-04-25 07:25:55.502792

    		-1.8 ms

  





  

    		2021-04-25 08:25:57.099648

    		0.0 ms

  





  

    		2021-04-25 09:25:59.721309

    		1.9 ms

  





  

    		2021-04-25 10:26:01.578128

    		0.9 ms

  





  

    		2021-04-25 11:26:04.230969

    		1.5 ms

  





  

    		2021-04-25 12:26:07.535841

    		0.5 ms

  





  

    		2021-04-25 13:26:11.289584

    		0.6 ms

  





  

    		2021-04-25 14:26:13.875896

    		1.4 ms

  





  

    		2021-04-25 15:26:16.444051

    		0.5 ms

  





  

    		2021-04-25 16:26:18.909739

    		3.0 ms

  





  

    		2021-04-25 17:26:21.797117

    		1.4 ms

  





  

    		2021-04-25 18:26:23.945421

    		0.2 ms

  





  

    		2021-04-25 19:26:26.985779

    		2.4 ms

  





  

    		2021-04-25 20:26:31.234108

    		0.2 ms

  





  

    		2021-04-25 21:26:32.763809

    		4.1 ms

  





  

    		2021-04-25 22:26:35.158869

    		2.7 ms

  





  

    		2021-04-25 23:26:37.221582

    		2.6 ms

  





  

    		2021-04-26 00:26:39.079851

    		-1.1 ms

  





  

    		2021-04-26 01:26:40.913434

    		-5.5 ms

  





  

    		2021-04-26 02:26:42.632263

    		-2.8 ms

  





  

    		2021-04-26 03:26:45.003172

    		-2.9 ms

  





  

    		2021-04-26 04:26:46.673765

    		0.4 ms

  





  

    		2021-04-26 05:26:48.333646

    		-0.3 ms

  





  

    		2021-04-26 06:26:50.400349

    		1.5 ms

  





  

    		2021-04-26 07:26:52.455231

    		2.5 ms

  





  

    		2021-04-26 08:26:54.531865

    		0.4 ms

  





  

    		2021-04-26 09:26:57.09847

    		-1.8 ms

  





  

    		2021-04-26 10:26:59.631546

    		-3.4 ms

  





  

    		2021-04-26 11:27:02.684253

    		1.4 ms

  





  

    		2021-04-26 12:27:05.849059

    		-0.6 ms

  





  

    		2021-04-26 13:27:07.620135

    		2.2 ms

  





  

    		2021-04-26 14:27:11.229081

    		0.6 ms

  





  

    		2021-04-26 15:27:13.464634

    		-3.4 ms

  





  

    		2021-04-26 16:27:15.260533

    		0.4 ms

  





  

    		2021-04-26 17:27:17.930847

    		1.8 ms

  





  

    		2021-04-26 18:27:20.021795

    		1.8 ms

  





  

    		2021-04-26 19:27:21.926902

    		2.2 ms

  





  

    		2021-04-26 20:27:24.054862

    		2.9 ms

  





  

    		2021-04-26 21:27:26.38532

    		1.8 ms

  





  

    		2021-04-26 22:27:29.744219

    		1.4 ms

  





  

    		2021-04-26 23:27:32.25417

    		3.0 ms

  





  

    		2021-04-27 00:27:35.543002

    		1.5 ms

  





  

    		2021-04-27 01:27:37.255681

    		3.1 ms

  





  

    		2021-04-27 02:27:39.011314

    		1.4 ms

  





  

    		2021-04-27 03:27:40.59235

    		0.2 ms

  





  

    		2021-04-27 04:27:43.888557

    		-1.7 ms

  





  

    		2021-04-27 05:27:45.393307

    		-0.9 ms

  





  

    		2021-04-27 06:27:48.081637

    		-0.7 ms

  





  

    		2021-04-27 07:27:49.754251

    		4.1 ms

  





  

    		2021-04-27 08:27:52.723582

    		3.0 ms

  





  

    		2021-04-27 09:27:55.793959

    		-0.2 ms

  





  

    		2021-04-27 10:27:57.834683

    		-1.3 ms

  





  

    		2021-04-27 11:27:59.478507

    		-2.2 ms

  





  

    		2021-04-27 12:28:02.103825

    		2.7 ms

  





  

    		2021-04-27 13:28:04.484839

    		-4.3 ms

  





  

    		2021-04-27 14:28:06.219621

    		1.8 ms

  





  

    		2021-04-27 15:28:08.557686

    		-0.7 ms

  





  

    		2021-04-27 16:28:10.700185

    		-1.3 ms

  





  

    		2021-04-27 17:28:13.222628

    		0.1 ms

  





  

    		2021-04-27 18:28:15.47876

    		2.3 ms

  





  

    		2021-04-27 19:28:18.278122

    		0.1 ms

  





  

    		2021-04-27 20:28:20.993571

    		-1.4 ms

  





  

    		2021-04-27 21:28:22.891147

    		-0.4 ms

  





  

    		2021-04-27 22:28:25.132384

    		3.7 ms

  





  

    		2021-04-27 23:28:27.604673

    		0.1 ms

  





  

    		2021-04-28 00:28:29.272713

    		1.8 ms

  





  

    		2021-04-28 01:28:30.829129

    		0.7 ms

  





  

    		2021-04-28 02:28:32.624976

    		-1.0 ms

  





  

    		2021-04-28 03:28:36.318553

    		1.9 ms

  





  

    		2021-04-28 04:28:39.556462

    		0.8 ms

  





  

    		2021-04-28 05:28:41.622644

    		-0.3 ms

  





  

    		2021-04-28 06:28:43.656257

    		3.1 ms

  





  

    		2021-04-28 07:28:45.963038

    		1.8 ms

  





  

    		2021-04-28 08:28:48.760014

    		2.0 ms

  





  

    		2021-04-28 09:28:51.621228

    		-0.8 ms

  





  

    		2021-04-28 10:28:54.296238

    		0.9 ms

  





  

    		2021-04-28 11:28:56.225556

    		0.5 ms

  





  

    		2021-04-28 12:29:00.386173

    		1.0 ms

  





  

    		2021-04-28 13:29:02.419675

    		-0.4 ms

  





  

    		2021-04-28 14:29:05.475961

    		-1.0 ms

  





  

    		2021-04-28 15:29:08.378022

    		-0.7 ms

  





  

    		2021-04-28 16:29:11.096919

    		0.1 ms

  





  

    		2021-04-28 17:29:13.14127

    		1.1 ms

  





  

    		2021-04-28 18:29:14.827216

    		0.7 ms

  





  

    		2021-04-28 19:29:18.234619

    		-0.8 ms

  





  

    		2021-04-28 20:29:20.894674

    		-1.8 ms

  





  

    		2021-04-28 21:29:23.510317

    		-1.7 ms

  





  

    		2021-04-28 22:29:28.017277

    		0.1 ms

  





  

    		2021-04-28 23:29:31.440943

    		-2.5 ms

  





  

    		2021-04-29 00:29:35.268556

    		0.1 ms

  





  

    		2021-04-29 01:29:37.5396

    		-4.8 ms

  





  

    		2021-04-29 02:29:39.253116

    		1.8 ms

  





  

    		2021-04-29 03:29:42.386019

    		-0.1 ms

  





  

    		2021-04-29 04:29:45.381359

    		1.1 ms

  





  

    		2021-04-29 05:29:47.940911

    		1.6 ms

  





  

    		2021-04-29 06:29:50.689536

    		2.0 ms

  





  

    		2021-04-29 07:29:53.434785

    		4.9 ms

  





  

    		2021-04-29 08:29:55.402182

    		1.5 ms

  





  

    		2021-04-29 09:29:57.886476

    		-0.2 ms

  





  

    		2021-04-29 10:30:00.240062

    		-0.1 ms

  





  

    		2021-04-29 11:30:02.257085

    		-0.6 ms

  





  

    		2021-04-29 12:30:03.973678

    		2.6 ms

  





  

    		2021-04-29 13:30:05.76995

    		1.1 ms

  





  

    		2021-04-29 14:30:09.236982

    		2.3 ms

  





  

    		2021-04-29 15:30:10.72685

    		0.0 ms

  





  

    		2021-04-29 16:30:12.700922

    		1.2 ms

  





  

    		2021-04-29 17:30:14.405834

    		-0.1 ms

  





  

    		2021-04-29 18:30:16.132965

    		1.0 ms

  





  

    		2021-04-29 19:30:18.161922

    		-0.5 ms

  





  

    		2021-04-29 20:30:20.411704

    		-0.5 ms

  





  

    		2021-04-29 21:30:22.875321

    		-0.6 ms

  





  

    		2021-04-29 22:30:24.748323

    		1.5 ms

  





  

    		2021-04-29 23:30:27.597479

    		3.3 ms

  





  

    		2021-04-30 00:30:29.512349

    		0.9 ms

  





  

    		2021-04-30 01:30:33.344641

    		-0.3 ms

  





  

    		2021-04-30 02:30:36.012962

    		-1.2 ms

  





  

    		2021-04-30 03:30:38.474246

    		0.1 ms

  





  

    		2021-04-30 04:30:41.244159

    		-0.8 ms

  





  

    		2021-04-30 05:30:43.899966

    		1.5 ms

  





  

    		2021-04-30 06:30:46.72865

    		1.0 ms

  





  

    		2021-04-30 07:30:48.956767

    		0.7 ms

  





  

    		2021-04-30 08:30:51.371712

    		2.2 ms

  





  

    		2021-04-30 09:30:53.681789

    		3.4 ms

  





  

    		2021-04-30 10:30:56.254377

    		2.3 ms

  





  

    		2021-04-30 11:30:58.967173

    		1.3 ms

  





  

    		2021-04-30 12:31:00.505146

    		1.7 ms

  





  

    		2021-04-30 13:31:02.903517

    		2.8 ms

  





  

    		2021-04-30 14:31:05.278902

    		-0.5 ms

  





  

    		2021-04-30 15:31:09.314655

    		-0.6 ms

  





  

    		2021-04-30 16:31:12.582671

    		2.3 ms

  





  

    		2021-04-30 17:31:16.145277

    		1.8 ms

  





  

    		2021-04-30 18:31:18.664365

    		0.0 ms

  





  

    		2021-04-30 19:33:07.164692

    		0.1 ms

  





  

    		2021-04-30 20:33:09.211168

    		-0.7 ms

  





  

    		2021-04-30 21:33:10.850115

    		0.0 ms

  





  

    		2021-04-30 22:33:12.904244

    		1.6 ms

  





  

    		2021-04-30 23:33:16.024963

    		-0.5 ms

  





  

    		2021-05-01 00:33:18.309405

    		2.7 ms

  





  

    		2021-05-01 01:33:21.771731

    		-1.1 ms

  





  

    		2021-05-01 02:33:24.08153

    		-2.4 ms

  





  

    		2021-05-01 03:33:25.969999

    		0.6 ms

  





  

    		2021-05-01 04:33:28.71636

    		0.2 ms

  





  

    		2021-05-01 05:33:30.798262

    		3.2 ms

  





  

    		2021-05-01 06:33:32.487072

    		1.6 ms

  





  

    		2021-05-01 07:33:35.761476

    		0.8 ms

  





  

    		2021-05-01 08:33:39.574277

    		-0.7 ms

  





  

    		2021-05-01 09:33:41.492481

    		1.2 ms

  





  

    		2021-05-01 10:33:43.803188

    		2.6 ms

  





  

    		2021-05-01 11:33:45.956323

    		0.1 ms

  





  

    		2021-05-01 12:33:47.630277

    		-1.0 ms

  





  

    		2021-05-01 13:33:49.660356

    		1.4 ms

  





  

    		2021-05-01 14:33:51.556324

    		-0.3 ms

  





  

    		2021-05-01 15:33:54.037141

    		0.3 ms

  





  

    		2021-05-01 16:33:56.970912

    		-0.7 ms

  





  

    		2021-05-01 17:34:00.88

    		2.2 ms

  





  

    		2021-05-01 18:34:03.409797

    		2.2 ms

  





  

    		2021-05-01 19:34:05.162285

    		-0.1 ms

  





  

    		2021-05-01 20:34:08.492637

    		2.0 ms

  





  

    		2021-05-01 21:34:11.708697

    		1.1 ms

  





  

    		2021-05-01 22:34:14.047899

    		0.1 ms

  





  

    		2021-05-01 23:34:15.907421

    		2.1 ms

  





  

    		2021-05-02 00:34:17.362533

    		2.1 ms

  





  

    		2021-05-02 01:34:19.054568

    		0.5 ms

  





  

    		2021-05-02 02:34:21.532585

    		0.1 ms

  





  

    		2021-05-02 03:34:23.19823

    		0.2 ms

  





  

    		2021-05-02 04:34:25.175135

    		3.1 ms

  





  

    		2021-05-02 05:34:28.216362

    		-0.2 ms

  





  

    		2021-05-02 06:34:31.116544

    		1.1 ms

  





  

    		2021-05-02 07:34:33.676096

    		-0.6 ms

  





  

    		2021-05-02 08:34:36.004789

    		1.5 ms

  





  

    		2021-05-02 09:34:37.632969

    		0.6 ms

  





  

    		2021-05-02 10:34:40.160348

    		0.0 ms

  





  

    		2021-05-02 11:34:43.134724

    		0.6 ms

  





  

    		2021-05-02 12:34:45.906206

    		0.6 ms

  





  

    		2021-05-02 13:34:47.863191

    		0.4 ms

  





  

    		2021-05-02 14:34:49.819549

    		-1.2 ms

  





  

    		2021-05-02 15:34:51.482325

    		-0.1 ms

  





  

    		2021-05-02 16:34:53.841167

    		-0.3 ms

  





  

    		2021-05-02 17:34:56.123344

    		-0.8 ms

  





  

    		2021-05-02 18:34:58.629883

    		1.1 ms

  





  

    		2021-05-02 19:35:00.670224

    		2.0 ms

  





  

    		2021-05-02 20:35:03.164493

    		0.7 ms

  





  

    		2021-05-02 21:35:05.002098

    		-1.5 ms

  





  

    		2021-05-02 22:35:08.226816

    		-0.5 ms

  





  

    		2021-05-04 06:09:23.587827

    		2.9 ms

  





  

    		2021-05-04 08:28:01.01874

    		-0.6 ms

  





  

    		2021-05-04 12:10:53.909903

    		2.9 ms

  





  

    		2021-05-04 13:10:55.654885

    		2.4 ms

  





  

    		2021-05-04 14:10:57.325737

    		-0.6 ms

  





  

    		2021-05-04 15:10:59.081685

    		-0.7 ms

  





  

    		2021-05-04 16:11:01.769047

    		-0.7 ms

  





  

    		2021-05-04 17:11:03.557049

    		1.8 ms

  





  

    		2021-05-04 18:11:06.632229

    		1.8 ms

  





  

    		2021-05-04 19:11:08.703284

    		0.0 ms

  





  

    		2021-05-04 20:11:10.501644

    		-2.2 ms

  





  

    		2021-05-04 21:11:12.759207

    		1.4 ms

  





  

    		2021-05-04 22:11:15.225284

    		2.1 ms

  





  

    		2021-05-04 23:11:17.589258

    		0.3 ms

  





  

    		2021-05-05 00:11:20.70032

    		0.5 ms

  





  

    		2021-05-05 01:11:22.382608

    		2.7 ms

  





  

    		2021-05-05 02:11:24.362059

    		0.2 ms

  





  

    		2021-05-05 03:11:27.460402

    		1.1 ms

  





  

    		2021-05-05 04:11:29.297248

    		2.7 ms

  





  

    		2021-05-05 05:11:31.71128

    		2.7 ms

  





  

    		2021-05-05 06:11:33.895187

    		-0.7 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2021-05-04 14:32:27.115 UTC

    		83.253.68.130

    		Margareta Bratt (MB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-05-04 14:33:18.475 UTC

    		83.253.68.130

    		Margareta Bratt (MB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-04-06 14:16:57 UTC.

  

  

    		2021-05-04 15:15:33.307 UTC

    		185.169.74.49

    		Sara Haraldsson (SH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-05-04 15:15:42.885 UTC

    		185.169.74.49

    		Sara Haraldsson (SH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-04-06 14:16:57 UTC.

  

  

    		2021-05-04 15:55:33.39 UTC

    		90.230.207.143

    		Birgitta Peters-Danielsson (BP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-05-04 16:00:32.471 UTC

    		90.230.207.143

    		Birgitta Peters-Danielsson (BP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-04-06 14:16:57 UTC.

  

  

    		2021-05-05 06:32:07.636 UTC

    		158.174.46.181

    		Anna Ljunggren (AL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-05-05 06:33:05.661 UTC

    		158.174.46.181

    		Anna Ljunggren (AL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-04-06 14:16:57 UTC.

  









