IM:s arsmotesprotokoll den 13 maj 2023 1(6)

Arsmoétesprotokoll

fort vid forhandlingarna under Individuell Manniskohjalps 78:e arsmote

Datum: Loérdagen den 13 maj 2023, klockan 13.00-16.30
Plats: Digitalt méte 1 Zoom och Suffra.
Narvarande: Se deltagarforteckning, bilaga 4.

Foredragningslista med handlingar hade utsints till anmalda arsmotesdeltagare (bilaga 1).

§ 1 Arsmoétesférhandlingarna éppnas

IM:s ordférande, Gabi Bjorsson, hilsade de nirvarande vilkomna och forklarade
arsmotesforhandlingarna 6ppnade klockan 13.00, 16rdag 13 maj 2023.

§ 2 Val av motesordforande

Arsmotet beslot att vilja Sara Haraldsson till motesordférande.
Sara Haraldsson tackade for fortroendet.

§ 3 Godkannande av arbetsordningen

Arsmotet beslot att godkinna arbetsordningen for arsmétet, enligt bilaga 1.

§ 4 Val av sekreterare att fora dagens protokoll

Arsmétet beslot att vilja Anna Ljunggren till motessekreterare.

§ 5 Faststallande av rostlangd

Arsmotet beslot att faststilla rostlingden till:

e 50 niarvarande ombud med sammanlagt 57 mandat inklusive nationella styrelsen med ett
gemensamt mandat (§ 1-29).

§ 6 Val av tva deltagare att jamte ordféranden justera protokollet samt att vara
rostraknare

Arsmotet beslot att vilja Berit Nownahal Cleber, IM Linkdping och Maria Schoeffler, IM
Goteborg till protokolljusterare samt till rostraknare.

§ 7 Arsmotets behériga utlysande

Arsmétet beslot att anse arsmotet behorigen utlyst och dirmed beslutsmissigt.

§ 8 Godkannande av foredragningslistan

Arsmétet beslot att godkinna utsind foredragningslista, enligt bilaga 1.

§ 9 Uppfoljning tidigare arsmoétesbeslut

IM:s ordférande Gabi Bjorsson redogjorde f6r hur IM arbetat med arsmotesbeslut frin 2022,
enligt bilaga 2.

§ 10 IM:s arsredovisning 1 januari—31 december 2022

Arsmoétet beslot att ligga drsredovisningen till handlingarna, enligt bilaga 3.
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§ 11 Foredragning av revisionsberattelsen for rakenskapsaret
1 januari-31 december 2022

Revisionsberittelsen 2022 daterad den 3 april 2023, undertecknad av auktoriserade revisorerna
Peter Cederblad och Karolina Lilja, KPMG, samt fortroendevald revisor Peter Tengelin,
Goteborg, foredrogs av auktoriserade revisorn Edvard Wennerberg, KPMG, enligt bilaga 3.

Arsmotet beslot att ligga revisionsberittelsen till handlingarna.

§ 12 Faststallande av resultat- och balansrakning

Arsmotet beslot att faststilla resultat- och balansrikningen 1 januari-31 december 2022, enligt
bilaga 3.

§ 13 Fraga om ansvarsfrihet at den avgaende styrelsen

Arsmétet beslot enhilligt att bevilja styrelsens ledaméter ansvarsfrihet for forvaltningen under
tiden 1 januari—31 december 2022.

§ 14 Proposition 1: Ombudsfoérdelning till det nationella arsmotet 2024

Fore omrostningen drog IM Goéteborg tillbaka sitt yrkande om att styrelsen 1 propositionen till
arsmote 2024 klargor fragan kring tak for antal ombud per férening,

IM:s styrelse yrkade:
Attl anta den foéreslagna ombudsfordelningsnyckeln for arsmotet 2024, enligt bilaga 1.

Arsmotet beslot:
° att bifalla Attl.

§ 15 Proposition 2: Medlemsavgift 2024

IM:s styrelse yrkade:

Attl medlemsavgiften f6r 2024 ska vara oférindrad, 100 kronor per ir.

Att2 arsmotet ger styrelsen mojlighet att under 2024 kunna sinka medlemsavgiften f6r nya
medlemmar, generellt eller specifika malgrupper, under en begrinsad tidsperiod, enligt bilaga 1.

Arsmotet beslot:
° att bifalla Attl.
° att bifalla Att2.

§ 16 Proposition 3: Stadgar

IM:s styrelse yrkade:

Attl indra stadgarnas portalparagraf (§ 1 Andamal) till: ”IM Individuell Minniskobjélp/ Swedish
Development Partner dir en svensk idéburen, partipolitisk och religiost obunden medlemsorganisation. IMs vision
dr en rattvis och medmdnsklig virld. IMs uppdrag dr att synliggora och bekdmpa fattigdon och utanforskap savil
globalt som i Sverige. Detta girs i partnerskap med andra organisationer. Engagemang fran medlemmar,
volontdrer och givare dr centralt for att kunna bedriva arbetet. IM utgar fran de mdnskliga rattigheterna och har
ett inkluderande synsdtt som innebar avstandstagande fran alla former av diskriminering”.

Att2 iindamalsparagrafen ligga till ordet huvudsakligen i tredje meningen nerifrin sa att
meningen blir: ”Detta girs huvndsakligen i partnerskap med andra organisationer”. Enligt bilaga 1.

IM Stockholms lokalf6rening yrkade:
Att3 byta ut ordet ”huvudsakligen’” 1 styrelsens yrkande till ”garna”. Sa att meningen blir ”Detta gors

gdrna i partnerskap med andra organisationer”.

Att2 och Att3 stilldes mot varandra, och Att2 vann bifall.
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Arsmotet beslot:

° att bifalla Attl.
° att bifalla Att2.
° att avsld Att3.

§ 17 Proposition 4: Forhallande till Sverigedemokraterna

IM:s styrelse yrkade:

Attl sla fast att IM ar en antirasistisk och feministisk organisation.

Att2 utover det inte pa arsmotet sla fast ytterligare specificering,

Att3 ioch med detta upphiva beslutet fran 2014 “att IM inte nagon form av samarbetar med
Sverigedemokraterna och andra rasistiska och fascistiska organisationer”, enligt bilaga 1.

IM Stockholms lokalf6rening yrkade:

Att4 vi bara tar bort ”Sverigedemokraterna” fran formuleringen men behiller att vi inte samarbetar
med rasistiska och fascistiska organisationer. Formuleringen lyder da “azt IM inte i nagon form
samarbetar med rasistiska och fascistiska organisationer”.

Att2 och Att4 stilldes mot varandra, och Att2 vann bifall.

Arsmotet beslot:

° att bifalla Attl.
° att bifalla Att2.
° att bifalla Att3.
° att avsla Att4.

§ 18 Motion 2023:1: Mangfaldspolicy

IM Young (IM Malmés lokalférening) yrkade:
Attl det tas fram en mangfaldspolicy inom IM, enligt bilaga 1.

IM:s styrelse yrkade:
Att2 bjuda in foretridare for medlemsrorelsen i arbetet med policyn, enligt bilaga 1.

Arsmotet beslot:
° att bifalla Attl.
° att bifalla Att2.

§ 19 Forslag till principer for arvodering av ordforande

IM:s valberedning yrkade:
Attl det for en ordforande i arbetsfor alder ersitts forlorad arbetsinkomst, dock hogst till ett
belopp som motsvarar en arvoderad riksdagsledamot (f6r en heltid).

Att2 principen for en ordférande som ar pensionerad bor vara att arvodesnivan motsvarar ett
prisbasbelopp (f6r en heltid).

Att3 det f6r en ordférande upp till 65 ars alder utgér tjanstepensionsersattning,

Att4 uppdragets omfattning beslutas av arsmotet vartannat ar. Som riktvirde anges 25 procent
av en heltid, enligt bilaga 1.

IM Stockholms lokalférening yrkade:

Att 5 vi har samma ersittning oberoende av édlder eller inkomst av annat arbete. Att principen fér
en ordférande bor vara att arvodesnivin motsvarar ett prisbasbelopp (for en heltid). Samt
att tjanstepension utgar vid alder upp till 65 ar.
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Arsmotet beslot:

° att bifalla Attl.
° att bifalla Att2.
° att bifalla Att3.
° att bifalla Att4.
° att avsla Att5.

§ 20 Forslag fran IMs valberedning angaende arvoderad ordférande 2023—-2025

IM:s valberedning yrkade:

Attl ordférande ges en ersittning som uppgar till en fjirdedel av ett prisbasbelopp (vilket f6r
2023 blir 13 125 kr) i manaden fram till arsmoétet 2025.

Att2 nytt beslut om ersittning till ordférande tas pa arsmétet 2025, enligt bilaga 1.

Arsmotet beslot:
° att bifalla Attl.
° att bifalla Att2.

§ 21 IM:s valberedning och dess arbete

Valberedningens forslag pa styrelseledamoter och revisorer hade presenterats f6r ombuden pa

térhand, enligt bilaga 1.

IM:s valberedning yrkade:

Attl fastsld antalet ledamoter i styrelsen 2023 till en (1) ordférande, sju (7) ordinarie ledamoter
och tva (2) suppleanter.

Arsmotet beslot:
° att bifalla Attl.

§ 22 Val av ordférande i IM:s styrelse

Enligt valberedningens forslag beslot arsmotet enhilligt att till styrelsens ordférande pa ett (1) ar
nyvilja:
Gabi Bjorsson, IM Stockholm, invald 2019

Gabi Bjorsson tackade drsmétet £6r fortroendet.

§ 23 Val av styrelseledamoéter i IM:s styrelse

Enligt valberedningens forslag beslét arsmotet enhilligt att till ordinarie styrelseledamot pa tva (2)
ar nyvalja:
Bahman Pourjanaki, IM Gé6teborg

Enligt valberedningens forslag beslét arsmotet enhilligt att till ordinarie styrelseledamot pa tva (2)
ar omvalja:
Nina Axman, IM Orebro, invald 2021

Enligt valberedningens forslag beslét arsmotet enhilligt att till ordinarie styrelseledamot pa tva (2)
ar omvalja:
Josefin Daleskog, IM Stockholm, invald 2021
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Kvarvarande ordinarie styrelseledaméter sedan 2022:
Josefin Carlring, IM Stockholm, invald 2022

Hanna Hallin, IM Stockholm, invald 2022

Reza Javid, IM Goteborg, invald 2018

Helene von Wachenfelt, IM Lund, invald 2020

§ 24 Val av styrelsesuppleant i IM:s styrelse

Enligt valberedningens forslag beslét arsmotet enhilligt att till styrelsesuppleant pa tva (2) ar
nyvilja:
Magnus Falklof, IM Stockholm

Kvarvarande styrelsesuppleanter sedan 2022:
Rebecka Lettevall, IM Malmé, invald 2022

Inkallelseordning suppleanter:
1. Rebecka Lettevall
2. Magnus Falklof

§ 25 Val av revisorer

Enligt valberedningens forslag beslét arsmétet att till fortroendevald revisor pa ett (1) ar omvilja:
Peter Tengelin, IM Géteborg

Enligt valberedningens forslag beslét arsmotet att till auktoriserad revisor pa ett (1) ar omvilja:
KPMG AB
§ 26 Val av revisorssuppleanter

Enligt valberedningens forslag beslét arsmotet att till fortroendevald revisorssuppleant pa ett (1)
ar omvilja:

Gunilla Axelsson, IM Link6ping

Enligt valberedningens forslag beslét arsmotet att till auktoriserad revisorssuppleant pa ett (1) ar
omvalja:

Peter Cederblad, KPMG

§ 27 Val av valberedning

Enligt stadgar ska valberedningen besta av fyra—sex (4-6) ledamoter.

Valberedningen yrkade:
Attl fastsld antalet ledamoter i valberedningen 2022 till fyra—sex (4—06) ledaméter, enligt bilaga 1.

Arsmotet beslét:
° att bifalla Attl.

Nedanstdende forslag till ledaméter i valberedning hade inkommit till arsmotet:

Sofia Emanuelsson, IM Géteborg omval (nominerad av Saga Cambon, IM Géteborg)
Magnus Green, IM Géteborg nyval ((nominerad av Saga Cambon, IM G&teborg)
Dick Svedenborn, IM Malmé nyval (nominerad av Ingela Tordenmalm, IM Lund)
Arsmotet besldt att pa ett (1) ar vilja:

Sofia Emanuelsson, IM Goteborg omval (fyllnadsval f6r Tove Holmstrom)

Magnus Green, IM Gé6teborg nyval

Dick Svedenborn, IM Malmo nyval
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Valberedningen bestar av:

Sofia Emanuelsson, IM Goteborg till ar 2024 (invald 2021)

Magnus Green, IM Géteborg till 4r 2024 (invald 2023)
Mikaela Person, IM Stockholm till ar 2024 (invald 2022)
Dick Svedenborn, IM Malmé6 till ar 2024 (invald 2023)

§ 28 Ovriga fragor

Inga 6vriga fragor.

§ 29 Arsmotesforhandlingarna avslutas

6(6)

IM:s ordférande, Gabi Bjorsson, forklarade forhandlingarna vid Individuell Manniskohjilps 78:e

arsmote avslutade klockan 16.30, 16rdag 13 maj 2023.

Bilagor:

Bilaga 1: Handlingar IM:s arsméte 2023

Bilaga 2: Uppféljning av arsmotesbeslut IM 2022

Bilaga 3: Arsredovisning IM 2022 med revisionsberittelse
Bilaga 4: Deltagarforteckning IM:s arsmote 2023

Vid protokollet:

Anna Ljunggren, Goteborg

Justeras:
Sara Haraldsson Maria Schoeftler, IM Gé6teborg
Mbotesordférande Justerare
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HANDLINGAR IM:S
ARMOTE 2023

Vilkommen till IM:s arsmoéte den 13 maj 09.30-
16.00 pa temat klimatrittvisa

Digitalt via Zoom och Suffra

Paverkanstorg digitalt 8 maj 18.00-20.30
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Valkommen till IMs arsmote
Nr. 78

I enhetlighet med drsmotesbeslutet om att vart annat arsmote ska genomforas digitalt
blir det 1 ar ett digitalt arsméte som den 13 maj genomférs 1 Zoom (videoverktyg) och
Suffra (motesstdd). Detta dr samma verktyg som vi anvinde vid det digitala arsmotet
2021.

Hair 1 handlingar hittar du all praktisk information infor arsmotet. Utover detta
kommer det dven att finnas visst forberedelsematerial pa YouTube i form av
ekonomisk redovisning och presentation av nya kandidater till nationella styrelsen.
Materialet kommer att ligga uppe senast mandagen den 24 april. Lank:
https://www.youtube.com/playlistrlist=PL.saHDZi VfCR9c]O82nPInZS-B-L.7xr1R

Tidsplan och praktisk
information infor arsmotet

Datum att hélla reda pa:

4/5 18.00-19.00 — Testmote for att prova tekniken med bade Zoom och Suffra.

8/5 18.00-20.30 — Paverkanstorg
12/5 12.00 — Yrkandestopp
13/5 09.30-16.00 — Arsmote!

Som ombud forvintas du vara med vid bade sjilva arsmétet och paverkanstorget. Vi
rekommenderar dven att du ar med pa testmotet f6r att sikert veta hur tekniken
fungera infor sjilva arsmotet. Hir kommer vi att testa arsmotesverktyget, hur det
fungerar med att logga in, anmala nirvaro, begira ordet samt rosta. Vi kommer dven
att prova hur det funkar att vilja paverkanstorg i Zoom och réra sig mellan rummen.

()
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Teknik

Till paverkanstorget dr det bdst att ni sitter en och en med tillgang till en skdrm. Ni
behover inte Suffra under detta mote utan yrkanden kan liggas in efter sjalva motet.

Till arsmotet behover ni ha tva skirmar, en £0r sjdlva moétet 1 Zoom och en f6r Suffra
(alternativt en dator med tva olika flikar att ga mellan). Hir kan ni med fordel sitta
flera ombud tillsammans framfér en skirm med Zoom och sedan ha var sin skirm
(tex telefon eller lisplatta) dér ni har Suffra.

Hair ar zoom-linken som kommer att gilla till samtliga méten. Vi kommer dven att
skicka den via mail nir det nirmar sig,

- https://us06web.zoom.us/j/7716816116

Instruktioner f6r hur du loggar in i Suffra kommer i ett separat mail. Du kommer att
behova Bank-id for att logga in. Har du inte det kontakta Hanna Ekblad eller Thomas
Ericsson sa hittar vi en annan l6sning,

Om du har frigor kring tekniken eller behéver hjilp sa tveka inte att ta kontakt med
Hanna Ekblad, hanna.ekblad@imsweden.org eller Thomas Ericsson,

thomas.ericsson@imsweden.org
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Paverkanstorgsplatser

Paverkanstorget dger rum méandagen den 8 maj klockan 18.00 pa Zoom. Under
paverkanstorget kommer det att vara sex olika paverkanstorgsplatser. Varje pass
kommer att genomféras tva ganger samt att du kommer ha méjlighet att ga mellan
torgplatserna under passen. Du viljer sjalv vilken torgplats du gar in i under motet sa
ingen féranmalan krivs men det dr bra om ni som dr ombud pratat ihop er innan
kring vilka pass ni ska delta pa. Efter paverkanstroget gar det att ligga nya yrkande
kring de fragor som ar uppe fram till fredagen den 12 maj 12.00 da det dr
yrkandestopp.

Hiar kommer information om de olika paverkanstorgsplatserna:

“*Torgplats 1:
Proposition 2023: Ombudsférdelning till arsmotet 2024 samt och
proposition 2023:2 Medlemsavgift 2024.
Se propositionerna pa sid. 15-16 samt 17.

“*Torgplats 2:
Proposition 2023:3 Stadgar
Se propositionen pa sid. 18-19.

“*Torgplats 3:
Proposition 2023:4 Forhéllande till Sverigedemokraterna
Se propositionen pa sid. 20-21.

“*Torgplats 4:
Motion 2023:1 Mangfaldspolicy

Se motionen pa sid. 22 samt styrelsens svar pa sida 23.

S SN

“*Torgplats 5:
Forslag till principer for arvodering av ordf6rande

Se valberedningens forslag pa principer pa sid. 24. \

\\;\

“*Torgplats 6:
Arsredovisningen
For arsredovisningen se bilaga 1.

N
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Program f0r arsmotet
lordagen den 13 maj

Tid for att komma in i systemen

och testa tekniken.
09.30 — 10.00

Alla ska vara pa plats 1 Zoom senast
10.00.

Inspirationsforelasning med Augustprisade
torfattaren Elin Anna Labba som édven tog
10.00 — 11.00 emot IM-priset 2022. Hon bjuder pa en
personlig forelasning kring klimatrattvisa
utifran ett samiskt perspektiv.

11.00 - 11.10 Paus

11.10 - 12.00 | Praktisk genomging samt 6ppnande av motet.

12.00 - 13.00 | Lunch

13.00 — 14.30 | Arsmétesférhandlingarna inleds.

14.30 —14.45 | Paus

14.45-16.00 | Arsmétesforhandlingarna fortsitter. m ’ ./:25
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IMs valberedning

IMs valberedning bestar idag av:

Mimmi Alladin, IM Stockholm till ar 2023 (invald 2021)

Sofia Emanuelsson, IM Goteborg till ar 2023 (invald 2021)

John Tumpane, IM Stockholm till ar 2023 (invald 2017)
Tove Holmstrém, IM Linkoping till ar 2024 (invald 2018)
Mikaela Person, IM Stockholm till ar 2024 (invald 2022)

Enligt IMs stadgar skall valberedningen bestad av fyra till sex ledamoter varav en ar
sammankallande (viljs inom valberedningen). Mandatperioden ar tva ar. En person
kan vara ledamot hogst dtta ar i f6ljd. Valberedningen foreslar arsmotet att fastsla
antalet ledamoter 1 valberedningen 2023 till fyra—sex (4—6) ledamoter.

Det behover komma in nomineringar till valberedningen. Personer som foreslas
maste vara tillfrigade. Nomineringsstopp ar 12.00 fredagen 12/5. Nomineringar
skickas till thomas.ericsson(@imsweden.org.

()
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Ombudsforteckning

IM Stockholm — 9 ombudsplatser
Birgit Nordahl — 2 mandat

Magnus Falklof

Marije Raedts — 2 mandat

Paula Friman — 2 mandat

Yaiesosay Bojang — 2 mandat

IM Orebro — 3 ombudplatser
Elisabet Brynge

Jens Frandsen

Margareta Bergstrom

IM Malmé — 7 ombudsplaster
Petronella Olsson

Sven Tengstam

Anton Bergdahl

Ulrica Pennander

Yasmine Olsson

Karin Lindskog

Alma Bergqvist

IM Géteborg — 9 ombudsplatser
Maria Schoeffler

Felicia Jansson

Magnus Green

Pierre Krafft

Julia Swahn

Saga Cambon

Jasmine Askne

Nina Wallgren

Stephanie Cerqueira

IM Falkenberg — 3 ombudsplatser

Hans-Anders Andersson
Marianne Bresche
Lisa Hansson
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IM Nykoping — 2 ombudsplatser
Viktoria Aspenberg
Violeta Huaman De Lundberg

IM Lund - 7 ombudsplatser
Tina Rosén

Ingela Tordenmalm

Titti Stromerstén

Torben Olsson

Eva Wallengren

Elias Ebbestahl

Agneta Gardner-Naraghi

IM Vixj6 — 4 ombudsplatser
Lena Boberg

Ingrid Lowenadler

Irene Samuelsson

Birgitta Peters-Danielsson

IM Linképing — 4 ombudsplatser
Berit Nownahal Cleber

Kaltun Osman

Karin Ankarlid

Carolina Cleber

IM Umea — 5 ombudsplatser
Eva Dehlin — 2 mandat

Per Olov Ljung — 2 mandat
Anna-Carin Dahlberg

IM Jonkoéping — 3 ombudsplatser
Gabriel Mousa

Eva-Lena Kill

Kerstin Alfredsson
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Foredragningslista
Individuell Mianniskohjilps (IM) 78:e arsmote 13 maj 2023

Digitalt via Zoom och Suffra

1. Arsmétesférhandlingarna 6ppnas.

2. Val av métesordforande.

3. Godkiannande av arbetsordningen.

4. Val av sekreterare att fora dagens protokoll.
5. Faststillande av rostlangd.

6. Val av tva deltagare att jamte ordféranden justera protokollet samt att
vara rostraknare.

7. Arsmotets behoriga utlysande.

8. Godkinnande av foéredragningslistan.

9. Upptoljning tidigare arsmotesbeslut.

10.  IM:s arsredovisning 1 januari - 31 december 2022, bilaga 1.

11.  Foredragning av revisionsberittelsen for rikenskapsaret 1 januari -

31 december 2022, bilaga 1.
12. Faststillande av resultat- och balansrikning,

13, Praga om ansvarsfrihet at den avgaende styrelsen.
14. Proposition 2023:1: Ombudsfordelning till det nationella arsmotet 2024.
15.  Proposition 2023: 2: Medlemsavgift 2024.

16.  Proposition 2023:3: Stadgar.

17. Proposition 2023:4: Forhallande till Sverigedemokraterna.
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18.

19.

20.

21.

22.

23.

24.

206.

27.

28.

29.

Motion 2023:1: Mangtaldspolicy.
Forslag till principer f6r arvodering av ordférande.
Forslag fran IMs valberedning angiende arvoderad ordférande 2023-2025.

IMs valberedning.

Valberedningens arbete.

Foredragning av valberedningens férslag och presentation av de
aktuella kandidaterna.

Valberedningen foreslar arsmotet att fastsla antalet ledamoter 2023 till
en (1) ordférande, sju (7) ordinarie ledaméter och tva (2) suppleanter.

Val av ordférande i IMs styrelse.
Valberedningens forslag.

Val av styrelseledamoter i IMs styrelse.
Valberedningens forslag,

Val av styrelsesuppleant i IMs styrelse.
Valberedningens forslag,

Val av revisoret.

Valberedningens forslag.

Val av revisorssuppleanter.

Valberedningens forslag.

Val av valberedning.

Valberedningen forslar arsmotet att fastsla antalet ledamoter 1 valberedningen
2023 till fyra-sex (4-0) ledamoéter. Fram till drsmotet 2023 ser valberedningen ut
sd hdr: Mimmi Alladin, IM Stockholm il 4r 2023 (invald 2021)

Sofia Emanuelsson, IM Géteborg till ar 2023 (invald 2021)
John Tumpane, IM Stockholm till ar 2023 (invald 2017)
Tove Holmstrém, IM Linkoping till ar 2024 (invald 2018)
Mikaela Person, IM Stockholm till ar 2024 (invald 2022)

Ovriga frigor.

Arsmétesf(’jrhandlingama avslutas.
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Arbetsordning Individuell
Minniskohjalps arsmote 2023

Pa arsmotet ar det manga personer som ska komma fram till saker gemensamt. Nar
man ir manga ar det alltid viktigt att se till att alla far komma till tals. Darfor ar det
viktigt med en arbetsordning som bestimmer vilka regler och vilket arbetssitt som
ska gilla under arsmotet. Vid ett digitalt arsmote dr det av extra vikt med tydliga
regler f6r vem som pratar nar.

Arsmétet bestir av tva delar: plenum (helgrupp) och péaverkanstorg
(gruppdiskussioner).

Paverkanstorg dr grupper som diskuterar och bearbetar beslutstérslagen innan de
lyfts 1 plenum. Plenum ar nir forhandlingarna leds av métesordférande.

For arsmoétet 2023 sker paverkanstorget i ett separat mote nagra dagar innan sjilva
arsmotet dir plenumférhandlingarna kommer att ske.

()
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Rostlingd

Nir forhandlingarnas 6ppnas 1 Zoom justeras rostlingden genom att rikna antal
nirvarande ombud som registrerat sig i arsmotesverktyget Suffra. Hilften av de
valda ombuden ska vara niarvarande for att motet ska vara beslutsmassigt.
Ombuds rostritt ska styrkas med dokumenterat beslut fran lokalférening
(arsmotesprotokoll eller eventuellt styrelseprotokoll). Ombuds rostratt kan ej
overforas utan beslut frin lokalféreningen, exempelvis faststallda ersattarlistor.
Ett ombud kan ha minst 1 och max 2 mandat.

Yrkande- och yttranderitt

/7
0‘0

) )
0’0 0’0

) )
0’0 0’0

) ) )
0’0 0’0 0’0

Ombud fran lokalférening har yttrande-, forslags- och rostratt under samtliga
punkter.

Ovriga medlemmar har yttranderitt under samtliga punkter.

IM:s nationella styrelse har yttrande-, forslags- och rostritt. Rostritten giller
dock inte 1 friga om den nationella styrelsens forvaltning, beviljande av
ansvarsfrihet och inte heller vid val av styrelsemedlemmar och revisorer.
Valberedningen har yttrande- och forslagsritt under punkterna som ber6r val av
styrelse och revisorer samt arvodering av ordférande.

Revisorerna har yttrande- och forslagsritt under samtliga punkter
Moétespresidiet har yttrande- och forslagsratt under samtliga punkter samt ritt
att forbise yrkandestopp vid jamkning,

IM:s anstillda ger sakupplysningar och svarar pa sakfragor fran deltagarna.
IM:s anstillda och fortroendevalda leder gruppsamtalen under paverkanstorget.
Yrkande- och nomineringsstopp giller enligt tid satt av motespresidiet.
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Mote i Plenum (helgrupp)
% Varje punkt i dagordningen kommer gés igenom i féljande steg:

Presentation av punkten

Fragor

Presentation av eventuella andra forslag
Debatt med talarlista

Sammanstillning forslag (propositionsordning)

SIS

Omrostning

+ Talarlistan regleras genom Suffra dir du sitter upp dig for att tala.

% Vid inledande presentationer giller inga tidsbegrinsningar. Ovriga anféranden ir
tidsbegransade till tva minuter. Under moétet kan vem som helst lyfta en
ordningsfriga om att justera talartidsbegransningen, beslut om justering av
talartidsbegrinsning tas av motespresidiet.

+ Styrelsens proposition och motionirens forslag ar huvudforslag. Mot
huvudférslaget stills 6vriga yrkanden och slutligen stills det slutgiltiga forslaget
mot avslag,

**  Omrostningar kommer i forsta hand att ske med r6stning via Suffra och i andra
hand med acklamation (alla siger ja).

*¢ Det finns tre sitt att bryta motet:

1. Ordningsfraga — t.ex. begiran om paus eller 6nskemal om foértydligande
fran presidiet. Ordningsfragor regleras genom Suffra.

2. Sakupplysning — kort upplysning som kan underlitta eller férkorta
debatten, far inte vara argumenterande. Sakupplysning regleras genom
Suffra.

3. Replik — endast som svar pa tal for ndgon som kinner sig personligt
pahoppad. Replik regleras genom Suffra.

% Sirskilt viktigt att tinka pa i samband med digitala méten ar:
1. Att undvika bakgrundsljud.
2. Att stinga av mikrofonen nir du inte talar.
3. Att stinga av kameran om det gir trogt eller ljudet hackar.
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Piverkanstorg

) )
0’0 0’0

Paverkanstorget sker innan arsmétet, den 8 maj, 18.00-20.30.

Pa paverkanstorget diskuteras och bearbetas beslutsférslagen infér omrostning
och beslut i plenum.

Moétet med paverkanstorg delas in 1 tva delar dir varje punkt diskuteras under
tva pass. Deltagarna viljer vilken torgplats de vill borja pa under respektive pass
och kan sedan sjilva flytta sig mellan torgplatserna under passen.

Efter paverkanstorget 6ppnar méjligheten att ligga yrkanden i Suffra. Anstillda
finns tillgingliga under veckan for stod till ombud som vill ligga nya yrkanden.
Yrkandestopp ar 12.00 fredagen den 12 maj.

Tillganglighet

Samtliga handlingar ska finnas tillgingliga i digital form och fysiska kopior ska
skickas ut om ombud sa begir.

Samtliga yrkande inkomna under arsmotet ska tillgangliggoras saval 1 text som i
tal.

Vid r6stning med acklamation kan votering begiras genom att ett ombud sitter
pa sin mikrofon och sager votering. Rostningen gors da om 1 Suffra.

Reservation

L)

)

Val

L0

R/ R/
0‘0 0‘0

Om en eller flera ombud anser att ett beslut fattat av arsmotet ar felaktig kan
reservation mot beslutet goras. Detta skall ske skriftligen och ha inkommit till
motespresidiet innan arsmotets avslutande. En reservation skrivs in 1
protokollet.

Val av personer till styrelse och revisorer sker genom att valberedningens forslag

Signerat AL, MS, BNC, SH/;

stalls mot avslag,
Alla val sker 1 Suffra.
Person med flest roster viljs.
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Proposition 2023:1 -

Ombudstordelning till det nationella
arsmotet 2024

Inledning
I § 4:d 1 stadgarna star det foljande:

Omibudsfordelningen till det nationella darsmitet baseras pa antalet betalande medlemmar per
lokalfirening vid slutet av foregiende dr. Varje lokalfirening tilldelas ett ombud i grund. Ovriga
ombudsplatser fordelas enligt fordelningsmodell som besiutas av arsmotet, med ett maxantal om 65
ombudsplatser.

Utifran stadgetexten ska de nirvarande ombuden pa det nationella arsmotet 2023
besluta om vilken férdelningsnyckel som ska gilla fOr att ta fram antal ombud till
arsmotet 2024. Detta dr ett beslut som kommer varje arsméte. For beslut om
ombudsfordelning till det nationella arsmotet 2024 presenterar styrelsen hiarmed ett
torslag pa fordelning,

Underlag for beslut

Arsmotet 2022 beslutade om en torindring i dd gillande férdelningsnyckel f6r antalet
ombud till nationella arsmotet. Styrelsen foreslar arsmotet att behalla samma modell

som tagits fram med grund i f6ljande faktorer:

- Forhallande mellan stora och smé foreningar (en stor férening ska inte ensam

kunna rostamot Ovriga féreningar).
- Mojligheten for 6kat antal ombud med 6kat antal medlemmar.

- Hur vi vixer utan att f6r snabbt sla i, det enligt stadgarna reglerade, taket med 65
ombud.
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Forslag pa fordelningsnyckel till arsmotet 2024

Antal medlemmar

Grundmandat 1
50 2
150 3
300 4
450 5
600 6
750 7
900 8
1050 9

Styrelsens forslag till beslut
IMs styrelse foreslar att arsmotet 2023 beslutar:

Att anta den foreslagna ombudsfordelningsnyckeln f6r arsmotet 2024.
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Proposition 2023:2 —
Medlemsavgift 2024

Inledning

Enligt IMs stadgar ska arsmotet varje ar faststalla medlemsavgiften. Tidigare har
detta enbart varit en punkt pa dagordningen men styrelsen vill nu 6ppna upp 1
transparensen kring beslutet och viljer darfor att formulera underlag till beslut som

en proposition till arsmotet.

Med hinvisning till detta yrkar styrelsen pa att lita medlemsavgiften att kvarsta pa
100 kr per ar med fortsatt mojlighet for styrelsen att kunna sinka medlemsavgiften
tor nya medlemmar, generellt eller specifika malgrupper, under en begrinsad
tidsperiod.

Styrelsens forslag till beslut
IMs styrelse foreslar att arsmotet 2023 beslutar:
Att medlemsavgiften for 2024 ar oférindrad 100 kr per ar.

Att arsmotet ger styrelsen moijlighet att under 2024 kunna sinka medlemsavgiften for
nya medlemmar, generellt eller specifika malgrupper, under en begransad tidsperiod.
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Proposition 2023:3 — Stadgar

Inledning

Portalparagrafen i vira stadgar anger riktningen f6r IM och ar organisationens hogsta
vagledande princip. Portalparagrafen behéver vara langsiktigt hallbar samtidigt som
den ska spegla var faktiska inriktning, Nar den skrevs sist blev den val detaljerad
kring vilka verksamheter IM ska bedriva med en blandning av hogt och lagt. Det blir
problematiskt att ange enstaka aktiviteter eller metoder. Dels da dessa forindras 6ver
tid, dels for att det ser vildigt olika ut i olika delar av varlden. Samtidigt saknas i
nuvarande stadgar IMs vision som dr det som frimst ska vigleda oss. Dirfor onskar
styrelsen formulera om portalparagrafen med en tydlig riktning (IMs vision) och ett
tydligt uppdrag (eller mission). Det ér viktigt att det dr drsmotet som dger bade vision
och uppdrag. Dessutom behdéver vi hitta ritt niva for att nagot som siger mer om
hur vi arbetar pa en 6vergripande niva. Med anledning av detta féreslas en

omskrivning av portalparagrafen.

Portalparagraf enligt nuvarande stadgar:

§1 Andamail

IM Individuell Manniskobjalp/ Swedish Development Partner ar en svensk idéburen, partipolitiskt
och religidst obunden medlemsorganisation. INMs uppdrag dr att synliggira och bekdmpa fattigdom
och utanforskap genom sdval internationellt utvecklingssamarbete, omsesidig integration, fair trade
och global hallbar sambdllsutveckling. IM virnar om medmansklighet och ntgdr fran de mdnskliga
réttigheterna. IM har ett inklnderande synsdtt som innebdr avstandstagande fran alla former av
diskriminering.
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Styrelsens forslag till beslut
IMs styrelse foreslar att arsmotet 2023 beslutar:

Att andra stadgarnas portalparagraf till:

§1 Andamail

IM Individuell Ménniskobjalp/ Swedish Development Partner dr en svensk idéburen, partipolitiskt
och religidst obunden medlemsorganisation. INs vision dr en rittvis och medmdnsklig virld. IMs
uppdrag dr att synliggira och bekdmpa fattigdom och utanforskap savil globalt som i Sverige.

Detta gors i partnerskap med andra organisationer. Engagemang fran medlemmar, volontdrer och
givare dr centralt for att kunna bedriva arbetet. IM utgar fran de mdanskliga rattigheterna och har

ett inklnderande synsdtt som innebdr avstandstagande fran alla former av diskriminering.

Andringsyrkande

Da det smugit sig in ett fel i formuleringen 1 propositionen kommer styrelsen dven

yrka pa en dndring utifran sitt ursprungliga forslag.
Styrelsen yrkar darfor

Att i andamalsparagrafen ligga till ordet huvudsakligen 1 tredje meningen nerifran sa
att meningen blir; Detta gors huvudsakligen 1 partnerskap med andra organisationer.
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Proposition 2023:4 — Férhallande

till Sverigedemokraterna

Inledning

IM ar enligt arsmo6tesbeslut en antirasistisk och feministisk organisation. Det ar nagot

vi som organisation ska vara stolta 6ver och fortsitta att utveckla. Samtidigt befinner

vi 0ss i en ny situation dar ett rasistiskt parti, Sverigedemokraterna, fatt stort

inflytande i bide kommuner, regioner, riksdag och regering,

Pa arsmotet 2014 togs foljande beslut: - "azt IM dr en antirasistisk organisation som tar

avstand fran fascistiska, rasistiska och antifeministiska organisationer och rorelser, - att IM inte i

ndgon form samarbetar med Sverigedemokraterna och andra rasistiska och fascistiska

organisationer.”

Den forsta delen “att IM dr en antirasistisk organisation som tar avstand fran fascistiska,

rasistiska och antifeministiska organisationer och rorelser” ir enkel att leva efter aven idag.

Diremot kan den andra delen om att ”IM inte i ndgon form samarbetar med

Swverigedemokraterna” leda till problem utifran den nya situationen. Da IM dr en

organisation som arbetar globalt kan det ocksa stalla till problem 1 andra

verksamhetslander beroende pa hur man definierar rasistiska och fascistiska

organisationer. Den typen av organisationer finns vid makten pa fler hall.

For att ta nagra exempel:

Nir Sverigedemokraterna styr i en kommun kan da
en lokalférening ta emot bidrag frin kommunen
och/eller kan de triffa kommunens ledning?

Nir Sverigedemokraterna har ordférandeposten i
Riksdagens utrikesutskott, kan da IMs tjanstemin
eller nationell styrelse tacka ja till inbjudan till
utrikesutskottet?

Om Sverigedemokraterna Gverviger att ta ett for
IMs rittighetsbirare daligt beslut, men vill ha IMs
synpunkter pa ett moéte fére beslutet, kan da IM
traffa Sverigedemokraterna och framfoéra detta?

IM arrangerar ett panelsamtal med politiska
foretradare, ska vi dd bjuda in representanter f6r SD?

Nir ett hindunationalistiskt parti styr i Indien pa
manga niviaer, vilken relation ska IM ha till dem?
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Styrelsen menar att vi hir moéter representanter for
kommunen och det ingar i vart uppdrag att
interagera med beslutsfattare, myndigheter och
politiskt styrda organisationer.

Styrelsen menar att vi hir moéter representanter for
riksdagen och det ingar 1 vart uppdrag att interagera
med beslutsfattare dven pa riksdags och
regeringsniva.

Styrelsen menar att vi maste ta debatten 1 de fall vi
bjuds in till offentliga arenor. Att framfora
synpunkter och argument ér inte att likstalla med
samarbete.

Styrelsen menar att vi 1 detta fall inte bjuder in
representanter for SD. Vi vill inte ge dem synlighet
pa vara arenof.

Styrelsen menar att vi hir ska resonera pa samma
sitt som i Sverige. Att vi har moéter beslutsfattare och
representanter for myndigheter och politiskt styrda

rganisationer.
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Styrelsen menar att detta dr nagra exempel och att det inte via beslut eller policyer gar
att exakt ange hur IM ska agera i olika situationer. Hir maste vi lita pa omdomet hos

tortroendevalda och tjanstepersoner.

Styrelsens forslag till beslut
IMs styrelse foreslar att arsmotet 2023 beslutar:
Att sla fast att IM ar en antirasistisk och feministisk organisation.

Att utéver det inte pa arsmotet sl fast ytterligare specificering

Att i och med detta upphava beslutet fran 2014 att IM inte i nagon form samarbetar med
Sverigedemokraterna och andra rasistiska och fascistiska organisationer.”
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Motion 2023:1 Mangfaldspolicy

Nir vi gick med 1 Malmo lokalforeningens styrelse och startade IM Young i Malmé
torra aret fick i forsta hand uppleva vilka som sokte sig till organisationen, och vilken
malgrupp IM har i Sverige. Efter ett ar av rekrytering ar vi nu en grupp dar
majoriteten 4r vita, blonda tjejer. Vi tror inte att anledningen till detta dr inte att andra
grupper i samhillet inte har ett intresse av att arbeta med paverkansarbete, utan att
IM tilltalar en viss malgrupp. Jamfoért med andra organisationer i Malmo, som till
exempel Hela Malmé och Tillsammans i forening, som har ett helt annat utseende

tor att aktivt arbetar med inkludering och att marknadsfora sig till olika grupper 1
samhillet.

Mangfald innebir i grunden att bedéma personer utifran deras kompetens, ge alla
lika mojligheter och rittigheter och motverka diskriminering. Mangfald inom en
organisation ir essentiellt fOr att visa upp en rittvis representation av samhallet och
for att utveckla en inkluderande organisationskultur. En policy syftar till medvetet
och kontinuerligt arbete i organisationen med fragor kring diskriminering, mangtfald

och normkritik.

Ett forsta steg 1 att ta fram en mangfaldspolicy ar att géra en nulagesanalys som
innefattar en kartliggning av organisationen, dess kultur och personalens demografi.
Det ger en tydlig bild av organisationens nuvarande mangtald och vilka
torbittringsomraden som finns. Direfter kan organisationen ta nasta steg i sin
torandringsprocess genom att formulera tydliga mal, ta fram en klar
ansvarsfordelning, och inféra en regelbunden utvirdering,

Med anledning av det som beskrivits ovan féreslir IM Young Malmé att IMs
nationella drsméte beslutar:

Att det tas fram en mangfaldspolicy inom IM.

IM Young Malmé6, Malmo, 18 mars 2023
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Styrelsen svar pa motion
2023:1 - Mangfaldspolicy

Motionen
IM Young inom lokalféreningen i Malmo yrkar:

Att det tas fram en mangfaldspolicy inom IM

Styrelsens svar

IMs nationella styrelse dr glada 6ver denna motion fran IM Young och IM Malmo.
Styrelsen haller med om vikten av fortsatt utveckling mangfaldsarbete dir en
mangfaldspolicy ir ett klokt nasta steg.

IMs nationella styrelse foreslar arsmotet:
Att bifalla motionen

Att bjuda in foretradare f6r medlemsrorelsen i arbetet med policyn

()
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Forslag till principer {0r
arvodering av ordforande

Vid arsmoétet 2022 fick valberedningen i uppdrag att se 6ver principer f6r arvodering
av ordférande i syfte att sikerstilla ett brett rekryteringsunderlag,

Som ett led i arbetet har valberedningen studerat principer for arvodering 1 andra
bistindsorganisationer med verksamhet i Sverige. Slutsatsen ér att det ser mycket
annorlunda ut. Skillnaderna férklaras sannolikt av att ingangsvardena - sett till bl.a.
organisationernas storlek etc - dr olika. Verksamhetens omfattning paverkar
utformningen av uppdraget som ordférande. I en svensk kontext tillhor inte IM en

av de stOrsta.

De senaste 10 aren har aktivitetsnivan for IM:s ordférande varit mellan 20 och 50
procent av en heltid. Valberedningen bedomer inte att ordférandeuppdraget i IM ar
tillrdckligt omfattande for att utgora en huvudsaklig sysselsittning utan att det
handlar dven fortsittningsvis om ett uppdrag som omfattar 20 till 40 procent av en
heltid.

Arvodesnivan for detta arbete har legat konstant senaste aren och inte justerats for
inflation eller andra faktorer (motsvarande 40 000 kr 1 manaden for en heltid). I
dagslige ar arvodet satt till 10 000 kronor i manaden, dvs 25 % av en heltid.
Valberedningen bedémer att arvodesnivan bor justeras for att mojliggora dven for
personer mitt i karridren att vara ordforande f6r IM och att den bor knytas till ett
belopp som lopande revideras. Hittills har arsmotet fattat beslut om omfattningen av
arvoderingen varje ar. For att underlitta f6r planering och kontinuitet i foreningens

ekonomi foreslas att beslut fattas vartannat ar framovet.

Mot denna bakgrund- och f6r att moéjliggora ett brett rekryteringsunderlag
foreslar valberedningen att arsmoétet beslutar om féljande principer:

Att det for en ordférande 1 arbetsfor alder ersatts forlorad arbetsinkomst, dock hogst

till ett belopp som motsvarar en arvoderad riksdagsledamot (f6r en heltid).

Att principen for en ordférande som ir pensionerad bor vara att arvodesnivan
motsvarar ett prisbasbelopp (f6r en heltid)

Att det f6r en ordférande upp till 65 ars dlder utgar tjanstepensionsersattning,

Att uppdragets omfattning beslutas av drsmotet vartannat ar. Som riktvirde anges 25
procent av en heltid.
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Forslag fran IMs valberedning

angaende arvoderad
ordforande 2023-2025

Det ir valberedningens ansvar att ligga fram forslag om eventuell arvodering av IMs
styrelses ordférande. Beslut om ordférandes arvodering tas darfor pd organisationens

arsmote for ett ar 1 taget.

Inf6r arsmotet 2023 anser valberedningen att arvodering till ordférande ska
bibehallas pa den nivd som arsmotet fattade vid arsmotet 2020. Bedémningen gors
att en fortsatt arvoderad styrelseordférande skulle gynna IM, dess medlemmar,

grupper och lokalféreningar.

Darfor foreslar valberedningen arsmétet:

Att ordférande ges en ersiattning som uppgar till en fjirdedel av ett prisbasbelopp
(vilket f6r 2023 blir 13 125 kr) i manaden fram till arsmotet 2025.

Att nytt beslut om ersittning till ordférande tas pa arsmétet 2025.
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Valberedningens forslag till
IMs arsmote 2023

Valberedningen foreslar arsmotet:

—  att fastsla antalet ledamoter 2023 till en (1) ordférande, sju (7) ordinarie
ledaméter och tva (2) suppleanter.

—  att vilja en styrelse enligt nedan forslag.

Forslag till nyval av ordférande, nyval och omval av
styrelseledamoéter, omval av suppleanter samt nyval av
auktoriserade revisorer.

Ordforande
Omval 1 ar
Gabi Bjorsson, Stockholm

Gabi ir utbildad inom statsvetenskap och har jobbat med manskliga rittigheter sedan
mitten av 1980-talet inom organisationer i det civila samhaillet. Hon har erfarenhet av
rittvise- och hallbarhetstragor, utvecklingssamarbete och ledarskap inom den ideella
sektorn. Gabi var fram tills pension i 2017 generalsekreterare for Afrikagruppena.
Hon anser att civilsamhillets insatser for demokrati i varlden dr viktigare dn nagonsin

och tror pa en rittvis varld genom 6msesidig solidaritet mellan manniskor.

Ordinarie ledaméter
Nyval 2 ar
Bahman Pourjanaki, G6teborg

Bahman Pourjanaki har under de senaste tio aren arbetat med lokal
omradesutveckling, demokrati, foreningsutveckling, kultur och folkbildning. Han har
mangarig erfarenhet av arbete i omriden med socioekonomiska utmaningar med
fokus pa social hallbarhet genom inkludering och rittvis foérdelning av makt och
resurser. Bahman har dven arbetat som verksamhetsledare inom folkbildningen. Han
har studerat Globala Studier. Bahman ligger stor vikt vid lingsiktighet, ihdrdighet
och fortroendeingivande samarbeten i de uppgifter som han tar sig an.
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Omval 2 ar
Nina Axman, Visteris

Nina ir Vice President Global Operations pa Sandvik Rock Tools med ansvar for
foretagets globala fors6trjningskedja och produktion. Hon dr civilingenjor i industriell
ekonomi och har sedan examen péa Lunds Tekniska hogskola haft en internationell
ledarskapskarridr inom tekniktunga globala bolag. 2020 utsdgs hon till Framtidens
Kvinnliga Ledate av Ledarna/WES. Ninan vill anvinda sina kompetenser,
erfarenheter och sitt natverk fran naringslivet till att stirka och utveckla IM. Hon
brinner for att skapa ett vilkomnande och inkluderande klimat i Sverige samt att
starka flickors och kvinnors rittigheter och stallning varlden over.

Josefin Daleskog, Stockholm

Josetin har fil. kand. i socialantropologi och statsvetenskap och har arbetat i statlig,
kommunal och idéburen sektor och mer dn tio ar i olika roller pa’ temat migration
och integration. Hon arbetade pa’ IM mellan 2010-2015 som chef for
Stockholmskontoret, och var innan dess ideellt aktiv under manga ar, bade i Sverige
och utomlands. Idag 4r hon programhandliggare f6r kommunala partnerskap pa
Internationellt center for lokal demokrati (ICLD). Josefin vill bidra till styrelsens
arbete med sin erfarenhet av IM som roérelse och sitt stora engagemang for
civilsamhillet och kunskap om demokratifriagor, inkludering och delaktighet.

Suppleanter
Nyval 2 ar
Magnus Falkl6f, Uppsala

Magnus har en ling bakgrund fran idéburen sektor som chef, organisationsutvecklare
och ekonom. Magnus ar utbildad ekonom och pedagog. Som chef f6r Concord
Sverige har han verkat for att skapa bista mojliga forutsittningar for
civilsamhillsorganisationer att paverka hallbarhetsagendan nationellt, inom EU och
gentemot FN. Under nirmare 30 ar har han varit engagerad lokalt, nationellt och
internationellt med rittvis handel. Empowerment, medlemsstyrning och
inkluderande organisationskultur har varit ledord i Magnus arbete. Magnus trivs bast
med uppdrag dir han kan bidra och lira i 6msesidigt samspel med andra. Magnus
hoppas kunna medverka till en fortsatt utveckling av IM till en modern organisation.
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Befintliga ledaméter i styrelsen
Ordinarie ledaméter

Helene von Wachenfelt, H66+

Reza Javid, Skovde

Hanna Hallin, Stockholm

Josefin Carlring, Vallentuna

Suppleanter

Rebecka Lettevall, Malmo

Inkallelseordning suppleanter:
1. Rebecka Lettevall
2. Magnus Falklof
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Revisorer

Fortroendevald revisor

Omval 1 ar

Peter Tengelin, G6teborg
Fortroendevald revisorssuppleant
Omval 1 ar

Gunilla Axelsson, Link6ping

Auktoriserad revisor

Omval 1 ar

Auktoriserad revisor

KPMG AB

Auktoriserad revisorssuppleant
Omval 1 ar

Peter Cederblad, KPMG

For mer information om kandidaterna, kontakta valberedningen pa
valberedningen@manniskohjalp.se. For information om den sittande styrelsen, se

IM:s hemsida, www.imsweden.org,
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IM ir en idéburen, obunden medlemsorganisation som
kimpar for en jimlik och medminsklig virld. Vi arbetar
globalt i samarbete med lokala aktorer for att mianniskor
av egen kraft ska kunna ta sig ur fattigdom och
utanforskap. Med utgangspunkt i de mainskliga
rattigheterna verkar vi for en héllbar virld och tar
avstand fran all form av diskriminering.

Trollebergsvigen 5
SE-222 29 Lund
Sweden

Tel +46 46 32 99 30

info@imsweden.org

Pg 90 07 06-3
BG 900-7063

Org.nr 845 000-0768

www.imsweden.org
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Bilaga 2: Uppf6ljning av arsmotesbeslut IM 2022 (pa arsmotet 2023)

§ 17 Motion 2022:1: Fair Trade-utbildning pa folkhogskola

IM Umea lokalférening yrkade:

Attl IM:s arsmote rostar for att anordna en arligen aterkommande Fair Trade-utbildning vid en
folkhogskola.

IMs styrelse yrkade:
Att2 avsla motionen

Att3 arsmotet ger styrelsen i uppdrag att, i samband med framtagandet av den nya strategin, se 6ver
vilka utbildningar som ska erbjudas kopplat till den strategiska inriktningen

Att4 uppmuntra lokalféreningar att samarbeta med folkbildningen (folkhdgskolor och studieférbund)
for att erbjuda utbildningar lokalt.

Arsmotet beslot att: ¢ avsla Att1 e bifalla Att2  bifalla Att3 e bifalla Att4.
Uppféljning Att3:

v" Ny strategi beslutad januari 2023

v Fortsatt satsning p& styrelseutbildningar och erfarenhetsutbyten

v Fortsatta digitala utbildningar (volontarintro, antirasism, feminism, demokrati)

v’ Strategiintro hos samtliga LF i samband med lokala drsmoten; foljs upp med méten fér
lokalféreningarnas styrelser om strategins koppling till den lokala verksamheten i
manadsskiftet augusti/september

v Nytt sitt att jobba med fortbildning:
o IM Talks Foreldsningar och panelsamtal i aktuella @mnen vid behov

o Tisdagsfika (Tuesday Digital Space) kontinuerligt larande i diskussionsform varannan
tisdag

o Aktivisthelg — skapar bland annat verktygslddor for aktivism
o ”Tala klimatrdittvisa” samtalskort
Uppféljning Att4:

v’ Ansvar for respektive lokalférening

§ 18 Motion 2022:2: Antirasism ar mer an bara en stampel

Ordférande IM Stockholm lokalférening yrkade:

Attl en kurs i Antirasism ar en obligatorisk del fér all personal och ideella inom organisationen och
att denna foljs upp kontinuerligt.
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IMs styrelse yrkade:
Att2 avsla motionen

Att3 arsmotet ger styrelsen i uppdrag att sdkerstalla att IM fortsatter utveckla det antirasistiska
arbetet

Attd arsmotet ger styrelsen i uppdrag att sdkerstalla att medarbetare hos IM fortsatt utbildas i
antirasism

Att5 arsmotet ger styrelsen i uppdrag att tillse att alla ideella inom IM erbjuds méjlighet att delta i
antirasistisk utbildning

Att6 arsmotet ger styrelsen i uppdrag att, i samband med framtagandet av den nya strategin, se 6ver
vilka utbildningar som ska erbjudas kopplat till den strategiska inriktningen.

Arsmétet beslét att: avsla Att1 e bifalla Att2 e bifalla Att3  bifalla Att4 e bifalla Att5 e bifalla Att6.
Uppféljning Att3 och Att4:
Under 2022 har bland annat foljande arbete genomforts:

v" Publicerat e-kurs om antirasism och pushat fér den pd intranatet.

v' Maétning av férekomsten av diskriminering, med uppféljande férdjupning pa interna moten
v Internutbildning fér People&Culture i “normbérare, mikroaggressioner och minoritetsstress”.
v

Konsulthjalp att titta pa var rekryteringsprocess, vilket har lett till en uppdatering av alla vara
verktyg och processer for rekrytering for att minimera risken for exkludering.

v Utbildning for alla anstillda om normer, mikroaggressioner, minoritetsstress och att vara
allierad.

Under 2023:
v" Fran februari 2023 inkluderas e-kursen om antirasism i onboardingprogrammet fér anstéllda.
v" Planerar uppfdljande jamlikhetsdata-undersékning i Sverige.

v' Som ett led i varje regions framtagande av en plan fér “equal rights and opportunities”
kommer workshoppar planeras, dar nyckelkoncept inom antirasism berors, sdsom
mikroaggressioner, minoritetsstress och vithetsnorm.

Uppféljning Att5 och Atté6:

v" Alla utbildningar som kan géras digitalt promotas i “Féreningsnytt” (till IMs fértroendevalda)
varje termin. | e-kursen "Volontarintroduktion”, som alla ska ga (och som man far info om via
den Overenskommelse man ska skriva pa som volontér), ndmns ocksd méjligheten att ga fler
digitala utbildningar (bland annat e-kursen om antirasism). Info om den antirasistiska e-
kursen lyfts dven regelbundet i nyhetsbrev och sociala medier. Hosten 2022 borjade vi méata
hur manga som gar e-utbildningen:

o Utbildningen kring Antirasism har 8 personer gatt 5 kanner sig mycket starkta, 2
tycker att den var helt ok och 1 att personen inte lart sig nagot nytt.

v' ”Manual fér trygga métesplatser” fér att hjilpa LF att hantera mikroaggressioner och rasism
inom sina aktiviteter har tagits fram i bérjan av 2023.

v Erfarenhetsutbyte hésten 2023 med fokus pa avkolonialisering

Transaktion 09222115557492874305 Signerat AL, MS, BNC, SH




§ 19 Motion 2022:3 Digitalt forum for lokalforeningar

IM Umea lokalférening yrkade:

Attl IM:s nationella kansli ombesorjer ett gemensamt digitalt forum dit alla lokalféreningar inbjuds
att delta (styrelse och volontarer).

IMs styrelse yrkade:

Att2 arsmotet utover detta ger styrelsen i uppdrag att se 6ver samtliga motestillfallen mellan
nationell styrelse och lokalféreningar samt mellan kansli och lokalféreningar fér att samordna och
utveckla dessa.

Arsmétet beslot att: o bifalla Att1 e bifalla Att2.
Uppféljning Att1:

v' Det finns i dagsldget en Facebookgrupp som ér till fér alla aktiva och administreras av
lokalféreningen i Umea. Fragan lyftes pa erfarenhetsutbyte dar detta sags som den fortsatt
béasta |6sningen.

Uppféljning Att2:

v" Den vardagliga kontakten mellan lokalférening och nationell niva sker genom att respektive
lokalférening har var sin tilldelade féreningsutvecklare. Genom dessa finns mojligheter till
annat stod fran andra medarbetare hos IM. Ett viktigt motestillfalle utdver arsmotet ar
erfarenhetsutbytet som hdsten 2022 genomfordes i Goteborg.

v' Ldpande bjuder ordférande och GS in samtliga ordféranden till digitala méten infér varje
nationellt styrelsemote for att stamma av laget, lyfta eventuella fragor och informera om vad
som ar pa gang i den nationella styrelsen. Ledamoter fran nationella styrelsen har ocksa
deltagit i lokalfoéreningarnas arsmoten. GS och ordférande har gemensamt och/eller var for
sig besokt nagra av lokalféreningarna pa plats.

v"Under 2023 kommer samtliga datum fér kommande ordférandetraffar att skickas ut strax
efter det nationella arsmétet och styrelsen avser att genomfora en enklare enkét kring vara
olika motesformer for att utveckla detta vidare.
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Organisationsnummer 845000-0768

IM innehar 90-konto:

Plusgiro 900706-3 (901703-9, endast for OCR-inbetalning)

Bankgiro 900-7063

IM:s tidskrift Medmansklighet ges ut till organisationens

givare och medlemmar med minst fyra nummer per ar.

IM:s huvudkontor och sate Trollebergsvagen 5, 222 29 Lund

Telefon 046-32 99 30
E-postadress info@imsweden.org
Generalsekreterare Martin Nihlgard 046-32 99 35

imsweden.org

SVENSK
INSAMLINGS
KONTROLL

KONTO

tryggt
givande

givasverige

Arsredovisning for riikenskapsaret
2022-01-01-2022-12-31

Styrelsen for IM, Individuell Manniskohjalp, organisationsnummer 845000-0768,

avger hirmed foljande arsredovisning.

Forvaltningsberattelse

Belopp inom parentes avser 2021.

Om verksamheten

IM &r en idéburen medlemsorganisation som kédmpar
for en jamlik och medmansklig varld. Vi arbetar glo-
balt i samarbete med andra aktérer for att manniskor
av egen kraft ska kunna ta sig ur fattigdom och utan-
forskap. | vart arbete utgar vi fran de méanskliga rattig-
heterna och tar avstand fran all form av diskriminering.

Vi arbetar for att starka individers egenmakt och
civilsamhallens handlingskraft med sarskilt fokus pa
kvinnor och unga. Vi ser oss som mojliggérare for
samhallsférandring dar malet ar full jamlikhet samt en
stark och motstandskraftig demokrati. Darfor framjar
vi allas réatt till social och ekonomisk inkludering och
varnar om ett starkt civilsamhalle med utrymme att
verka.

IM arbetar ocksa for att all forandring ska vara hall-
bar ur ett socialt, ekonomiskt och miljdmassigt pers-
pektiv. Vi férsvarar alltid principen om alla manniskors
lika varde och tror pa manniskors inneboende kraft att
forandra sin situation. | vart arbete har vi standigt ett
feministiskt och antirasistiskt forhallningssatt.

Vi beskriver vara samarbeten som ett ekosystem
av partners, dar alla har olika roller som ser till att hel-

2 ™ arsredovisning 2022
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heten fungerar. | ekosystemet finns de organisationer
som vi pa olika satt stdéder med pengar och andra

resurser, men aven aktorer som vi samarbetar med
pa andra satt. IM ar en likvardig del i ekosystemet.

IM arbetar tillsammans med partners i manga
lander. Under 2022 hade vi formella, langvariga
avtal med partners i tretton lander: El Salvador,
och Guatemala; Malawi, Swaziland, Zambia och
Zimbabwe; Moldavien och Ukraina; Jordanien,
Libanon och Palestina; Indien och Nepal. | flera
andra lander hade vi andra former av partnerskap
och samarbeten. | Sverige drevs verksamhet av
IM:s lokalféreningar.

IM ar en demokratiskt uppbyggd medlemsorgan-
isation. Hogsta beslutande organ ar arsmétet som
utser styrelsen. IM praktiserar representativ demo-
krati, vilket innebéar att lokalféreningar star som rep-
resentanter for sina medlemmar och det ar genom
lokalféreningarna som medlemmarna kan paverka.
Alla medlemmar ar kopplade till en lokalférening.

En stor del av IM:s intékter kommer fran privata
givare. Till det kommer bidrag fran institutionella
givare med Sida som enskilt storsta givare.
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Resultat och stéllning + Att vid oférutsedda negativa héndelser kunna
ta vart ansvar som arbetsgivare och i stdd till

IM:s sammanlagda verksamhetsintékter (gavor, bidrag, A N ;
partners under en évergangsperiod.

varuforsaljning och dvriga rorelseintakter) uppgick till
134 706 tkr (145 503). * Anvandning av eget kapital ska beslutas av och
Erhallna gavor fran enskilda givare (inklusive testa- aterrapporteras till styrelsen.

menten), stiftelser och fonder, féretag och insamlade
medel inom ramen foér Varldens Barn-kampanjen min-
skade till 57 987 tkr (63 198), mestadels beroende pa
att intdkterna fran testamenten minskade med 8 336
tkr, men dér det enskilda givandet 6kade med 4 233 * Hogst 150 procent av de totala, budgeterade,
tkr. Utdelningen fran Humanfonden 6kade ocksa och verksamhetskostnaderna under innevarande ar.
uppgick till 502 tkr (393). Erhallna bidrag minskade
till 75 448 tkr (77 602), till storsta delen beroende
pa utfasningen av projektmedel till enskilda projekt i

Sverige, vilket motsvarar 56 procent (53) av de totala Arets resultat och eget kapital

Storleken pa det egna kapitalet ska darfor uppga till:

» Minst 70 procent av de totala, budgeterade,
verksamhetskostnaderna under innevarande ar.

verksamhetsintékterna. Belopp i tkr
Varuférsaljningsintékterna avseende forsaljning och 220000

royalty fran Humanium Metal minskade till 197 tkr 200 000

(3 772) vilket delvis kan forklaras av en forsiktighet 180 000 M Eget kapital

fran intressenter i att teckna nya avtal, men ocksa att - I Arets resulat

avtalade volymer inte uppnatts. 143 998 146 633
De totala verksamhetskostnaderna 6kade till 140000

132 809 tkr (125 545), vilket kan forklaras av 6kade 120000 101 558 117086

insatser i relation till &ndamélet samt satsningar for 100000 —gg143

att 6ka insamlingen. 80000
Trots att Sida aviserade neddragningar i bistandet, 60 000

och darmed en period av osakerhet i utférandeledet,

dkade dndamalskostnaderna (verksamhetskostnad- ;Z EZZ 13 ana 15 603 27000
erna) till 111 867 tkr (108 091). Under senare delen 2807
av aret kom besked om att det inte skulle bli nagra 0
neddragningar fran Sida avseende 2022. Varufor- -20 000 17 459
saljningskostnaderna fér Humanium Metal minskade 2018 2019 2020 2021 2022
till 128 tkr (492) beroende pa minskad forsaljning.
Administrationskostnaderna minskade nagot till Den ljusgréna rutan markerar hur stort IM:s egna kapital ska vara
1 963 tkr (2 046) medan insamlingskostnaderna enligt styrelsens beslut. Fér 2023 galler nedre grans 101 988 tkr

dkade till 18 851 tkr (14 916) beroende péa nya och och 6vre gréns 218 546 tkr.
utékade satsningar for att 6ka insamlingen, bland
annat inom omradet institutionella givare.

Till IM:s egna medel 6ronmarkta for olika specifika
andamal, andamalsbestamda medel, har avsatts
297 tkr (450) och utnyttjats 1 196 tkr (525). Storsta
nyttjandet har gatt till humanitara insatser i krigets
Ukraina och i s6dra Afrika.

Vasentliga handelser under
riakenskapsaret

2022 var det fjarde aret for IM:s femariga strategi
med fokus pa stark demokrati och full jamlikhet for

Resultatet av arets verksamhet uppgick darmed till at.t uppna ekonqmisk OC[‘ social inkludering samt ett
3 534 tkr (26 987) vilket gav ett totalt eget kapital vid fritt och starkt civilsamhalle. _
arets utgang uppgaende till 146 633 tkr (143 998). | februari invaderade ryska trupper Ukraina.

Manniskor tvingades pa flykt bade inom landet och
vidare till andra lander, manga till Moldavien. Detta
innebar en stor utmaning for vara partners i Ukraina,
men ocksa for vara partners och medarbetare i
Moldavien. Det langsiktiga arbete som normalt
bedrivs i Ukraina fick stallas om till akuta insatser
med fokus pa att stddja manniskor pa flykt. IM kom
snabbt i gang med insamling till Ukraina och har
under aret fatt in narmare 3 miljoner kronor till detta

+ Egeninsats for att komma at fler institutionella andamal. Ukraina har ocksa varit framtradande i var
givare i linje med vér strategi. kommunikation.

Styrelsen har beslutat om riktlinjen for hur IM:s
egna kapital skall hanteras. Utgangspunkten ar att
IM ska ha en arsbudget i balans. Det vill sédga att det
egna kapitalet inte skall anvandas for att finansiera
I6pande/ordinarie verksamhet. IM ska ha ett starkt
eget kapital att anvanda vid behov. Det egna kapitalet
ska anvandas till:

» Strategiska och tidsbegransade satsningar.
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Invasionen av Ukraina har aven fatt andra
konsekvenser. Regeringen beslutade att ta medel
fran bistandet for att stddja manniskor som flytt fran
Ukraina till Sverige. | april fick IM aviseringar om att vi
skulle drabbas av ekonomiska neddragningar pa runt
40 procent av var finansiering fran Sida. Det gjorde
att vi snabbt sag Oover hur vi skulle kunna anpassa
verksamheten till en avsevart lagre finansiering.
Samtidigt beslutade styrelsen att anvanda IM:s eget
kapital for att sakerstalla stodet till vara partners pa
kort sikt. Senare visade det sig att statens kostnader
for manniskor pa flykt fran Ukraina blev lagre an be-
raknat och beslutet fran Sida landade till slut i att
det inte blev nagra nedskarningar i IM:s medel. De
snabba kasten rérande en stor del av var finansiering
paverkade givetvis verksamheten pa manga satt, till
exempel da insatser sattes pa paus och sedan skulle
startas upp igen. Fokuset pa Ukraina har ocksa gjort
att andra handelser som paverkat var verksamhet
och livet for tusentals manniskor varlden éver har
hamnat i skuggan. Ett par exempel a@r orkanen Ana
som drabbade sddra Afrika och det under aret allt-
mer spanda laget i Palestina.

IM hade under 2022 elva lokalféreningar fran
Umea i norr till Malmé i séder. Antalet medlemmar
Okade under aret till 5 859 (5 360). Det betyder att
antalet medlemmar fortsatter att 0ka for andra aret
i rad. | maj genomférdes IM:s nationella arsmoéte pa
plats i Lund.

Ett stort fokus i hela organisationen har under aret
varit att ta fram IM:s strategi for aren 2024—-2028.
Arbetet inleddes i den nationella styrelsen redan i
januari 2022 och har sedan processats av tjanste-
man tillsammans med bland annat fortroendevalda,
partners och rattighetsbarare. Strategin kommer att
antas i borjan av 2023. IM har skickat in en forsta
beskrivning av var ansdkan fér kommande period,
"Concept Note”, till Sida.

Styrelsen beslutade om nya budgetriktlinjer dar
en storre foérandring ar att vi kommer att budgetera
testamenten utifran 80 procent av den genomsnittliga
intékten fran testamenten de fem senaste aren. For
2023 betyder det att vi har budgeterat 12,5 miljoner
kronor i stéllet for att som tidigare ar budgetera en
fast summa pa 6 miljoner kronor. De nya budget-
riktlinjerna ger ocksa generalsekreteraren storre
mandat att besluta om nya initiativ och akutstdd.
Organisatoriskt har IM under 2022 avslutat tjanste-
mannadrivna projekt i Sverige for att fora dver ett
starkare mandat till lokalféreningarna att vara de
som bestammer utvecklingen av IM:s verksamhet
i Sverige.

Under aret har vi i jdnstemannaorganisationen
fortsatt att utveckla arbetet med sjalvledarskap bland
annat tillsammans med féretaget Sonder. Under
hdsten valde vi att etablera det férsta sjalvstyrande
teamet i samband med att chefen for IM:s verksam-
het i Malawi gick vidare till andra uppgifter.

Maluppfyllelse

IM har for perioden 2019-2023 satt upp mal inom
tolv olika omraden i de regioner vi arbetar i. Tva
ganger per ar bedémer IM, tillsammans med vara
partners, om vi ar pa ratt vag och de férandringar
som skett inom malomradena. Verktyget vi anvander
heter ”IM Progress Tracker” och fokus ligger pa att
mata samhallsférandringar.

Malen handlar om att manniskors rattigheter ska
sakerstallas och att individer ska organisera sig i
grupper for att tillsammans utkréva ansvar av stat
och myndigheter. P4 samhallsniva mater vi hur lagar
och normer tillampas. Vi mater ocksa civilsamhallets
utrymme och kapacitet.

Som ett komplement till matningen har IM aven
samlat in en stor mangd berattelser fran rattighets-
barare och partners. De hjalper oss att forsta IM:s
och vara partners bidrag till de samhallsférand-
ringar vi ser.

Utifran de tolv omraden som vi kontinuerligt mater
ar vi pa ratt vag under 2022. Vi ar framgangsrika
inom de mal som relaterar till samhallsférandringar
pa gruppniva. Grupper ar nu mer organiserade och
kan aktivt arbeta for social och ekonomisk inkludering.
Dessa effekter kan vi direkt relatera till vara partners
arbete med att mobilisera och organisera manniskor
i samhallen i de fjorton lander IM verkar i. Det kan
handla om att manniskor genom organisering kraver
tillgang till samhallsservice och &r med i processerna
kring att ta fram nya lagforslag.

Nar det galler férandringar pa individniva sa ser
vi dven har forbattringar som vi kan koppla till vara
partners arbete. Bland annat har mdjligheten att
forsorja sig sjalv 6kat. Exempelvis har forbattrade
jordbruksmetoder gett stérre skdrdar och manniskor
med funktionsnedsattningar har fatt arbete pa den
reguljara arbetsmarknaden. Vi ser inte riktigt samma
forandringar pa samhallsniva i féorandringar av lagar
och normer. Har ar férbattringarna mer koncentrerade
till nagra regioner och vi kommer troligen inte att na
alla uppsatta mal. Den auktoritara utvecklingen i
varlden paverkar i hog grad méjligheterna inom detta
omrade och det gor att vart arbete ibland handlar mer
om att halla mot an att forbattra.

Miljo och hallbarhet

IM har under 2022 fortsatt att utveckla milj6- och
hallbarhetsarbetet bade i Sverige och globalt.
Organisationen bdrjade tilldmpa klimatvaxling for
resor med flyg vilket innebar att ett paslag pa alla
flygresor reserveras i en intern fond. Under aret
resulterade medarbetarnas totala resande med flyg
i att fonden fylldes pa med 117 834 kronor, medel
som kommer att anvandas for att starka IM och vara
partners klimatarbete under 2023.

Vi har ocksa utvarderat de tre bolag som forvaltar
IM:s kapital utifran hallbarhetskriterier. Det har bland
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annat resulterat i att vi har valt att avsluta samarbetet
med ett av dem.

Ett stort fokus under aret har varit utbildning och
kunskapsspridning kring klimatrattvisa. Ett nummer
av IM:s tidskrift Medmansklighet &gnades at att
introducera begreppet klimatrattvisa for givare och
medlemmar. Arets julkampanj hade klimatrattvisa
som tema. Medarbetare har utbildats i sparning av
koldioxidutslapp och ett globalt partnerméte kring
hallbart jordbruk har arrangerats.

Tva beslut som innebar minskat resande med flyg
togs under aret, aven om detta inte var den enda
anledningen bakom besluten. Det ena var att avsluta
vart utlandspraktikantprogram och det andra att
medlemsresor i fortsattningen kommer att genom-
féras via digitala partnerbesok.

Under aret har IM tagit fram en ny global strategi
for aren 2024-2028. | den ar klimatrattvisa ett tyd-
ligt fokus i var verksamhet. Den innehaller ocksa
betydligt skarpta krav pa oss sjalva nar det galler de
koldioxidutslapp IM bidrar till genom mat, flygresor
och investeringar.

Forvantad framtida utveckling

Med valet av en ny regering med en annan syn pa
bistand och civilsamhalle kommer férutsattningarna
for IM att forandras. Regleringsbrevet till Sida kommer
att fa konsekvenser for IM 2023. IM avslutar under
2023 sin innevarande strategiperiod och pabdrjar
arbetet enligt kommande strategi (2024—2028). Sam-
tidigt gor vi en ny storre ansokan till Sida, dar vi i
nulaget inte vet vilka forandringar som kommer, bara
att det kommer forandringar.

En historiskt hog inflation och en begynnande
lagkonjunktur kommer ocksa att markas av. Vi
kommer att behdva arbeta hardare for vara insam-
lade medel och hitta komplementéra institutionella
givare, samtidigt som vi behéver minska vara egna
kostnader.

FINANSIELLA INSTRUMENT

IM:s styrelse har lagt fast riktlinjer fér IM:s kapitalfor-
valtning och placeringsetiska regler. Fér den I6pande
forvaltningen anlitar IM tva externa forvaltare.

I IM:s policy for placeringar i vardepapper framgar
att det ekonomiska malet med den langsiktiga kapi-
talférvaltningen ar att med ett begransat risktagande
skapa en langsiktig real avkastning om tre procenten-
heter (Konsumentprisindex, KPI + 3 procent) sett dver
rullande femarsperioder.

Investeringar ska goras i ansvarsfulla féretag. De
féretag som IM investerar i ska kdnnetecknas av om-
sorg om god miljé och rimliga sociala férhallanden
samt god agarstyrning. De féretag som IM investerar
i ska ocksa verka i enlighet med de internationella
konventioner som Sverige undertecknat. Darfor ska
IM inte investera i foretag vars produktion av varor
och tjanster anses som olampliga eller oetiska (alko-
hol, pornografi, tobak, vapen), men om det inte gar att
undvika far denna typ av investeringar aldrig 6verstiga
5 procent av organisationens omsattning.

IM har en valutapolicy som reglerar valutahante-
ringen. 50-80 procent av det totala likviditetsbehovet
ska terminssakras for det kommande budgetaret,
eventuella undantag fran policys skall beslutas av
styrelsen.

Transaktion 09222115557482898803

Giva Sveriges kvalitetskod

IM &r medlem i Giva Sverige. Giva Sveriges medlem-
mar maste folja Giva Sveriges kvalitetskod och den
kravstandard som koden bestar av. En extern revisor
ska granska och intyga att organisationen efterlever
koden. Ett krav i kvalitetskoden ar att varje med-
lemsorganisation arligen ska uppratta en effektrap-
port utifran Giva Sveriges mall for effektrapportering.
Effektrapportens syfte ar att for givare, allmanheten
och andra intressenter visa vilken nytta organisatio-
nen gor. IM uppfyller kraven i kvalitetskoden och en
effektrapport finns att Idsa pa imsweden.org.

Risker och osakerhetsfaktorer

De storsta ekonomiska risker och osékerhetsfaktorer
vi identifierat ar:

* Regeringens neddragningar av bistandet. Det
kommer att fa paverkan redan 2023 och skapar
ytterligare osakerhet framat.

» Den ekonomiska utvecklingen globalt som verkar
ga mot lagkonjunktur vilket kan fa stor paverkan
pa var insamling.

 Att varlden fortsatter i auktoritar och icke-
demokratisk riktning. Det kan leda till risker for
vara medarbetare och partners att verka och
som ocksa forsvarar vara mojligheter att fora
Over medel till verksamheterna.

 Klimatférandringarna som pa sikt kommer att
férandra laget pa ett satt som vi idag svarligen
kan forutse. Det har redan boérjat och manga av
de lander dar IM verkar ar redan paverkade.
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IM:s samarbetspartners

INTERNATIONELLT
— partnerorganisationer per land/region

Sydasien

Indien

Appropriate Technology India (ATI)
Centre for World Solidarity (CWS)
Kiran Society

Mount Valley Development Association (MVDA)
National Alliance of Women (Nawo)
Samvad

Sarba Shanti Ayog (SSA)

Shramajivi Mahila Samity (SMS)
Srijan Foundation (SF)

Voluntary Action Network India (Vani)

Nepal

Dalit Social Development Center (DSDC)

Fair Trade Group Nepal (FTG Nepal)

Freed Kamalari Development Forum (FKDF)
Indreni Rural Development Center (IRDC)
Jagaran Media Center (JMC)

Justice and Rights Institute Nepal (Juri Nepal)
Sahakarmi Samaj

Siddhartha Social Development Centre (SSDC)
Society for Environment Education Development (Seed)
Society Welfare Action Nepal (Swan)

Sodra Afrika

Rozaria Memorial Trust (RMT)
Women’s Legal Resource Centre (Wolrec)

Malawi
Centre for Environmental Policy and Advocacy (Cepa)

Centre for Youth Empowerment and Civic Education
(CYECE)

Civil Society Education Coalition (CSEC)
Malawi Economic Justice Network (MEJN)

Sustainable Rural Growth and Development Initiatives
(SRGDI)

Swaziland
Foundation for Socio-Economic Justice (FSEJ)

Zambia
Civil Society for Poverty Reduction (CSPR)

Non-Governmental Organisations Co-ordinating Council
(NGOCC)

Zimbabwe

Chengeto Zimbabwe Trust (CZT)

Deaf Zimbabwe Trust (DZT)

Simukai Child Protection (Simukai)

Zimbabwe Coalition on Debt and Development (Zimcodd)

Centralamerika
Centro Bartolomé de las Casas
Movimiento De Mujeres Indigenas Tzununija

Iniciativa Mesoamericana de Mujeres Defensoras de
Derechos Humanos (IM-Defensoras)

Red de Salud de las Mujeres Latinoamericanas del Caribe

El Salvador

Asociacion Colectiva de Mujeres para el Desarrollo
Local (Colectiva Feminista)

Asociacion Colectivo Alejandria El Salvador

Asociacion Concertacion de Mujeres de Suchitoto
(Concerta)

Asociacion Nuevo Amanecer El Salvador (Anades)

Fundacion de Estudios para la Aplicacion del Derecho
(Fespad)

Fundacion Red de Sobrevivientes y Personas
con Discapacidad de El Salvador (FRS)

Red Coincidir (Coincidir)
Tiempos Nuevos Teatro (TNT)

Guatemala
Actoras de Cambio
Agencia de Noticias Prensa Comunitaria/Canicas

Asociacion de Cooperacion para el Desarrollo Rural de
Occidente (CDRO)

Asociacion de Servicios Comunitarios de Salud (Asecsa)
Cooperacion Indigena para el Desarrollo Integral (Coindi)

Instituto de Estudios Comparados Ciencias Penales
Guatemala/Alianza por Reformas (ICCPG/AxR)

Red de jovenes para la incidencia politica (Incidejoven)

Red Nacional por la Defensa de la soberania Alimentaria
en Guatemala (Redsag)

Ostra Europa

Moldavien
Active Communities for Participatory Democracy (ACPD)

Alliance of Organisations for Persons with Disabilities
from Moldova (AOPD)

Asociatia Motivatie din Moldova (Motivatie)

Center for the Rights of Persons with Disabilities (CRPD)
Centre Partnership for Development (CPD)

Eco Visio

Eco-Razeni

Everyone contributes to the change (FCPS)

Federation for Rights and Resources of People with
Autism Spectrum Disorders (Fedra)

Keystone Human Services Moldova (Keystone)
My City Hall

Parinti Solidari

Youth Media Centre (YMC)

Ukraina

Metalab

NGO "Zahyst” (Zahyst)

STAN Youth Regional Organization (Stan)
Ukrainian National House in Cernovtsy (UNH)
NGO "D.OM.48.24” Prostir Vdoma (Prostir Vdoma)
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Palestina
Ajyal Association for Creativity and Development (Ajyal)

Mellanostern

Social Media Exchange (Smex)

Palestinian Businesswomen’s Association (Asala)
The Lebanese Women Democratic Gathering (RDFL)

Yabous Cultural Centre

Jordanien

Arab Network for Civic Education (ANHRE)
Arab Women’s Organization (AWO Musawa network)
East and West Center for Sustainable Development

(WE Center)

| Dare for Sustainable Development (I Dare)
King Hussein Foundation (IRCKHF)

Sana for Special Individuals (Sana)

West Asia-North Africa Institute (Wana)

Al-Harah Theater

Al Marsad — Social and Economic Policies Monitor
Baladna — Arab Youth Association

Musawa

The Palestinian Association for Empowerment and

Local Development (Reform)

The Palestinian Coalition for Economic, Social and
Culture Rights "Adaleh” (Adaleh)

Women'’s Studies Centre (WSC)

Ovriga samarbetspartners

Centro de Estudios Ecuménicos (CEE), Mexiko

SVERIGE

ABF

Afrikagrupperna

Agora Linképings kommun
Akina Mama wa Afrika
All-Tid Smaland

Altitude Meetings
Amnesty
Arbetsformedlingen
Beach Center Goteborg
BK Hacken

Borgmastargarden Kafé
& Konditori

BSV arkitekter och ingenjorer
Concord

Cybergymnasiet Stockholm
Define America

Eos Cares

Extinction Rebellion
Fairtrade City Orebro
Falkenbergs bibliotek
Falkenbergs sparbank
Flyktingparaplyet Malmé
FN

Folkhégskolan Hvilan
Forum

Féreningarnas Hus Orebro
Foéreningen Norden
Foérsakringskassan

Gr8 meetings

Greenpeace

Goteborgs ForeningsCenter
Goteborgs stad

Go606ks Konditori

Hela Malmé

HSB Lund

Human Bridge

Huskvarna FF

ICA Malmborgs

IFK Goteborg

Indra, tjej- och transjour
Internationella Vanner
IOGT/NTO

Jordens vanner

Jonkdping University
Jénképings kommun

Kiran village
Klatterfabriken Garda
Kvinna till kvinna
Kvinnojouren Varnamo
Kvinnornas utvecklingsgrupp
Nykdping

LAGK

Leader Linné Smaland
Linnéuniversitetet

LIPS

Lugi

Lundaloppet

Lunds kommun
Lansstyrelsen Jonkoping
Lansstyrelsen Vasterbotten

Malmé Ideella

Malmé mot diskriminering
Malmé Motion Pictures
Malmé stad

Malmé universitet
McDonalds
Migrationsverket

Montico Bemanning
Vetlanda

Motettens folkets hus
MUCF

MUF

MAN
Naturskyddsfoéreningen
Norrsken House

Nya kompisbyran
Nykdpings FN-férening
Natverket for Flyktingstod
och Integration J6nkdping

Natverket Idéburen Sektor
Skane

Natverket Sprakcaféer i Lund
Region Jonkdpings lan
Region Skane

Region Vastra Gétaland
Radda Barnen Syd
Raddningstjansten Varnamo
Réda Korset

Sam’s Bake Shop

Sensus

Sollentuna bibliotek
SPF Orebro Centrum
SSuU

STAN

Stockholm stad

Street Garis

Stalboms Konditori
Svenska kyrkan
Syrianska Kulturcentret Orebro
Savsjo kommun
Takatoat

Tamam Stockholm
Tegelbruket

Tensta konsthall

Textil Recycling, Arlév
Tillsammans i Europa
Tillsammans i férening

Ukrainska féreningen
Ostergotland

Umea for antirasism
Umea Kommun
Unicef

Uppsala universitet
Volontarbyran
Vuxenskolan

Varlden i Lund

We listen in

Adelfors folkhdgskola
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Forvaltning

| IM:s styrelse har fran och med arsmétet den 7—8 maj
2022 till och med den 17 mars 2023 ingatt:

Gabi Bjérsson Stockholm, ordférande, Nina Axman,
Vasteras, 1:a vice ordférande; Josefin Daleskog,
Arsta, 2:a vice ordférande; Eduardo Gran Villanueva
Contreras, Lund, ledamot; Reza Javid, Skdvde, leda-
mot, Helene von Wachenfelt, Ho6r, ledamot; Hanna
Hallin, Stockholm, ledamot; Josefin Carlring, Vallen-
tuna, ledamot.

Suppleant har varit Rebecka Lettevall, Malmo.

Adjungerad till styrelsen som representant for
medarbetarna har varit Anna-Lena Serrano och
Erik Torner, med fackstyrelsen som suppleanter.

IM:s valberedning har bestatt av Mimmi Alladin,
IM Stockholm; Sofia Emanuelsson, IM Géteborg;
John Tumpane, IM Stockholm; Tove Holmstrém,
IM Linkdping; Mikaela Persson, IM Stockholm.

Revisionen av IM:s verksamhet och rakenskaper

har utforts av auktoriserad revisorerna Peter Ceder-
blad och Karolina Lilja, KPMG AB, Malmé. Samt av
fértroendevald revisor Peter Tengelin, Géteborg, med
Gunilla Axelsson, Linkdping som suppleant.

IM:s huvudkontor med funktioner for ledning, global
verksamhet, HR, ekonomi och administration, insam-
ling och engagemang, kommunikation och paverkan
ar belaget i Lund med besotksadress Trollebergs-
vagen 5.

Styrelsens profil och narvaro

Styrelsen har fran och med arsmétet den 7—8 maj
2022 till och med 17 mars 2023 sammantratt vid nio
tillfallen varav ett konstituerande och ett per capsulam.

Gabi Bjorsson, Stockholm, ordférande, 8 ggr

Gabi ar utbildad inom statsvetenskap och har jobbat
med manskliga rattigheter sedan mitten av 1980-talet
inom organisationer i det civila samhallet. Hon har
erfarenhet av rattvise- och hallbarhetsfragor, ledar-
skap inom den ideella sektorn, utvecklingssamarbete
(frdmst i s6dra Afrika), sexuell och reproduktiv halsa
och rattigheter och metodutveckling. Utdver det har
Gabi lang erfarenhet av samarbete mellan Sida och
Sidas ramorganisationer. Fran borjan av 2000-talet
fram till pensionen 2017 arbetade Gabi som general-
sekreterare for Afrikagrupperna. Hon tror pa att en
rattvis varld ar majligt genom en 6msesidig solidaritet
mellan manniskor.

Nina Axman, Vasteras, 1:a vice ordférande, 9 ggr

Nina ar Vice President Global Operations pa Sand-
vik Rock Tools med ansvar for foretagets globala
férsorjningskedja och produktion. Hon &r civilingenjor
i Industriell ekonomi och har sedan examen pa Lunds
Tekniska hégskola haft en internationell ledarskaps-
karriar inom tekniktunga globala bolag. 2020 utsags
hon till Framtidens Kvinnliga Ledare av Ledarna/WES.
Nina vill anvanda sina kompetenser, erfarenheter och
sitt natverk fran naringslivet till att starka och utveckla
IM. Hon brinner for att skapa ett valkomnande och
inkluderande klimat i Sverige samt att starka flickors
och kvinnors rattigheter och stallning varlden dver.

Josefin Daleskog, Stockholm, 2:a vice ordférande, 5 ggr

Josefin har en fil.kand. i socialantropologi och stats-
vetenskap och har arbetat i statlig, kommunal och idé-
buren sektor och mer an tio ar i olika roller pa temat
migration och integration. Hon arbetade pa IM mellan
2010 och 2015 som chef for Stockholmskontoret,

och var innan dess ideellt aktiv under manga ar, bade
i Sverige och utomlands. Idag ar hon programhand-
laggare for kommunala partnerskap pa Internationellt
center for lokal demokrati (ICLD). Josefin vill bidra

till styrelsens arbete med sin erfarenhet av IM som
rorelse och sitt stora engagemang for civilsamhallet
och kunskap om demokratifragor, inkludering och
delaktighet.

8 v arsredovisning 2022
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Josefin Carlring, Vallentuna, ledamot, 8 ggr

Josefin har studerat statsvetenskap, internationella
relationer och juridik bade i Sverige och i Kanada.
Josefin ar sedan 2020 generalsekreterare for Foren-
ingen Norden och har gedigen erfarenhet av att leda
och utveckla ideell verksamhet bade nationellt och
internationellt. Josefin har tidigare varit generalsekre-
terare for Svenska Postkodstiftelsen och verkat som
senior radgivare och konsult for en rad filantropiska
och ideella organisationer bade i det egna bolaget C
Beyond Impact och genom Eliasson Group och som
internationell projektledare for Scouterna. Josefin
drivs av att arbeta for ett hallbart och demokratiskt
samhalle.

Eduardo Gran Villanueva Contreras, Lund,
ledamot, 2 ggr

Eduardo har en fil. kand. i sociologi och ar idag skol-
chef/rektor pa Folkhégskolan Hvilan. Eduardo kom till
Sverige som 14-aring och har ett starkt engagemang
for integrationsfragor och manskliga rattigheter. Han
har varit programsekreterare inom Kristna Fredsroérel-
sen, chef for Demokrati och Mangfald pa Sodertalje
kommun samt nationell verksamhetschef fér Sensus
studieférbund. Eduardo har erfarenhet av strategiskt
arbete fran sitt yrkesliv och ideella fortroendeuppdrag.

Hanna Hallin, Stockholm, ledamot, 8 ggr

Hanna ar utbildad inom statskunskap och manskliga
rattigheter. Hon har ett langt forflutet inom civilsamhal-
lesfragor, hallbar utveckling och politiskt paverkans-
arbete i Sverige och varlden. Hanna ar engagerad i
fragor som rér organisering och finansiering i ideell
sektor. Hon har bred styrnings- och styrelseerfarenhet
som bland annat inkluderar lokalféreningar saval som
Svenska Unescoradet, Folkbildningsradet, Tankes-
medjan Global Utmaning, Stiftelsen Konung Gustaf

V:s 90-arsfond samt ordférandeskapet for Sveriges
Ungdomsorganisationer (LSU). Hon arbetar idag som
global hallbarhetschef i ledningsgruppen pa ett initiativ
inom kladbranschen, initierat av H&M Group, efter fem
ar i Asien. Hanna brinner for allas méjlighet att bidra till
forandring, i sin vardag, pa sin arbetsplats, i sitt samhal-
le, genom demokratisk organisering och nya perspektiv.

Reza Javid, Skovde, ledamot, 9 ggr

Reza arbetar som analytiker och halsoekonom pa
Skaraborgs sjukhus inom Vastra Gétalandsregio-
nen. Han ar doktorand vid Goteborgs universitet och
forskar pa halvtid om digitaliseringens effekt pa halso-
och sjukvarden. Ar ideellt engagerad i ett par andra
foreningar daribland Svenska Afghanistankommittén.
Har varit politiskt aktiv och haft fortroendeuppdrag i
Orebro kommun och Region Orebro I&n. De oréttvisor
och den ojamstalldhet som Reza upplevde i sin barn-
dom har gett honom ett intresse for globala fragor
och ett driv att arbeta for utveckling och manskliga
rattigheter.

Helene von Wachenfelt, Ho6r, ledamot, 8 ggr

Helene har en fil.mag. i Ledarskap och offentlig orga-
nisation och arbetar som internationell koordinator vid
Lunds universitet. Hon har under hela sitt yrkesliv arbe-
tat med internationella fragor, ofta kopplat till folkbild-
ning och ideellt engagemang. Helene har kontinuerligt
varit aktivinom IM sedan tidigt 90-tal. Under elva ar var
hon anstalld pa IM i olika funktioner, bland annat som
volontarsamordnare, projektledare och enhetschef. Hon
vill bidra i styrelsen med sin erfarenhet av ideellt enga-
gemang och internationellt samarbete samt sitt intresse
for strategi och organisation.

Rebecka Lettevall, Malmo, suppleant, 8 ggr

Rebecka ar idéhistoriker och arbetar som vicerektor
for globalt engagemang och manskliga rattigheter pa
Malmo universitet. Hon har som forskare, larare och
privat fordjupat sig kring fragestallningar om fred och
varldsmedborgarskap och ofta genom internationella
samarbeten. Hennes erfarenhet av ledarskap ar om-
fattande. | styrelsearbetet vill hon bidra med strategisk
erfarenhet, exempelvis kring fler satt dar Humanium
Metal kan bidra till en fredligare och mer rattvis varld.
Hennes arbetsplats ar det forsta universitet i varlden
som har en doktorsring och rektorskedja tillverkade i
Humanium Metal i stallet for det traditionella guldet.
Det borde kunna vacka mer inspiration kring freds-
metallen.
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FEMARSOVERS'KT resultatrakning i sammandrag

Alla belopp i tkr

2022 2021 2020 2019 2018
Verksamhetsintakter 134706 145503 136896 140393 134838
Verksamhetskostnader -132809 -125545 -123610 -129971 -157 961
Verksamhetsresultat 1897 19 958 13 286 10 422 -23 123
Finansiella poster 910 7042 2 407 2992 5664
Resultat efter finansiella poster/ Arets resultat 2807 27 000 15693 13 414 -17 459
Nettoférandringar donations- och minnesfonder/
andamalsbestamda medel 727 -13 458 255 533
Férandring Balanserat eget kapital 3534 26 987 16 151 13669  -16 926
NYCKE LTAL uppstallda enligt Svensk Insamlingskontrolls principer

2022 2021 2020 2019 2018
Hur mycket gar till bistandsarbetet?
(dndamalskostnader*/totala intakter**) 82,1% 73,8% 76,0% 77,4% 97%
Hur stor andel tar administrationskostnaderna?
(administrationskostnader/totala intakter**) 1,4% 1,4% 3,4% 3,9% 3%
Hur stor andel tar insamlingskostnaderna?
(insamlingskostnader/totala intakter**) 13,8% 10,1% 10,7% 10,4% 15%
Till sparande (+)/uttaget fran sparande (-)
(arets resultat/totala intékter inkl alla finansiella poster) 21% 18,5% 11,5% 9,5% -13%

* | summan for andamalskostnader ingar dven varuforsaljningskostnader.

**Med totala intékter avses enl Svensk Insamlingskontroll verksamhetsintakter
inklusive finansiella poster utom kapitalvinster och kapitalférluster.
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RESULTATRAKNING Alla belopp i tkr
Noter 2022 2021
Medlemsavgifter 543 525
Gavor 4 57 987 63 198
Bidrag 4 75448 77 602
Varuforsaljningsintakter 5 197 3772
Ovriga rorelseintakter 6 531 406
SUMMA VERKSAMHETSINTAKTER 134706 145 503
Andamalskostnader 3,7,9,11 -111 867 -108 091
Varuforsaljningskostnader 5 -128 -492
Insamlingskostnader 3,8,11 -18 851 -14 916
Administrationskostnader 3,9,10,11 -1 963 -2 046
SUMMA VERKSAMHETSKOSTNADER -132 809 -125 545
VERKSAMHETSRESULTAT 1897 19 958
Resultat fran finansiella poster
Resultat fran vardepapper 12 2797 6 495
Orealiserade vardeférandringar pa derivatinstrument -2 547 -
Ranteintakter och liknande resultatposter 783 595
Rantekostnader och liknande resultatposter -123 -48
SUMMA FINANSIELLA POSTER 910 7042
RESULTAT EFTER FINANSIELLA POSTER 23807 27 000
ARETS RESULTAT 23807 27 000
Forandring av andamalsbestamda medel
Arets resultat enligt resultatrakning, se ovan 13 2807 27 000
Nettoférandring andamalsbestdmda medel 727 -13
FORANDRING BALANSERAT KAPITAL 3534 26 987
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BALANSRAKNING Alla belopp i tkr
Not 2022-12-31 2021-12-31 Not 2022-12-31 2021-12-31
TILLGANGAR EGET KAPITAL
ANLAGGNINGSTILLGANGAR OCH SKULDER
Immateriella Eget kapital
anldggningstillgangar Andamalsbestidmda medel 2858 3757
E.alanserade utgifter i 5 Balanserat eget kapital 143 775 140 241
or programvara ; 146633 143998
Materiella Avsattningar
anliggningstillgangar Avsattningar for pensioner 18 634 712
Inventarier och nedlagda Ovriga avséttningar 19 623 396
utgifter pa annans fastighet 15 - 19 1257 1108
- 78 Kortfristiga skulder
Leverantorsskulder 1748 2 306
SUMMA ANLAGGNINGS- Skuld till bidragsgivare 20 4569 8046
TILLGANGAR - 78 | Ovriga skulder 3801 1235
Upplupna kostnader och
OMSATTNINGSTILLGANGAR forutbetalda intékter 21 6720 5549
Varulager 16 838 17 136
Handelsvaror 1078 1161
SUMMA EGET KAPITAL
Kortfristiga fordringar OCH SKULDER 164 728 162 242
Kundfordringar 102 2 360
Ovriga fordringar 950 2181
Forutbetalda kostnader och
upplupna intakter 16 1416 1233
2468 5774
FORANDRING AV Andamals- Balanserat Totalt
Kortfristiga placeringar 17 92 039 88 597 EGET KAPITAL bestar(r;dla* kapital . e_gte:
Kassa och bank 69143 66632 mede apita
Ingaende balans 3757 140 241 143 998
SUMMA OMSATTNINGS- Andamélsbestamt
TILLGANGAR 164 728 162 164 av givaren - - -
Utnyttjande -899 - -899
SUMMA TILLGANGAR 164 728 162 242 Arets resultat - 3534 3534
Utgaende balans 2 858 143 775 146 633
*ANDAMALSBESTAMDA MEDEL Ingaende kapital Avsittning Utnyttjande Utgaende
kapital
Elsie och Bengt Hanbergers fond 137 - - 137
Berit Séderstrdoms minnesfond 2548 - - 2548
Jonas Lonnebos fond 119 297 -297 119
Gunhild Sehlins fond 39 - -39 -
Humanitar assistans 860 - -860 -
Gavor till Sverigearbetet 54 - - 54
Totalt kapital andamalsbestamda medel 3757 297 -1 196 2 858
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KASSAFLODESANALYS Alla belopp i tkr

2022 2021

DEN LOPANDE VERKSAMHETEN
Resultat efter finansiella poster 2807 27 000
Justeringar for poster som inte ingar i kassaflodet m.m. 227 1287

KASSAFLODE FRAN DEN LOPANDE VERKSAMHETEN
FORE FORANDRING AV RORELSEKAPITAL 3034 28 287

Kassaflode fran forandringar i rorelsekapital

Férandring av varulager (minskning +, 6kning -) 83 378
Férandring av kortfristiga fordringar (minskning +, 6kning -) 3306 -457
Férandring av kortfristiga skulder (minskning -, 6kning +) -298 -1 025
Forandringar i rorelsekapital 3091 -1104
KASSAFLODE FRAN DEN LOPANDE VERKSAMHETEN 6125 27 183

INVESTERINGSVERKSAMHETEN
Forvarv avimmateriella anlaggningstillgangar - -
Forvarv av materiella anlaggningstillgangar - -

Forsaljningar av materiella anlaggningstillgangar - 4000
Investeringar i finansiella tillgangar -69 459 -40 826
Forsaljningar av finansiella tillgangar 66 017 34 450
KASSAFLODE FRAN INVESTERINGSVERKSAMHETEN -3442 -2 376

FINANSIERINGSVERKSAMHETEN
Avsattning andamalsbestamda medel - -

Utnyttjande andamalsbestdmda medel -172 -88
KASSAFLODE FRAN FINANSIERINGSVERKSAMHETEN 172 -88
Arets kassafléde 2511 24719
Likvida medel vid arets borjan 66 632 41 913
Likvida medel vid arets slut 69 143 66 632
Forandring likvida medel 2 511 24719

Betalda rantor och erhallen utdelning

Erhallen utdelning 981 1103
Erhallen ranta 783 595
Erlagd rénta -123 -48

Justeringar for poster som inte ingar i kassaflodet

Av- och nedskrivningar av tillgangar 78 1007
Avsattningar till pensioner och arbetsgivarskatt -78 144
Ovriga avséttningar 227 136

227 1287

LIKVIDA MEDEL
Foljande delkomponenter ingar i likvida medel
Kassa och bank 69 143 66 632

IM arsredovisning 2022 13

Transaktion 09222115557482898803




DocuSign Envelope ID: 51F666B8-335B-4530-BDE8-AD744814901E

NOTER

NOT 1 Redovisningsprinciper och noter

IM:s redovisnings- och varderingsprinciper 6verensstam-
mer med arsredovisningslagen, BFNAR 2012:1 (K3) och
Giva Sveriges Styrande riktlinjer for arsredovisning.

Intaktsredovisning

Endast det infldde av ekonomiska férdelar som organisa-
tionen erhallit eller kommer att erhalla for egen rakning
redovisas som intakt.

Intakter varderas, om inget sarskilt anges nedan, till verkliga
vardet av det som erhallits eller kommer att erhallas.

Medlemsavgifter

Medlemsavgifter omfattar inbetalningar fér medlemskap i
Insamlingsorganisationen. Medlemsavgifter redovisas vid
inbetalning fran medlemmen och intaktsredovisas 6ver den
tidsperiod som avses.

Gavor och bidrag

En transaktion i vilken organisationen tar emot en tillgang
eller en tjanst som har ett varde utan att ge tillbaka mot-
svarande varde i utbyte ar en gava eller ett erhallet bidrag.
Om tillgangen eller tjansten erhalls darfor att organisationen
uppfyllt eller kommer att uppfylla vissa villkor och om
organisationen har en skyldighet att aterbetala till motparten
om villkoren inte uppfylls, &r det ett erhallet bidrag. Ar det
inget bidrag ar det en gava.

Gavor
Gavor redovisas som huvudregel som intakt nar de erhalls.

En gava som intéktsforts redovisas antingen som en tillgang
eller en kostnad beroende pa om gavan forbrukas direkt
eller inte. Gavor som organisationen avser att stadigvarande
bruka i verksamheten redovisas som anlaggningstillgangar.
Ovriga gavor redovisas som omséttningstillgangar.

| de fall organisationen I[dmnat en ersattning for att
erhalla gavan minskas gavans varde med ersattningen.

Bidrag

Bidrag redovisas som intakt nar villkoren for att erhalla
bidraget har uppfyllts. Erhallna bidrag redovisas som
skuld till dess villkoren for att erhalla bidraget uppfylls.

Varuférséljning

Vid forsaljning av varor redovisas normalt inkomsten

som intakt nar de vasentliga formaner och risker som ar
forknippade med agandet av varan har éverforts fran IM till
koparen. All forsaljning redovisas efter avdrag fér moms
och eventuella rabatter.

Andamalskostnader

Som andamalskostnader klassificeras sddana kostnader
som har ett direkt samband med att uppfylla IM:s syfte
och stadgar: att synliggéra och bekampa fattigdom och
utanforskap.

For det internationella utvecklingsarbetet och integrations-
arbetet samt kommunikationen kopplad till detta redovisas
bruttokostnad exklusive intakter. | kostnaderna ingar
|I6pande utgifter for hjélpinsatserna, kostnader for inkép och
underhallsarbeten avseende anlaggningar och inventarier,
samt kostnader for saval utsand personal som for lokal-
anstéllda medarbetare. Till &ndamalskostnaderna fors
ocksa delar av de gemensamma kostnader som uppstar
vid huvudkontoret berdaknade efter personaltathet.

Insamlingskostnader

Detta &r den kostnad som varit nédvandig for att generera
externa intakter. Hit raknas del av kostnaden for IM:s tidskrift,
kostnaden for insamlingsbdssor, annonser och reklam,
I6nekostnader, tackbrev o.d. Till insamlingskostnaderna fors
ocksa delar av de gemensamma kostnader som uppstar
vid huvudkontoret berdknade efter personaltathet.

Administrationskostnader

Har avses de kostnader som ar nddvandiga for att admi-
nistrera sjalva insamlingsorganisationen. Administrations-
kostnaderna inkluderar normalt direkta kostnader sasom
intern och extern revision, arsmote och upprattande

av arsredovisning. Till administrationskostnaderna fors
ocksa delar av de gemensamma kostnader som uppstar
vid huvudkontoret berédknade efter personaltathet.

Bidrag for administrationskostnader redovisas som
intékt bland 6vriga bidrag varfér administrationskostnader
redovisas brutto.

Donerade tillganga

Tillgangar, framfor allt fastigheter, aktier, och andra varde-
papper, som doneras till IM, varderas till marknadsvardet
vid gavaotillfallet och bokfors som en omsattningstillgang
eftersom tillgangen skall avyttras snarast mojligt. Gavo-
intédkten redovisas i posten Insamlade medel.

Uppkommer vid forséljningen av en tillgang, en kapital-
vinst/-forlust redovisas denna under rubriken Resultat fran
finansiella poster inom det tillgangsslag som avses.

Finansiella tillgangar och skulder

Finansiella tillgangar och skulder redovisas i enlighet med
kapitel 11 i BFNAR 2012:1 till det Iagsta av anskaffningsvar-
det och det verkliga vardet (marknadsvardet). Anskaffnings-
vardet avseende vardepapper, som erhalls genom testamen-
te eller gava utgdrs av marknadsvardet (normalt borskursen)
vid gavotillfallet.

Fordringar

Fordringar upptas till det belopp som efter individuell
prévning beraknas inflyta.

Utlandska valutor

Fordringar och skulder i utlandsk valuta varderas till
balansdagens kurs.

Lager av handelsvaror

Handelsvaror varderas, med tilldmpning av genomsnittligt
anskaffningsvarde, till det lagsta av anskaffningsvardet
och det verkliga vardet pa balansdagen.

Anlaggningstillgangar

Materiella och immateriella anlaggningstillgangar
redovisas till anskaffningsvarde minskat med ackumu-
lerade avskrivningar och eventuella nedskrivningar.
Materiella anlaggningstillgangar har delats upp pa betydan-
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de komponenter nar komponenterna har vasentligt olika
nyttjandeperioder. Avskrivningsbart belopp utgors

av anskaffningsvardet minskat med ett beraknat restvarde om
detta ar vasentligt. Avskrivning sker linjart éver den férvan-
tade nyttjandeperioden.

Féljande avskrivningstider tillampas:

Immateriella tillgangar 3-5 ar

Byggnader — Stomme 67 ar

Byggnader, utanfor Sverige — Stomme 25 ar
Fastighetstillbehor 20 ar

Inventarier 5 ar (férbattring annans fastighet 3 ar)

Kassafl6desanalys

Kassaflodesanalysen upprattas enligt den indirekta metoden
dvs den utgar fran organisationens verksamhetsresultat.
Det redovisade kassaflédet omfattar endast transaktioner
som medfor in- och utbetalningar.

Leasing

Alla organisationens leasingavtal redovisas som operatio-
nella, dvs leasingavgiften redovisas linjart
Over leasingperioden.

Ersattningar till anstéllda

Lépande ersattningar till anstallda i form av I6ner, sociala
avgifter och liknande kostnadsfors i tanke med att de an-
stallda utfor tjanster. Pensionsforpliktelser har klassificerats
som avgiftsbestdmda och redovisas som kostnad det ar
pensionen tjanas in.

Andamalsbestimda medel

| posten andamalsbestdmda medel i eget kapital
redovisas annu inte férbrukade gavor och andra anda-mals-
bestdmda medel. Se aven noten till eget kapital.

Avsiattningar

En avsattning redovisas nar organisationen har ett legalt eller
informellt atagande som en foljd av intraffade handelser och
organisationen forvantar sig att en utbetalning kommer att
kravas for att reglera ataganden samt att en tillforlitlig upp-
skattning av beloppet kan goéras. Avsattningar varderas

till den basta uppskattningen av det belopp som kommer

att behdva erlaggas.

NOT 2 Uppskattningar och bedomningar

IM gor uppskattningar och bedémningar om framtiden.
De uppskattningar fér redovisningsandamal som blir
foljden av dessa kommer, definitionsmassigt, sallan att
motsvara det verkliga resultatet.

Alla belopp i tkr

NOT 3 Anstéllda och personalkostnader

2022 2021
Antalet anstéllda (tjanster) centralt 36 34
—varav man 34% 38%
Antalet anstallda (tjanster) verksamhet
Norra Europa (Sverige) 12 15
— varav man 34% 24%
Antalet anstallda (tjanster) verksamhet
i Ostra Europa 5 5
—varav man 20% 20%
Antalet anstallda (tjanster) verksamhet
i Mellanéstern 8 7
—varav man 12% 15%
Antalet anstallda (tjanster) verksamhet
i Sydasien 11 16
—varav man 40% 54%
Antalet anstéllda (tjanster) verksamhet
i Centralamerika 6 6
—varav man 31% 31%
Antalet anstallda (tjanster) verksamhet
i Sodra Afrika 7 7
—varav man 69% 70%
SUMMA 85 90
—varav man 34% 38%

Loner, andra ersattningar och
sociala kostnader

Lon till generalsekreteraren utgar med 68 000 kr per manad
och arvode till ordférande utgar med 10 000 kr per manad.

Styrelse och generalsekreterare 912 895
Ovriga anstallda 31328 31718
SUMMA 32 240 32613
Sociala kostnader 10 067 11 260
varav pensionskostnader 2314 3477

Av pensionskostnaderna avser 205 tkr (224 tkr)
IM:s generalsekreterare.

Foéreningen har inga ingangna anstallningsavtal med
avgangsvederlag till ledande befattningshavare.

Redovisning av konsfordelning
Styrelsen (inkl suppleanter) andel kvinnor ~ 78% 57%

Ideellt arbete

Under aret har verksamheterna i Sverige alltmer atergatt
till det vanliga efter viss nedstangning under pandemin.
Engagemanget har varit stort bland alla aktiva och fokus
har fortsatt legat pa social inkludering med nya svenskar
som malgrupp. Exempel pa verksamheter som bedrivits ar
sprakfika, kvinnotraffar, Move It och RadRum. Utéver detta
har méanga volontérer arbetat med insamling och paverkan,
bland annat med kampanjen Hjarta Demokrati. Antalet
volontérer inom lokalféreningarna 6kade jamfért med 2021,
men totalt blev antalet volontarer detsamma, 500, d& IM
under aret avslutade majoriteten av alla medarbetardrivna
projekt. Samhallsvardet av de insatser som gjorts har inte
redovisats i resultatrakningen. Antalet medlemmar 6kade
med cirka 500 personer till 5 859 (5 360).
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Alla belopp i tkr

NOT 4 Insamlade medel

NOT 5 Varuforsaljning

2022 2021 2022 2021
Gavor som redovisats Intakter:
i resultatrékningen Humanium Metal 197 3772
INSAMLADE MEDEL 197 3772
Foretag 1528 1457
Enskilda givare 41 419 37 186 Kostnader: 128 492
Testamentsférordnande 14201 22537 Varukostnader 128 .492
Insamlade medel inom ramen
for Varldens Barn-kampanjen - 918
Fonder och stiftelser 839 1100 VARUFORSALJNINGENS RESULTAT 69 3280
57987 63198
Bidrag som redovisats
som intakt
INSAMLADE MEDEL NOT 6 Ovriga rorelseintikter
Fonder och stiftelser - -
2022 2021
OFFENTLIGA BIDRAG o o
Géteborg Stad 250 250 Fﬁ)rs?lj.nfng kost-och logi Vrigstad - - 9
Jordbruksverket 707 776 Iioréaljnlng IM.-tl?n, secondhandbutik 317 266
Kristianstads Kommun ) 353 (“)vr?ga lokala intékter Utland 95 57
Lunds Kommun - 334 Ovrigt 19 "
Lanstyrelserna - 176 531 406
MUCF 1677 2674
Sida 69899 70040
Universitets- och hogskoleradet - 10
Utrikesdepartementet 839 840
Ovrigt 2076 2149
75448 77602
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NOT 7 Andamalskostnader

Alla belopp i tkr

NOT 9 Avskrivningar och nedskrivningar
fordelade efter funktion

2022 2021 2022 2021
Bistandsinsatser per region Avskrivningar
Ostra Europa 14408 -11914 . .
Moldavien inklusive regionkontor och C:;i:;;_ Sgg%:fker ) _59
partners i Rumanien och Ukraina -14408 -11914
Norra Europa 9334 -11916 B.‘.alanserade utgifter
. . . for programvara -59 -825
Sverige inklusive regionkontor och
regionala partners -9334 -11916 - B
Mellanéstern 17691 -17128 | Administrations- .
Palestina 7732 7488 kostnader Inventarier -20 -37
Jordanien, inklusive regionkontor -79 -921
och regionala partners -9 959 -9640
Sodra Afrika 13141 14920
Malawi, inklusive regionkontor . ]
och partners i Zambia, Zimbabwe 13141 14920 NOT 10 Arvode och kostnadserséattningar
samt Swaziland till revisorer
2022 2021
Sydasien -16 342 15928
Indien -5 517 -5 412 Revisionsuppdrag, KPMG 321 206
Nepal inklusive regionkontor -10825 -10516 Sarskilda intyg 460 449
i - R 781 745
Centralamerika 17928 15312 Revision vid IM:s utlandskontor
Guatemala, inklusive regionkontor uppgick till 341 (301)
och partners i EI Salvador -17 928  -15312
-88844 -87 118
Ovriga andamalskostnader NOT 11 Leasing och hyror
Frivilligsamordning -2 464 -2277 2022 2021
Informationsarbete -7 199 -7 532
Huvudkontorets kostnader Organisationen leasar framf6r allt kontorslokaler.
for bistandsarbete -13360 -11 164 Kostnadsférda leasingavgifter uppgar till 2 656 (2 352).
-111 867 108 091 Hyresavtal forfaller enligt féljande:
Inom 1 ar 2415 2334
1-5ar 5386 924
Senare &n 5 ar - -
7 801 3258
NOT 8 Insamlingskostnader
2022 2021
Insamlingskostnader -18 851 -14 916 NOT 12 Resultat fran viardepapper
-18 851 14916 2022 2021
Utdelningar 981 1103
Kapitalvinst vid avyttring av aktier
och andelar 5322 6 404
Kapitalforlust vid avyttring av aktier
och andelar -3 506 -1 012
2797 6 495
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Alla belopp i tkr

NOT 13 Forandring av andamalsbestamda medel

NOT 15 Materiella anldggningstillgangar

2022 2021 2022 2021
Andamalsbestdmning av medel -172 -172 Inventarier
Utnyttjande av andamalsbestamda Ackumulerade anskaffningsvarden
medel fran tidigare ar 899 159 Vid arets borjan 2287 2287
727 -13 Nyanskaffningar - -
Utrangering - -
Utgaende ackumulerade
anskaffningsvarden 2287 2287
NOT 14 Immateriella anlaggningstillgangar
2022 2021 Acl_(umulerade avskrivningar
enligt plan
Medlemsregister, intranit, Vid arets bérjan -2268 -2 231
kommunikationsplattform, Utrangering - -
h .
resehanteringssystem Arets avskrivning enligt plan -19 -37
Ackumulerade anskaffningsvarden 8 345 8 345
. Utgaende ackumulerade
Utrangering ” B avskrivningsvarden -2 287 -2 268
Nyanskaffningar - -
Utgaende ackumulerade Planenligt restvarde inventarie - 19
anskaffningsvarden 8 345 8 345
Ackumulerade avskrivningar enligt plan
Vid arets boérjan -8 286 -7 461
Arets avskrivningar -59 -825 NOT 16 Forutbetalda kostnader
Arets utrangeringar - - och upplupna intakter 2022 2021
Utgaende ackumulerade
avskrivningar -8 345 -8 286 Upplupna intékter 137 150
Forutbetalda hyreskostnader 684 616
Planenligt restvarde vid arets slut - 59 . y
Ovriga forutbetalda kostnader 595 467
1416 1233
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NOT 17 Kortfristiga placeringar

Bokfort Marknads-

varde varde
Forvaltade av Ohman
Aktier och aktiefondandelar
svenska och utlandska 13172 16 086
Rantebarande vardepapper 33 354 32295
Forvaltade av Handelsbanken
Aktier och aktiefondandelar
svenska och utlandska 18 537 19739
Rantebarande vardepapper 26 976 26 079
SUMMA KORTFRISTIGA
PLACERINGAR 92 039 94 199

De tio storsta enskilda posterna

SHB Foretagsobl Inv Grade A10 SEK 4831 4777

SHB Hallbar Global Obligation A10 5676 5231
SHB Langranta 5339 4967
SHB Raéntestrategi A10 SEK 8 117 8 117
SHB Sve 100 Indx Cri A9S 3509 4840
Ohman Global A 5172 8273
Ohman Investment Grade A 8 252 7 955
Ohman Kort Ranta A 11 700 11716
Ohman Obligationsfond A 13 401 12 625
Ohman Sverige A 6915 6525

Transaktion 09222115557482898803

NOT 18 Avsattningar for pensioner

Alla belopp i tkr

2022 2021
Pensioner/avgangsvederlag Palestina 204 209
Pension Indien - 149
Pension Moldavien 430 354

634 712

NOT 19 Ovriga avsittningar

2022 2021
Upplupna skatter och avgifter 623
utlandsverksamheten 396
NOT 20 Skuld till bidragsgivare

2022 2021
Bidrag fran SIDA
Civsam 3638 2020
Info anslag - 687

3638 2707
Ovriga bidrag
EuropeAid, Nepal 38 109
Jordbruksverket -209 78
Myndigheten fér ungdoms- och
civilsamhallsfragor (MUCF) 317 2578
Radiohjélpen, Indien och Sddra Afrika - 6
TCF, Nepal - 67
UHR - 1860
Universitets och hdgskoleradet 785 641
Ovrigt 931 5339

4569 8 046

Signerat 6B, g, BRCJGHRJ, HHHW;

IM arsredovisning 2022 19




DocuSign Envelope ID: 51F666B8-335B-4530-BDE8-AD744814901E

Alla belopp i tkr

NOT 21 Upplupna kostnader
och forutbetalda intdkter

2022 2021
Personalrelaterade
upplupna kostnader 3600 3708
Ovriga upplupna kostnader
och forutbetalda intakter 3120 1841
6720 5549
NOT 22 Stéllda sékerheter
2022 2021

Fastighetsinteckningar
(finns i eget forvar) - -

NOT 23 Vasentliga hdndelser efter
verksamhetsarets utgang

| januari 2023 kom besked fran Sida om neddragningar i var
finansiering. Totalt betyder det minskade intékter pa nastan
9 miljoner kronor redan under 2023. Vi har ocksa fatt en in-
dikation pa att var finansiering fran Sida kommer att fortsatta
under 2024, men med minskat belopp och troligen kortare
avtalstider. Detta har lett till att en omorganisation inleddes
under februari manad.

| januari 2023 beslutade styrelsen att anta IM:s strategi for
aren 2024-2028.

20 v arsredovisning 2022

Transaktion 09222115557482898803




DocuSign Envelope ID: 51F666B8-335B-4530-BDE8-AD744814901E

Lund enligt datum som foéljer av elektronisk signatur

Gabi Bjorsson (ordférande) Nina Axman (férste vice ordférande)
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DocuSigned by:

DocuSigned by: DocuSigned by:
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Peter Cederblad Karolina Lilja Peter Tengelin
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Ekonomi 2022
sammanfattning

Intakter (belopp i tkr) 2022 2021

B Gavor exkl testamente 43 786 40 661
B Testamenten 14 201 22 537
B Offentliga bidrag 75 448 77 602
Medlemsavgifter 543 525

B Varuférsaljningsintakter 197 3772
B Ovriga rorelseintakter 531 406
134706 145503

Kostnader (belopp i tkr) 2022 2021

B Andamalskostnader 111867 108 091
B Varuférsaljningskostnader 128 492
B Insamlingskostnader 18 851 14 916
Administrationskostnader 1963 2 046
132809 125545

imsweden.org
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Revisionsberattelse

Till féreningsstamman i Individuell M&nniskohjalp, org. nr 845000-0768

Rapport om arsredovisningen

Uttalanden

Vi har utfort en revision av arsredovisningen for Individuell Manniskohjalp for ar 2022.

Enligt var uppfattning har arsredovisningen upprattats i enlighet med arsredovisningslagen och ger en i alla vasentliga avseenden réattvisande
bild av foreningens finansiella stallning per den 31 december 2022 och av dess finansiella resultat och kassaflode for aret enligt
arsredovisningslagen. Forvaltningsberéattelsen ar férenlig med arsredovisningens 6vriga delar.

Vi tillstyrker darfor att féreningsstdmman faststéller resultatrékningen och balansrakningen for féreningen.

Grund for uttalanden

Vi har utfort revisionen enligt god revisionssed i Sverige. Revisorernas ansvar enligt denna sed beskrivs narmare i avsnitten Det registrerade

revisionsbolagets ansvar samt Den fortroendevalda revisorns ansvar.

Vi ar oberoende i forhallande till foreningen enligt god revisorssed i Sverige. Vi som registrerat revisionsbolag har fullgjort vart yrkesetiska

ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhamtat &r tillrackliga och andamalsenliga som grund for vara uttalanden.

Styrelsens och generalsekreterarens ansvar

Det ar styrelsen och generalsekreteraren som har ansvaret for att
arsredovisningen upprattas och att den ger en rattvisande bild enligt
arsredovisningslagen. Styrelsen och generalsekreteraren ansvarar
aven for den interna kontroll som de bedémer &r nédvandig for att
uppratta en arsredovisning som inte innehéller nagra vasentliga
felaktigheter, vare sig dessa beror p& oegentligheter eller misstag.

Vid uppréattandet av arsredovisningen ansvarar styrelsen och
generalsekreteraren for bedémningen av féreningens formaga att
fortsatta verksamheten. De upplyser, nar sa ar tillampligt, om
forhallanden som kan paverka formagan att fortsatta verksamheten
och att anvéanda antagandet om fortsatt drift. Antagandet om fortsatt
drift tillampas dock inte om styrelsen och generalsekreteraren avser
att uppldsa foreningen, upphéra med verksamheten eller inte har
nagot realistiskt alternativ till att géra nagot av detta.

Det registrerade revisionsbolagets ansvar

Vi har att utféra revisionen enligt International Standards on Auditing
(ISA) och god revisionssed i Sverige. Vart mal &r att uppna en rimlig
grad av sakerhet om huruvida arsredovisningen som helhet inte
innehaller nagra vasentliga felaktigheter, vare sig dessa beror pa
oegentligheter eller misstag. Rimlig sékerhet ar en hdg grad av
sakerhet, men ar ingen garanti for att en revision som utférs enligt
ISA och god revisionssed i Sverige alltid kommer att upptécka en
vasentlig felaktighet om en sadan finns. Felaktigheter kan uppsta pa
grund av oegentligheter eller misstag och anses vara vasentliga om
de enskilt eller tillsammans rimligen kan forvantas paverka de
ekonomiska beslut som anvéndare fattar med grund i
arsredovisningen.

Som del av en revision enligt ISA anvéander vi professionellt omdéme
och har en professionellt skeptisk instéllning under hela revisionen.
Dessutom:

— identifierar och beddmer vi riskerna for vésentliga felaktigheter i
arsredovisningen, vare sig dessa beror pa oegentligheter eller
misstag, utformar och utfor granskningsatgarder bland annat
utifrdn dessa risker och inhamtar revisionsbevis som ar
tillrackliga och andamalsenliga for att utgéra en grund for vara
uttalanden. Risken for att inte upptacka en vasentlig felaktighet
till folid av oegentligheter &r hogre an for en vasentlig felaktighet
som beror p& misstag, eftersom oegentligheter kan innefatta
agerande i maskopi, forfalskning, avsiktliga utelamnanden,
felaktig information eller sidosattande av intern kontroll.

—— skaffar vi oss en forstaelse av den del av féreningens interna
kontroll som har betydelse for var revision for att utforma
granskningsatgarder som ar lampliga med hansyn till
omstéandigheterna, men inte for att uttala oss om effektiviteten i
den interna kontrollen.

Revisionsberattelse Individuell Manniskohjélp, org. nr 845000-0768, 2022
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— utvarderar vi lampligheten i de redovisningsprinciper som
anvands och rimligheten i styrelsens och generalsekreterarens
uppskattningar i redovisningen och tillhérande upplysningar.

— drar vi en slutsats om lampligheten i att styrelsen och
generalsekreteraren anvander antagandet om fortsatt drift vid
uppréattandet av arsredovisningen. Vi drar ocks& en slutsats,
med grund i de inhamtade revisionsbevisen, om huruvida det
finns ndgon vasentlig osakerhetsfaktor som avser sddana
handelser eller forhallanden som kan leda till betydande tvivel
om foreningens formaga att fortsatta verksamheten. Om vi drar
slutsatsen att det finns en vasentlig osékerhetsfaktor, maste vi i
revisionsberattelsen fasta uppmarksamheten pa upplysningarna
i &rsredovisningen om den vasentliga osakerhetsfaktorn eller,
om s&dana upplysningar &r otillrackliga, modifiera uttalandet om
arsredovisningen. Véra slutsatser baseras pa de revisionsbevis
som inhamtas fram till datumet for revisionsberattelsen. Dock
kan framtida handelser eller férhallanden géra att en forening
inte langre kan fortsatta verksamheten.

— utvarderar vi den 6vergripande presentationen, strukturen och
innehallet i &rsredovisningen, daribland upplysningarna, och om
arsredovisningen aterger de underliggande transaktionerna och
handelserna pa ett satt som ger en réattvisande bild.

Vi maste informera styrelsen om bland annat revisionens planerade
omfattning och inriktning samt tidpunkten for den. Vi maste ocksa
informera om betydelsefulla iakttagelser under revisionen, déribland
de eventuella betydande brister i den interna kontrollen som vi
identifierat.

1(2)
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Den fortroendevalda revisorns ansvar

Jag har att utfora en revision enligt revisionslagen och darmed enligt god revisionssed i Sverige. Mitt mal ar att uppna en rimlig grad av
sakerhet om huruvida arsredovisningen har upprattats i enlighet med arsredovisningslagen och om arsredovisningen ger en rattvisande bild

av foreningens resultat och stallning.

Rapport om andra krav enligt lagar och andra forfattningar samt stadgar

Uttalande

Ut6ver var revision av arsredovisningen har vi aven utfort en revision av styrelsens och generalsekreterarens forvaltning for Individuell

Manniskohjalp for ar 2022.

Vi tillstyrker att foreningsstamman beviljar styrelsens ledamoter och generalsekreteraren ansvarsfrihet for rakenskapsaret.

Grund for uttalande

Vi har utfort revisionen enligt god revisionssed i Sverige. Vart ansvar enligt denna beskrivs narmare i avsnittet Revisorns ansvar. Vi ar
oberoende i forhallande till foreningen enligt god revisorssed i Sverige. Vi som registrerat revisionsbolag har i dvrigt fullgjort vart yrkesetiska

ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhamtat &r tillrackliga och andamalsenliga som grund for vart uttalande.

Styrelsens och generalsekreterarens ansvar

Det ar styrelsen och generalsekreteraren som har ansvaret for
forvaltningen.

Revisorns ansvar

Vart mal betraffande revisionen av forvaltningen, och darmed vart
uttalande om ansvarsfrihet, &r att inhdmta revisionsbevis for att med
en rimlig grad av sakerhet kunna bedéma om nagon styrelseledamot
eller generalsekreteraren i nagot vasentligt avseende foretagit ndgon
atgard eller gjort sig skyldig till nAgon férsummelse som kan
foranleda ersattningsskyldighet mot féreningen.

Rimlig sékerhet &r en hdg grad av sékerhet, men ingen garanti for att
en revision som utfors enligt god revisionssed i Sverige alltid kommer
att upptéacka atgarder eller forsummelser som kan féranleda
ersattningsskyldighet mot féreningen.

Malm den 2023-04-03

KPMG AB

DocuSigned by: DocusSigned by:

/?_’((/N Karvolina i@%\n
- 13889070DD54405...
Pestse/?'Déggéefﬁ)Téﬁh Karolina Lilja

Auktoriserad revisor Auktoriserad revisor

Huvudansvarig

DocuSigned by:

Puter Tungelin

OECDDBCOE004428...
Peter Tengelin

Fortroendevald revisor
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Som en del av en revision enligt god revisionssed i Sverige anvander
det registrerade revisionsbolaget professionellt omdéme och har en
professionellt skeptisk instalining under hela revisionen.
Granskningen av forvaltningen grundar sig framst pa revisionen av
rakenskaperna. Vilka tillkommande granskningsatgarder som utfors
baseras pa det registrerade revisionsbolagets professionella
beddmning och 6vriga valda revisorers beddmning med
utgangspunkt i risk och vasentlighet. Det innebér att vi fokuserar
granskningen pa sadana atgarder, omraden och forhallanden som &r
vasentliga for verksamheten och dér avsteg och dvertradelser skulle
ha sarskild betydelse for foreningens situation. Vi gar igenom och
prévar fattade beslut, beslutsunderlag, vidtagna atgarder och andra
férhallanden som ar relevanta for vart uttalande om ansvarsfrihet.
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i. decline to sign a document from within your signing session, and on the subsequent page,
select the check-box indicating you wish to withdraw your consent, or you may;

ii. send us an email to dpreporting@kpmg.se and in the body of such request you must state your
email, full name, mailing address, and telephone number. We do not need any other information
from you to withdraw consent.. The consequences of your withdrawing consent for online
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clicking ‘CONTINUE’ within the DocuSign system.

By selecting the check-box next to ‘I agree to use electronic records and signatures’, you confirm
that:

e You can access and read this Electronic Record and Signature Disclosure; and

e You can print on paper this Electronic Record and Signature Disclosure, or save or send
this Electronic Record and Disclosure to a location where you can print it, for future
reference and access; and

« Until or unless you notify KPMG AB as described above, you consent to receive
exclusively through electronic means all notices, disclosures, authorizations,
acknowledgements, and other documents that are required to be provided or made
available to you by KPMG AB during the course of your relationship with KPMG AB.
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:

[image: Icon_02.png]Evidence Evidence | [ Evidence Evidence Evidence
Package Package Package Package Package









By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2023-05-16 13:53:10.413825 UTC ±117 ms

    		2023-05-16 13:21:42.256309 UTC

    		

      158.174.46.181

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Anna Ljunggren (AL) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2023-08-14 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2023-05-16 13:53:10.413825 UTC ±117 ms

    		2023-05-16 13:21:42.256309 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (schoeffler.maria@gmail.com) to Maria Schoeffler (MS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej igen, dags att justera protokollet genom att signera med bank-id. /Anna Ljunggren

      


    

  



  

  

    		2023-05-16 13:53:10.413825 UTC ±117 ms

    		2023-05-16 13:21:42.256309 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (bercleb@hotmail.com) to Berit Nownahal Cleber (BNC). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej igen, dags att justera protokollet genom att signera med bank-id. /Anna Ljunggren

      


    

  



  

  

    		2023-05-16 13:53:10.413825 UTC ±117 ms

    		2023-05-16 13:21:42.256309 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (saraclaudina.haraldsson@gmail.com) to Sara Haraldsson (SH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej igen, dags att justera protokollet genom att signera med bank-id. /Anna Ljunggren

      


    

  



  

  

    		2023-05-16 13:53:17.643962 UTC ±118 ms

    		2023-05-16 13:21:42.256309 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anna Ljunggren (AL) was delivered.

      


    

  



  

  

    		2023-05-16 13:53:17.668253 UTC ±118 ms

    		2023-05-16 13:21:42.256309 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Maria Schoeffler (MS) was delivered.

      


    

  



  

  

    		2023-05-16 13:53:17.688723 UTC ±118 ms

    		2023-05-16 13:21:42.256309 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Berit Nownahal Cleber (BNC) was delivered.

      


    

  



  

  

    		2023-05-16 13:53:17.709257 UTC ±118 ms

    		2023-05-16 13:21:42.256309 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sara Haraldsson (SH) was delivered.

      


    

  



  

  

    		2023-05-16 13:53:18.186092 UTC ±118 ms

    		2023-05-16 13:21:42.256309 UTC

    		

      158.174.46.181

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36

      

    

    		

      

        The party Anna Ljunggren (AL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-16 13:54:30.359132 UTC ±122 ms

    		2023-05-16 13:21:42.256309 UTC

    		

      158.174.46.181

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Anna Ljunggren (AL) changed the text in the text field “ID number” from 

  *Redacted by author*

 to 

  *Redacted by author*

.  

      


    

  



  

  

    		2023-05-16 13:54:52.919357 UTC ±123 ms

    		2023-05-16 13:21:42.256309 UTC

    		

      158.174.46.181

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Anna Ljunggren (AL) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsmötesprotokoll med bilagor IM 2023 signerad" med transaktionsnummer 9222115557492874305.










Data returned from 

  CGI

:

  
Name: Anna Ljunggren

  
ID number: 

  *Redacted by author*



  
IP: 158.174.46.181






























Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-16 13:57:05.215443 UTC ±131 ms

    		2023-05-16 13:21:42.256309 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to schoeffler.maria@gmail.com was opened.

      


    

  



  

  

    		2023-05-16 14:05:50.554002 UTC ±161 ms

    		2023-05-16 13:21:42.256309 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to bercleb@hotmail.com was opened.

      


    

  



  

  

    		2023-05-16 14:06:05.484921 UTC ±162 ms

    		2023-05-16 13:21:42.256309 UTC

    		

      2.67.43.157

      

        Mozilla/5.0 (Linux; Android 13; SAMSUNG SM-N981B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/20.0 Chrome/106.0.5249.126 Mobile Safari/537.36

      

    

    		

      

        The party Berit Nownahal Cleber (BNC) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-16 14:07:13.692878 UTC ±166 ms

    		2023-05-16 13:21:42.256309 UTC

    		

      2.67.43.157

      

        Mozilla/5.0 (Linux; Android 13; SAMSUNG SM-N981B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/20.0 Chrome/106.0.5249.126 Mobile Safari/537.36

      

    

    		

      

        The signatory Berit Nownahal Cleber (BNC) changed the text in the text field “ID number” from 

  *Redacted by author*

 to 

  *Redacted by author*

.  

      


    

  



  

  

    		2023-05-16 14:07:32.443042 UTC ±167 ms

    		2023-05-16 13:21:42.256309 UTC

    		

      2.67.43.157

      

        Mozilla/5.0 (Linux; Android 13; SAMSUNG SM-N981B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/20.0 Chrome/106.0.5249.126 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Berit Nownahal Cleber (BNC) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsmötesprotokoll med bilagor IM 2023 signerad" med transaktionsnummer 9222115557492874305.










Data returned from 

  CGI

:

  
Name: BERIT NOWNAHAL CLEBER

  
ID number: 

  *Redacted by author*



  
IP: 2.67.43.157






























Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-16 14:31:38.044998 UTC ±20 ms

    		2023-05-16 14:21:44.446741 UTC

    		

      94.234.116.85

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Maria Schoeffler (MS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-16 14:32:54.900769 UTC ±22 ms

    		2023-05-16 14:21:44.446741 UTC

    		

      94.234.116.85

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Maria Schoeffler (MS) changed the text in the text field “ID number” from 

  *Redacted by author*

 to 

  *Redacted by author*

.  

      


    

  



  

  

    		2023-05-16 14:34:37.747351 UTC ±25 ms

    		2023-05-16 14:21:44.446741 UTC

    		

      94.234.116.85

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Maria Schoeffler (MS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-16 14:35:02.557419 UTC ±26 ms

    		2023-05-16 14:21:44.446741 UTC

    		

      94.234.116.85

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Maria Schoeffler (MS) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsmötesprotokoll med bilagor IM 2023 signerad" med transaktionsnummer 9222115557492874305.










Data returned from 

  CGI

:

  
Name: ELSA MARIA SCHOEFFLER

  
ID number: 

  *Redacted by author*



  
IP: 94.234.116.85






























Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-16 20:35:49.817794 UTC ±55 ms

    		2023-05-16 20:21:59.433146 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to saraclaudina.haraldsson@gmail.com was opened.

      


    

  



  

  

    		2023-05-17 05:26:44.835352 UTC ±9 ms

    		2023-05-17 05:22:27.944961 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to schoeffler.maria@gmail.com was opened.

      


    

  



  

  

    		2023-05-17 06:35:31.80611 UTC ±21 ms

    		2023-05-17 06:22:31.785738 UTC

    		

      62.63.246.150

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Sara Haraldsson (SH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-17 06:35:31.859266 UTC ±21 ms

    		2023-05-17 06:22:31.785738 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to saraclaudina.haraldsson@gmail.com was opened.

      


    

  



  

  

    		2023-05-17 06:36:09.273208 UTC ±22 ms

    		2023-05-17 06:22:31.785738 UTC

    		

      62.63.246.150

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Sara Haraldsson (SH) changed the text in the text field “ID number” from 

  *Redacted by author*

 to 

  *Redacted by author*

.  

      


    

  



  

  

    		2023-05-17 06:36:13.681824 UTC ±22 ms

    		2023-05-17 06:22:31.785738 UTC

    		

      62.63.246.150

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Sara Haraldsson (SH) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsmötesprotokoll med bilagor IM 2023 signerad" med transaktionsnummer 9222115557492874305.










Data returned from 

  CGI

:

  
Name: Sara Linnéa Claudina Haraldsson Lindh

  
ID number: 

  *Redacted by author*



  
IP: 62.63.246.150






























Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-17 06:36:13.681824 UTC ±22 ms

    		2023-05-17 06:22:31.785738 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.04 ms

		standard deviation: 1.73 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈85.070%

		|e| < 5 ms: ≈99.607%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-04-05 13:55:20.238977 UTC and 2023-05-17 06:22:31.785738 UTC:







  		Time collected

  		Clock offset







  

    		2023-04-05 13:55:20.238977

    		1.1 ms

  





  

    		2023-04-05 14:55:21.673419

    		-0.6 ms

  





  

    		2023-04-05 15:55:23.636027

    		-1.2 ms

  





  

    		2023-04-05 16:55:26.373652

    		-2.0 ms

  





  

    		2023-04-05 17:55:28.078285

    		0.2 ms

  





  

    		2023-04-05 18:55:29.640799

    		-3.0 ms

  





  

    		2023-04-05 19:55:32.850492

    		-1.9 ms

  





  

    		2023-04-05 20:55:36.338772

    		-1.5 ms

  





  

    		2023-04-05 21:55:39.778738

    		2.2 ms

  





  

    		2023-04-05 22:55:42.588841

    		-0.7 ms

  





  

    		2023-04-05 23:55:46.117032

    		-1.4 ms

  





  

    		2023-04-06 00:55:49.549348

    		-2.7 ms

  





  

    		2023-04-06 01:55:52.652855

    		-1.6 ms

  





  

    		2023-04-06 02:55:56.478074

    		-0.8 ms

  





  

    		2023-04-06 03:55:59.681425

    		-1.4 ms

  





  

    		2023-04-06 04:56:01.428073

    		-1.1 ms

  





  

    		2023-04-06 05:56:03.436502

    		0.5 ms

  





  

    		2023-04-06 06:56:06.515282

    		2.0 ms

  





  

    		2023-04-06 07:56:09.532652

    		3.4 ms

  





  

    		2023-04-06 08:56:12.859969

    		-23.5 ms

  





  

    		2023-04-06 09:56:14.906976

    		0.2 ms

  





  

    		2023-04-06 10:56:16.741507

    		1.3 ms

  





  

    		2023-04-06 11:56:18.402385

    		0.3 ms

  





  

    		2023-04-06 12:56:20.402031

    		-5.7 ms

  





  

    		2023-04-06 13:56:22.561964

    		1.8 ms

  





  

    		2023-04-06 14:56:24.404193

    		-0.3 ms

  





  

    		2023-04-06 15:56:25.783783

    		-1.0 ms

  





  

    		2023-04-06 16:56:27.545395

    		1.0 ms

  





  

    		2023-04-06 17:56:29.008529

    		2.0 ms

  





  

    		2023-04-06 18:56:31.429415

    		1.1 ms

  





  

    		2023-04-06 19:56:34.462263

    		0.8 ms

  





  

    		2023-04-06 20:56:37.569067

    		0.4 ms

  





  

    		2023-04-06 21:56:41.121148

    		-1.9 ms

  





  

    		2023-04-06 22:56:44.466487

    		-3.2 ms

  





  

    		2023-04-06 23:56:48.105339

    		-3.6 ms

  





  

    		2023-04-07 00:56:50.894419

    		-3.7 ms

  





  

    		2023-04-07 01:56:53.794413

    		-3.0 ms

  





  

    		2023-04-07 02:56:56.908691

    		-0.8 ms

  





  

    		2023-04-07 03:56:59.695865

    		0.0 ms

  





  

    		2023-04-07 04:57:02.371232

    		-0.5 ms

  





  

    		2023-04-07 05:57:05.317173

    		0.1 ms

  





  

    		2023-04-07 06:57:08.305757

    		0.5 ms

  





  

    		2023-04-07 07:57:11.33675

    		0.3 ms

  





  

    		2023-04-07 08:57:14.327492

    		-0.4 ms

  





  

    		2023-04-07 09:57:17.553612

    		1.9 ms

  





  

    		2023-04-07 10:57:20.467493

    		2.6 ms

  





  

    		2023-04-07 11:57:23.506186

    		1.5 ms

  





  

    		2023-04-07 12:57:25.644652

    		0.7 ms

  





  

    		2023-04-07 13:57:28.533543

    		0.6 ms

  





  

    		2023-04-07 14:57:31.744982

    		-0.1 ms

  





  

    		2023-04-07 15:57:34.411584

    		0.1 ms

  





  

    		2023-04-07 16:57:36.626577

    		-3.0 ms

  





  

    		2023-04-07 17:57:40.435505

    		-0.8 ms

  





  

    		2023-04-07 18:57:44.14847

    		1.2 ms

  





  

    		2023-04-07 19:57:47.231613

    		0.8 ms

  





  

    		2023-04-07 20:57:49.999449

    		0.1 ms

  





  

    		2023-04-07 21:57:53.540783

    		-1.1 ms

  





  

    		2023-04-07 22:57:56.875217

    		-1.5 ms

  





  

    		2023-04-07 23:57:59.320981

    		0.2 ms

  





  

    		2023-04-08 00:58:01.961532

    		-0.1 ms

  





  

    		2023-04-08 01:58:03.93714

    		-3.2 ms

  





  

    		2023-04-08 02:58:06.923838

    		-1.3 ms

  





  

    		2023-04-08 03:58:09.68659

    		1.2 ms

  





  

    		2023-04-08 04:58:12.981836

    		1.7 ms

  





  

    		2023-04-08 05:58:15.875832

    		-0.9 ms

  





  

    		2023-04-08 06:58:19.228958

    		0.4 ms

  





  

    		2023-04-08 07:58:21.952672

    		1.4 ms

  





  

    		2023-04-08 08:58:25.371756

    		1.7 ms

  





  

    		2023-04-08 09:58:28.483019

    		0.6 ms

  





  

    		2023-04-08 10:58:30.781892

    		0.6 ms

  





  

    		2023-04-08 11:58:33.903897

    		1.1 ms

  





  

    		2023-04-08 12:58:35.352992

    		-0.4 ms

  





  

    		2023-04-08 13:58:37.261186

    		0.3 ms

  





  

    		2023-04-08 14:58:39.046738

    		-0.6 ms

  





  

    		2023-04-08 15:58:40.630791

    		-1.3 ms

  





  

    		2023-04-08 16:58:43.336963

    		0.0 ms

  





  

    		2023-04-08 17:58:44.955216

    		0.3 ms

  





  

    		2023-04-08 18:58:46.897562

    		0.4 ms

  





  

    		2023-04-08 19:58:50.032766

    		-0.2 ms

  





  

    		2023-04-08 20:58:52.893802

    		0.1 ms

  





  

    		2023-04-08 21:58:55.9942

    		-0.2 ms

  





  

    		2023-04-08 22:58:58.79454

    		-0.4 ms

  





  

    		2023-04-08 23:59:01.649397

    		0.5 ms

  





  

    		2023-04-09 00:59:04.702008

    		-0.6 ms

  





  

    		2023-04-09 01:59:08.074465

    		1.1 ms

  





  

    		2023-04-09 02:59:11.697513

    		0.8 ms

  





  

    		2023-04-09 03:59:14.916192

    		-0.9 ms

  





  

    		2023-04-09 04:59:17.591269

    		-0.1 ms

  





  

    		2023-04-09 05:59:20.910266

    		0.7 ms

  





  

    		2023-04-09 06:59:23.975488

    		1.2 ms

  





  

    		2023-04-09 07:59:27.491471

    		1.3 ms

  





  

    		2023-04-09 08:59:28.940324

    		1.2 ms

  





  

    		2023-04-09 09:59:31.129893

    		0.1 ms

  





  

    		2023-04-09 10:59:34.515722

    		3.1 ms

  





  

    		2023-04-09 11:59:37.200878

    		2.5 ms

  





  

    		2023-04-09 12:59:40.126996

    		0.0 ms

  





  

    		2023-04-09 13:59:43.031875

    		-0.2 ms

  





  

    		2023-04-09 14:59:46.161744

    		0.8 ms

  





  

    		2023-04-09 15:59:47.598992

    		0.3 ms

  





  

    		2023-04-09 16:59:49.269785

    		1.7 ms

  





  

    		2023-04-09 17:59:51.10599

    		0.5 ms

  





  

    		2023-04-09 18:59:52.899421

    		0.3 ms

  





  

    		2023-04-09 19:59:55.727606

    		0.5 ms

  





  

    		2023-04-09 20:59:59.632503

    		-2.1 ms

  





  

    		2023-04-09 22:00:02.878598

    		-1.1 ms

  





  

    		2023-04-09 23:00:05.398588

    		-0.7 ms

  





  

    		2023-04-10 00:00:06.907806

    		0.4 ms

  





  

    		2023-04-10 01:00:08.396561

    		0.4 ms

  





  

    		2023-04-10 02:00:10.579229

    		1.1 ms

  





  

    		2023-04-10 03:00:13.102548

    		0.3 ms

  





  

    		2023-04-10 04:00:14.635482

    		-0.2 ms

  





  

    		2023-04-10 05:00:17.305767

    		-0.1 ms

  





  

    		2023-04-10 06:00:19.355699

    		-0.7 ms

  





  

    		2023-04-10 07:00:21.511169

    		-0.2 ms

  





  

    		2023-04-10 08:00:24.755173

    		-0.1 ms

  





  

    		2023-04-10 09:00:27.680199

    		0.1 ms

  





  

    		2023-04-10 10:00:30.234026

    		1.2 ms

  





  

    		2023-04-10 11:00:31.919191

    		-0.2 ms

  





  

    		2023-04-10 12:00:33.56266

    		0.2 ms

  





  

    		2023-04-10 13:00:36.549945

    		0.9 ms

  





  

    		2023-04-10 14:00:38.738892

    		0.1 ms

  





  

    		2023-04-10 15:00:40.723488

    		0.8 ms

  





  

    		2023-04-10 16:00:44.160544

    		-1.2 ms

  





  

    		2023-04-10 17:00:45.752706

    		0.0 ms

  





  

    		2023-04-10 18:00:47.406291

    		0.2 ms

  





  

    		2023-04-10 19:00:49.96952

    		-0.8 ms

  





  

    		2023-04-10 20:00:53.87316

    		0.0 ms

  





  

    		2023-04-10 21:00:55.368098

    		0.0 ms

  





  

    		2023-04-10 22:00:56.936674

    		0.8 ms

  





  

    		2023-04-10 23:00:59.443922

    		-0.5 ms

  





  

    		2023-04-11 00:01:01.695771

    		-1.1 ms

  





  

    		2023-04-11 01:01:05.638877

    		-8.1 ms

  





  

    		2023-04-11 02:01:08.216229

    		-2.2 ms

  





  

    		2023-04-11 03:01:09.809959

    		-7.2 ms

  





  

    		2023-04-11 04:01:13.51438

    		-7.0 ms

  





  

    		2023-04-11 05:01:16.623704

    		-0.9 ms

  





  

    		2023-04-11 06:01:18.300688

    		0.0 ms

  





  

    		2023-04-11 07:01:20.639172

    		0.9 ms

  





  

    		2023-04-11 08:01:22.129525

    		3.7 ms

  





  

    		2023-04-11 09:01:23.752069

    		0.7 ms

  





  

    		2023-04-11 10:01:25.644432

    		0.1 ms

  





  

    		2023-04-11 11:01:27.174979

    		1.2 ms

  





  

    		2023-04-11 12:01:28.817817

    		0.1 ms

  





  

    		2023-04-11 13:01:30.784351

    		1.6 ms

  





  

    		2023-04-11 14:01:32.351396

    		0.5 ms

  





  

    		2023-04-11 15:01:34.64683

    		-0.4 ms

  





  

    		2023-04-11 16:01:37.675126

    		0.9 ms

  





  

    		2023-04-11 17:01:39.157197

    		1.8 ms

  





  

    		2023-04-11 18:01:42.108057

    		1.4 ms

  





  

    		2023-04-11 19:01:43.657856

    		0.6 ms

  





  

    		2023-04-11 20:01:45.401415

    		-0.9 ms

  





  

    		2023-04-11 21:01:48.389615

    		-1.8 ms

  





  

    		2023-04-11 22:01:51.712424

    		-1.9 ms

  





  

    		2023-04-11 23:01:55.45895

    		-1.8 ms

  





  

    		2023-04-12 00:01:59.290508

    		-1.2 ms

  





  

    		2023-04-12 01:02:01.443462

    		-0.1 ms

  





  

    		2023-04-12 02:02:04.32421

    		0.7 ms

  





  

    		2023-04-12 03:02:07.357289

    		0.4 ms

  





  

    		2023-04-12 04:02:09.552404

    		0.6 ms

  





  

    		2023-04-12 05:02:11.960698

    		0.1 ms

  





  

    		2023-04-12 06:02:13.81633

    		-0.6 ms

  





  

    		2023-04-12 07:02:16.449069

    		0.5 ms

  





  

    		2023-04-12 08:02:18.840017

    		1.5 ms

  





  

    		2023-04-12 09:02:20.755862

    		0.5 ms

  





  

    		2023-04-12 10:02:22.261366

    		-0.2 ms

  





  

    		2023-04-12 11:02:24.25328

    		-0.9 ms

  





  

    		2023-04-12 12:02:25.849443

    		-0.1 ms

  





  

    		2023-04-12 13:02:27.45218

    		1.4 ms

  





  

    		2023-04-12 14:02:29.10877

    		2.6 ms

  





  

    		2023-04-12 15:02:30.783095

    		2.0 ms

  





  

    		2023-04-12 16:02:33.031322

    		0.6 ms

  





  

    		2023-04-12 17:02:35.98166

    		0.5 ms

  





  

    		2023-04-12 18:02:37.554668

    		-0.1 ms

  





  

    		2023-04-12 19:02:39.850654

    		-1.0 ms

  





  

    		2023-04-12 20:02:41.260261

    		-0.1 ms

  





  

    		2023-04-12 21:02:43.07074

    		-0.7 ms

  





  

    		2023-04-12 22:02:45.865105

    		-0.5 ms

  





  

    		2023-04-12 23:02:49.44551

    		-0.3 ms

  





  

    		2023-04-13 00:02:52.448633

    		-0.6 ms

  





  

    		2023-04-13 01:02:54.053535

    		-1.1 ms

  





  

    		2023-04-13 02:02:56.879793

    		-0.8 ms

  





  

    		2023-04-13 03:03:00.060133

    		-0.9 ms

  





  

    		2023-04-13 04:03:02.918826

    		-0.4 ms

  





  

    		2023-04-13 05:03:06.755841

    		-0.8 ms

  





  

    		2023-04-13 06:03:09.956122

    		-0.3 ms

  





  

    		2023-04-13 07:03:13.407763

    		-0.3 ms

  





  

    		2023-04-13 08:03:15.454891

    		-1.2 ms

  





  

    		2023-04-13 09:03:17.015795

    		-0.2 ms

  





  

    		2023-04-13 10:03:18.512412

    		0.9 ms

  





  

    		2023-04-13 11:03:19.909082

    		1.0 ms

  





  

    		2023-04-13 12:03:22.445422

    		2.3 ms

  





  

    		2023-04-13 13:03:24.203431

    		3.1 ms

  





  

    		2023-04-13 14:03:26.30076

    		3.1 ms

  





  

    		2023-04-13 15:03:28.645558

    		0.3 ms

  





  

    		2023-04-13 16:03:30.362506

    		-0.4 ms

  





  

    		2023-04-13 17:03:32.643801

    		-1.9 ms

  





  

    		2023-04-13 18:03:35.150141

    		-1.1 ms

  





  

    		2023-04-13 19:03:36.702546

    		-0.7 ms

  





  

    		2023-04-13 20:03:39.593987

    		-0.9 ms

  





  

    		2023-04-13 21:03:43.043168

    		-0.8 ms

  





  

    		2023-04-13 22:03:44.574883

    		-0.2 ms

  





  

    		2023-04-13 23:03:47.250319

    		-4.6 ms

  





  

    		2023-04-14 00:03:50.870203

    		-2.8 ms

  





  

    		2023-04-14 01:03:53.964338

    		-1.1 ms

  





  

    		2023-04-14 02:03:57.75094

    		-0.9 ms

  





  

    		2023-04-14 03:04:01.285636

    		0.2 ms

  





  

    		2023-04-14 04:04:04.766869

    		-0.2 ms

  





  

    		2023-04-14 05:04:08.600618

    		-0.8 ms

  





  

    		2023-04-14 06:04:10.061169

    		-1.7 ms

  





  

    		2023-04-14 07:04:13.642105

    		-1.1 ms

  





  

    		2023-04-14 08:04:17.132925

    		-0.4 ms

  





  

    		2023-04-14 09:04:20.831286

    		0.9 ms

  





  

    		2023-04-14 10:04:23.810136

    		1.7 ms

  





  

    		2023-04-14 11:04:26.146014

    		2.1 ms

  





  

    		2023-04-14 12:04:28.439538

    		0.4 ms

  





  

    		2023-04-14 13:04:29.971275

    		0.8 ms

  





  

    		2023-04-14 14:04:31.924486

    		1.2 ms

  





  

    		2023-04-14 15:04:33.324448

    		0.8 ms

  





  

    		2023-04-14 16:04:34.901681

    		2.9 ms

  





  

    		2023-04-14 17:04:37.395748

    		-0.3 ms

  





  

    		2023-04-14 18:04:39.882109

    		-0.6 ms

  





  

    		2023-04-14 19:04:43.379828

    		-0.1 ms

  





  

    		2023-04-14 20:04:46.347146

    		0.2 ms

  





  

    		2023-04-14 21:04:49.479065

    		0.2 ms

  





  

    		2023-04-14 22:04:52.987651

    		-1.8 ms

  





  

    		2023-04-14 23:04:55.838858

    		-2.4 ms

  





  

    		2023-04-15 00:04:58.106594

    		-1.5 ms

  





  

    		2023-04-15 01:05:01.530549

    		-1.6 ms

  





  

    		2023-04-15 02:05:04.19936

    		-1.9 ms

  





  

    		2023-04-15 03:05:07.297925

    		0.0 ms

  





  

    		2023-04-15 04:05:10.476772

    		1.1 ms

  





  

    		2023-04-15 05:45:14.215094

    		0.4 ms

  





  

    		2023-04-15 06:50:28.856537

    		2.0 ms

  





  

    		2023-04-15 07:50:30.244565

    		1.0 ms

  





  

    		2023-04-15 08:50:32.65341

    		1.2 ms

  





  

    		2023-04-15 09:50:35.767782

    		1.0 ms

  





  

    		2023-04-15 10:50:37.630934

    		0.6 ms

  





  

    		2023-04-15 11:50:39.824014

    		1.4 ms

  





  

    		2023-04-15 12:50:41.457854

    		1.3 ms

  





  

    		2023-04-15 13:50:44.063664

    		0.3 ms

  





  

    		2023-04-15 14:50:45.460516

    		-1.5 ms

  





  

    		2023-04-15 15:50:47.172753

    		0.0 ms

  





  

    		2023-04-15 16:50:48.71266

    		-0.1 ms

  





  

    		2023-04-15 17:50:50.819037

    		-0.6 ms

  





  

    		2023-04-15 18:50:52.4034

    		0.6 ms

  





  

    		2023-04-15 19:50:55.887146

    		0.4 ms

  





  

    		2023-04-15 20:50:59.749843

    		-0.5 ms

  





  

    		2023-04-15 21:51:03.063115

    		0.4 ms

  





  

    		2023-04-15 22:51:05.49693

    		0.6 ms

  





  

    		2023-04-15 23:51:09.167265

    		0.3 ms

  





  

    		2023-04-16 00:51:11.387846

    		-0.3 ms

  





  

    		2023-04-16 01:51:14.000612

    		-0.6 ms

  





  

    		2023-04-16 02:51:17.21642

    		0.3 ms

  





  

    		2023-04-16 03:51:20.342194

    		0.9 ms

  





  

    		2023-04-16 04:51:23.414937

    		0.3 ms

  





  

    		2023-04-16 05:51:26.213667

    		-0.2 ms

  





  

    		2023-04-16 06:51:29.6501

    		1.7 ms

  





  

    		2023-04-16 07:51:33.245376

    		4.5 ms

  





  

    		2023-04-16 08:51:36.377127

    		1.6 ms

  





  

    		2023-04-16 09:51:39.309739

    		0.4 ms

  





  

    		2023-04-16 10:51:40.92474

    		0.2 ms

  





  

    		2023-04-16 11:51:42.531235

    		0.8 ms

  





  

    		2023-04-16 12:51:45.015556

    		2.4 ms

  





  

    		2023-04-16 13:51:47.570578

    		1.2 ms

  





  

    		2023-04-16 14:51:48.964365

    		-0.6 ms

  





  

    		2023-04-16 15:51:51.082919

    		-0.9 ms

  





  

    		2023-04-16 16:51:52.526368

    		-0.5 ms

  





  

    		2023-04-16 17:51:53.991317

    		-2.0 ms

  





  

    		2023-04-16 18:51:56.452796

    		-1.4 ms

  





  

    		2023-04-16 19:51:59.344582

    		-2.8 ms

  





  

    		2023-04-16 20:52:02.772308

    		-1.8 ms

  





  

    		2023-04-16 21:52:06.083063

    		-1.8 ms

  





  

    		2023-04-16 22:52:09.015427

    		0.3 ms

  





  

    		2023-04-16 23:52:12.21753

    		0.0 ms

  





  

    		2023-04-17 00:52:15.057224

    		-4.5 ms

  





  

    		2023-04-17 01:52:17.959411

    		-6.2 ms

  





  

    		2023-04-17 02:52:20.894043

    		-4.4 ms

  





  

    		2023-04-17 03:52:24.505905

    		-2.2 ms

  





  

    		2023-04-17 04:52:27.835248

    		2.8 ms

  





  

    		2023-04-17 05:52:30.908944

    		-1.1 ms

  





  

    		2023-04-17 06:52:32.487913

    		1.0 ms

  





  

    		2023-04-17 07:52:34.739865

    		0.3 ms

  





  

    		2023-04-17 08:52:36.316084

    		0.9 ms

  





  

    		2023-04-17 09:52:38.037483

    		1.1 ms

  





  

    		2023-04-17 10:52:39.812773

    		1.6 ms

  





  

    		2023-04-17 11:52:41.264769

    		-1.1 ms

  





  

    		2023-04-17 12:52:43.193682

    		2.3 ms

  





  

    		2023-04-17 13:52:44.713522

    		1.5 ms

  





  

    		2023-04-17 14:52:47.031332

    		0.8 ms

  





  

    		2023-04-17 15:52:48.6213

    		-0.2 ms

  





  

    		2023-04-17 16:52:51.288446

    		-0.9 ms

  





  

    		2023-04-17 17:52:52.794313

    		-2.0 ms

  





  

    		2023-04-17 18:52:54.87947

    		-0.8 ms

  





  

    		2023-04-17 19:52:57.530935

    		-1.7 ms

  





  

    		2023-04-17 20:53:00.276515

    		-1.4 ms

  





  

    		2023-04-17 21:53:03.197203

    		-2.5 ms

  





  

    		2023-04-17 22:53:06.654696

    		-2.9 ms

  





  

    		2023-04-17 23:53:09.564968

    		-0.7 ms

  





  

    		2023-04-18 00:53:12.08106

    		0.1 ms

  





  

    		2023-04-18 01:53:14.078209

    		0.5 ms

  





  

    		2023-04-18 02:53:17.714795

    		0.6 ms

  





  

    		2023-04-18 03:53:21.29124

    		0.6 ms

  





  

    		2023-04-18 04:53:24.449518

    		0.5 ms

  





  

    		2023-04-18 05:53:27.650024

    		0.6 ms

  





  

    		2023-04-18 06:53:31.365686

    		-0.2 ms

  





  

    		2023-04-18 07:53:33.541253

    		1.1 ms

  





  

    		2023-04-18 08:53:35.923782

    		2.3 ms

  





  

    		2023-04-18 09:53:37.690538

    		1.7 ms

  





  

    		2023-04-18 10:53:39.774139

    		0.0 ms

  





  

    		2023-04-18 11:53:41.56977

    		0.4 ms

  





  

    		2023-04-18 12:53:43.041028

    		-1.1 ms

  





  

    		2023-04-18 13:53:44.904945

    		-1.2 ms

  





  

    		2023-04-18 14:53:46.60413

    		4.0 ms

  





  

    		2023-04-18 15:53:50.011087

    		1.2 ms

  





  

    		2023-04-18 16:53:52.492658

    		-0.6 ms

  





  

    		2023-04-18 17:53:55.257803

    		-0.9 ms

  





  

    		2023-04-18 18:53:58.852492

    		-1.9 ms

  





  

    		2023-04-18 19:54:01.55805

    		-3.5 ms

  





  

    		2023-04-18 20:54:04.520336

    		-2.9 ms

  





  

    		2023-04-18 21:54:07.398869

    		0.2 ms

  





  

    		2023-04-18 22:54:09.533089

    		3.2 ms

  





  

    		2023-04-18 23:54:11.377334

    		0.8 ms

  





  

    		2023-04-19 00:54:13.363155

    		1.0 ms

  





  

    		2023-04-19 01:54:16.457212

    		1.3 ms

  





  

    		2023-04-19 02:54:19.587814

    		-1.1 ms

  





  

    		2023-04-19 03:54:22.78132

    		1.5 ms

  





  

    		2023-04-19 04:54:26.209376

    		-1.1 ms

  





  

    		2023-04-19 05:54:29.547852

    		-0.4 ms

  





  

    		2023-04-19 06:54:33.283138

    		-2.0 ms

  





  

    		2023-04-19 07:54:35.296938

    		-0.4 ms

  





  

    		2023-04-19 08:54:37.409654

    		5.3 ms

  





  

    		2023-04-19 09:54:38.967961

    		6.1 ms

  





  

    		2023-04-19 10:54:40.429156

    		0.8 ms

  





  

    		2023-04-19 11:54:42.067286

    		4.8 ms

  





  

    		2023-04-19 12:54:43.541352

    		-0.7 ms

  





  

    		2023-04-19 13:54:46.785572

    		-0.4 ms

  





  

    		2023-04-19 14:54:48.999168

    		-0.7 ms

  





  

    		2023-04-19 15:54:50.424686

    		-2.4 ms

  





  

    		2023-04-19 16:54:52.405457

    		-0.9 ms

  





  

    		2023-04-19 17:54:55.286069

    		-3.8 ms

  





  

    		2023-04-19 18:54:58.079582

    		-2.2 ms

  





  

    		2023-04-19 19:54:59.504871

    		-6.7 ms

  





  

    		2023-04-19 20:55:01.998693

    		-0.7 ms

  





  

    		2023-04-19 21:55:05.575707

    		-3.4 ms

  





  

    		2023-04-19 22:55:08.824809

    		-4.3 ms

  





  

    		2023-04-19 23:55:12.159294

    		1.5 ms

  





  

    		2023-04-20 00:55:15.432546

    		0.2 ms

  





  

    		2023-04-20 01:55:18.795493

    		-0.9 ms

  





  

    		2023-04-20 02:55:22.035664

    		-0.5 ms

  





  

    		2023-04-20 03:55:24.73186

    		-3.9 ms

  





  

    		2023-04-20 04:55:27.941669

    		0.8 ms

  





  

    		2023-04-20 05:55:30.884583

    		0.6 ms

  





  

    		2023-04-20 06:55:32.510989

    		-1.1 ms

  





  

    		2023-04-20 07:55:34.694049

    		-0.2 ms

  





  

    		2023-04-20 08:55:36.344865

    		-0.6 ms

  





  

    		2023-04-20 09:55:38.384935

    		1.8 ms

  





  

    		2023-04-20 10:55:40.510859

    		0.5 ms

  





  

    		2023-04-20 11:55:42.108748

    		0.5 ms

  





  

    		2023-04-20 12:55:44.398218

    		2.0 ms

  





  

    		2023-04-20 13:55:46.664054

    		-0.1 ms

  





  

    		2023-04-20 14:55:48.368588

    		-2.0 ms

  





  

    		2023-04-20 15:55:50.139184

    		-0.6 ms

  





  

    		2023-04-20 16:55:51.993444

    		-2.4 ms

  





  

    		2023-04-20 17:55:54.877714

    		0.2 ms

  





  

    		2023-04-20 18:55:58.216204

    		0.4 ms

  





  

    		2023-04-20 19:56:00.888226

    		-0.8 ms

  





  

    		2023-04-20 20:56:03.802667

    		-0.3 ms

  





  

    		2023-04-20 21:56:06.26745

    		-0.8 ms

  





  

    		2023-04-20 22:56:09.250796

    		-0.1 ms

  





  

    		2023-04-20 23:56:11.615906

    		1.5 ms

  





  

    		2023-04-21 00:56:13.87375

    		-1.3 ms

  





  

    		2023-04-21 01:56:16.732602

    		-1.2 ms

  





  

    		2023-04-21 02:56:19.580877

    		0.9 ms

  





  

    		2023-04-21 03:56:22.547131

    		-0.2 ms

  





  

    		2023-04-21 04:56:25.330529

    		0.1 ms

  





  

    		2023-04-21 05:56:28.46935

    		0.4 ms

  





  

    		2023-04-21 06:56:30.467478

    		3.6 ms

  





  

    		2023-04-21 07:56:33.340789

    		2.2 ms

  





  

    		2023-04-21 08:56:34.849755

    		3.1 ms

  





  

    		2023-04-21 09:56:36.788277

    		5.1 ms

  





  

    		2023-04-21 10:56:38.608368

    		0.9 ms

  





  

    		2023-04-21 11:56:40.492017

    		1.8 ms

  





  

    		2023-04-21 12:56:42.388133

    		3.4 ms

  





  

    		2023-04-21 13:56:44.396023

    		1.7 ms

  





  

    		2023-04-21 14:56:46.543245

    		-1.2 ms

  





  

    		2023-04-21 15:56:48.655528

    		0.0 ms

  





  

    		2023-04-21 16:56:50.75093

    		0.8 ms

  





  

    		2023-04-21 17:56:52.643493

    		-0.4 ms

  





  

    		2023-04-21 18:56:54.404299

    		0.1 ms

  





  

    		2023-04-21 19:56:56.917766

    		-0.4 ms

  





  

    		2023-04-21 20:57:00.086082

    		-0.2 ms

  





  

    		2023-04-21 21:57:01.790352

    		0.6 ms

  





  

    		2023-04-21 22:57:04.022118

    		-0.5 ms

  





  

    		2023-04-21 23:57:07.885971

    		-0.5 ms

  





  

    		2023-04-22 00:57:09.37124

    		1.6 ms

  





  

    		2023-04-22 01:57:11.240738

    		0.8 ms

  





  

    		2023-04-22 02:57:14.455111

    		-0.8 ms

  





  

    		2023-04-22 03:57:17.416463

    		-0.4 ms

  





  

    		2023-04-22 04:57:20.347972

    		-0.8 ms

  





  

    		2023-04-22 05:57:23.48212

    		0.2 ms

  





  

    		2023-04-22 06:57:26.364046

    		-0.2 ms

  





  

    		2023-04-22 07:57:28.482617

    		0.5 ms

  





  

    		2023-04-22 08:57:30.33617

    		1.2 ms

  





  

    		2023-04-22 09:57:33.434162

    		0.2 ms

  





  

    		2023-04-22 10:57:36.148965

    		0.9 ms

  





  

    		2023-04-22 11:57:37.634713

    		2.4 ms

  





  

    		2023-04-22 12:57:39.557244

    		0.5 ms

  





  

    		2023-04-22 13:57:42.886852

    		-1.0 ms

  





  

    		2023-04-22 14:57:46.306804

    		0.0 ms

  





  

    		2023-04-22 15:57:48.037038

    		0.4 ms

  





  

    		2023-04-22 16:57:49.803335

    		-1.0 ms

  





  

    		2023-04-22 17:57:51.866149

    		0.8 ms

  





  

    		2023-04-22 18:57:54.855783

    		1.9 ms

  





  

    		2023-04-22 19:57:57.5826

    		-0.4 ms

  





  

    		2023-04-22 20:58:00.761706

    		-0.2 ms

  





  

    		2023-04-22 21:58:03.643914

    		-0.3 ms

  





  

    		2023-04-22 22:58:06.170284

    		0.7 ms

  





  

    		2023-04-22 23:58:08.331602

    		0.3 ms

  





  

    		2023-04-23 00:58:10.528437

    		-0.1 ms

  





  

    		2023-04-23 01:58:12.877374

    		0.4 ms

  





  

    		2023-04-23 02:58:16.236585

    		0.8 ms

  





  

    		2023-04-23 03:58:18.733235

    		0.6 ms

  





  

    		2023-04-23 04:58:21.258353

    		-0.3 ms

  





  

    		2023-04-23 05:58:23.70967

    		-4.0 ms

  





  

    		2023-04-23 06:58:27.477014

    		-4.0 ms

  





  

    		2023-04-23 07:58:29.106847

    		-0.9 ms

  





  

    		2023-04-23 08:58:31.383054

    		1.1 ms

  





  

    		2023-04-23 09:58:33.012878

    		1.7 ms

  





  

    		2023-04-23 10:58:34.884547

    		2.5 ms

  





  

    		2023-04-23 11:58:36.671534

    		-0.7 ms

  





  

    		2023-04-23 12:58:39.66823

    		1.3 ms

  





  

    		2023-04-23 13:58:41.515946

    		-0.6 ms

  





  

    		2023-04-23 14:58:43.702504

    		1.6 ms

  





  

    		2023-04-23 15:58:45.984705

    		1.8 ms

  





  

    		2023-04-23 16:58:47.491793

    		0.2 ms

  





  

    		2023-04-23 17:58:50.54427

    		-1.5 ms

  





  

    		2023-04-23 18:58:54.023038

    		2.0 ms

  





  

    		2023-04-23 19:58:55.604559

    		-0.1 ms

  





  

    		2023-04-23 20:58:57.283624

    		1.5 ms

  





  

    		2023-04-23 21:58:59.54079

    		0.4 ms

  





  

    		2023-04-23 22:59:01.718984

    		0.6 ms

  





  

    		2023-04-23 23:59:03.933619

    		-1.5 ms

  





  

    		2023-04-24 00:59:05.992995

    		-2.8 ms

  





  

    		2023-04-24 01:59:08.509274

    		-0.9 ms

  





  

    		2023-04-24 02:59:11.215231

    		-0.2 ms

  





  

    		2023-04-24 03:59:14.450778

    		1.2 ms

  





  

    		2023-04-24 04:59:16.161311

    		1.7 ms

  





  

    		2023-04-24 05:59:17.796822

    		2.0 ms

  





  

    		2023-04-24 06:59:19.313845

    		0.5 ms

  





  

    		2023-04-24 07:59:20.701213

    		1.9 ms

  





  

    		2023-04-24 08:59:22.778274

    		2.7 ms

  





  

    		2023-04-24 09:59:24.533345

    		2.3 ms

  





  

    		2023-04-24 10:59:26.323665

    		3.1 ms

  





  

    		2023-04-24 11:59:27.887592

    		0.9 ms

  





  

    		2023-04-24 12:59:29.71626

    		1.3 ms

  





  

    		2023-04-24 13:59:31.867519

    		0.8 ms

  





  

    		2023-04-24 14:59:33.287297

    		0.3 ms

  





  

    		2023-04-24 15:59:36.200154

    		1.2 ms

  





  

    		2023-04-24 16:59:39.858454

    		-1.1 ms

  





  

    		2023-04-24 17:59:42.704021

    		2.6 ms

  





  

    		2023-04-24 18:59:44.042435

    		-0.1 ms

  





  

    		2023-04-24 19:59:45.628439

    		1.7 ms

  





  

    		2023-04-24 20:59:48.995744

    		-0.2 ms

  





  

    		2023-04-24 21:59:51.239982

    		0.4 ms

  





  

    		2023-04-24 22:59:52.92897

    		-2.5 ms

  





  

    		2023-04-24 23:59:55.765511

    		-1.4 ms

  





  

    		2023-04-25 00:59:59.65427

    		-3.6 ms

  





  

    		2023-04-25 02:00:02.443727

    		1.3 ms

  





  

    		2023-04-25 03:00:05.161607

    		-0.7 ms

  





  

    		2023-04-25 04:00:07.9879

    		-0.8 ms

  





  

    		2023-04-25 05:00:10.623663

    		-0.4 ms

  





  

    		2023-04-25 06:00:12.384307

    		-1.3 ms

  





  

    		2023-04-25 07:00:14.535216

    		2.3 ms

  





  

    		2023-04-25 08:00:16.193003

    		1.9 ms

  





  

    		2023-04-25 09:00:18.082845

    		2.0 ms

  





  

    		2023-04-25 10:00:19.579107

    		2.6 ms

  





  

    		2023-04-25 11:00:22.06642

    		0.1 ms

  





  

    		2023-04-25 12:00:23.625675

    		0.9 ms

  





  

    		2023-04-25 13:00:25.609901

    		3.5 ms

  





  

    		2023-04-25 14:00:27.772768

    		-0.4 ms

  





  

    		2023-04-25 15:00:29.600298

    		0.2 ms

  





  

    		2023-04-25 16:00:31.426076

    		0.9 ms

  





  

    		2023-04-25 17:00:33.145942

    		4.4 ms

  





  

    		2023-04-25 18:00:35.812276

    		4.0 ms

  





  

    		2023-04-25 19:00:37.285823

    		0.3 ms

  





  

    		2023-04-25 20:00:41.378651

    		1.3 ms

  





  

    		2023-04-25 21:00:44.461347

    		1.7 ms

  





  

    		2023-04-25 22:00:45.832655

    		-0.1 ms

  





  

    		2023-04-25 23:00:49.502235

    		-0.6 ms

  





  

    		2023-04-26 00:00:52.442034

    		-2.3 ms

  





  

    		2023-04-26 01:00:54.891459

    		-2.7 ms

  





  

    		2023-04-26 02:00:57.476659

    		-1.0 ms

  





  

    		2023-04-26 03:01:00.229457

    		-2.9 ms

  





  

    		2023-04-26 04:01:02.992463

    		-0.9 ms

  





  

    		2023-04-26 05:01:05.338426

    		-5.7 ms

  





  

    		2023-04-26 06:01:08.270804

    		-1.3 ms

  





  

    		2023-04-26 07:01:10.700056

    		0.8 ms

  





  

    		2023-04-26 08:01:13.153065

    		-3.4 ms

  





  

    		2023-04-26 09:01:16.010599

    		0.4 ms

  





  

    		2023-04-26 10:01:17.759828

    		1.4 ms

  





  

    		2023-04-26 11:01:20.139096

    		0.8 ms

  





  

    		2023-04-26 12:01:22.773836

    		0.3 ms

  





  

    		2023-04-26 13:01:25.235393

    		0.3 ms

  





  

    		2023-04-26 14:01:28.008988

    		-0.4 ms

  





  

    		2023-04-26 15:01:30.021175

    		-1.5 ms

  





  

    		2023-04-26 16:01:31.753907

    		-0.2 ms

  





  

    		2023-04-26 17:01:33.245587

    		-1.9 ms

  





  

    		2023-04-26 18:01:36.115508

    		3.4 ms

  





  

    		2023-04-26 19:01:38.814878

    		1.2 ms

  





  

    		2023-04-26 20:01:41.348513

    		1.8 ms

  





  

    		2023-04-26 21:01:44.907051

    		-1.5 ms

  





  

    		2023-04-26 22:01:47.747944

    		-1.7 ms

  





  

    		2023-04-26 23:01:50.430473

    		-3.4 ms

  





  

    		2023-04-27 00:02:12.827622

    		-0.9 ms

  





  

    		2023-04-27 01:02:17.606538

    		-0.4 ms

  





  

    		2023-04-27 02:02:20.014857

    		-0.4 ms

  





  

    		2023-04-27 03:02:22.478908

    		-0.5 ms

  





  

    		2023-04-27 04:02:24.759853

    		1.2 ms

  





  

    		2023-04-27 05:02:27.83663

    		1.7 ms

  





  

    		2023-04-27 06:02:30.568787

    		3.4 ms

  





  

    		2023-04-27 07:02:32.685372

    		-0.4 ms

  





  

    		2023-04-27 08:02:34.569052

    		1.1 ms

  





  

    		2023-04-27 09:02:36.197742

    		1.7 ms

  





  

    		2023-04-27 10:02:37.698447

    		-0.1 ms

  





  

    		2023-04-27 11:02:39.356829

    		0.4 ms

  





  

    		2023-04-27 12:02:41.25268

    		-4.4 ms

  





  

    		2023-04-27 13:02:44.533556

    		0.8 ms

  





  

    		2023-04-27 14:02:46.185595

    		1.5 ms

  





  

    		2023-04-27 15:02:47.994895

    		0.6 ms

  





  

    		2023-04-27 16:02:50.036972

    		-0.2 ms

  





  

    		2023-04-27 17:02:51.902689

    		2.0 ms

  





  

    		2023-04-27 18:02:54.167895

    		0.1 ms

  





  

    		2023-04-27 19:02:57.717098

    		0.2 ms

  





  

    		2023-04-27 20:03:00.856352

    		-1.6 ms

  





  

    		2023-04-27 21:03:03.98123

    		1.1 ms

  





  

    		2023-04-27 22:03:06.863775

    		1.3 ms

  





  

    		2023-04-27 23:03:10.194834

    		0.8 ms

  





  

    		2023-04-28 00:03:13.268404

    		-0.2 ms

  





  

    		2023-04-28 01:03:15.482642

    		-0.8 ms

  





  

    		2023-04-28 02:03:18.558642

    		0.2 ms

  





  

    		2023-04-28 03:03:21.524982

    		-1.3 ms

  





  

    		2023-04-28 04:03:24.807129

    		-4.1 ms

  





  

    		2023-04-28 05:03:28.162452

    		-0.3 ms

  





  

    		2023-04-28 06:03:30.950886

    		0.2 ms

  





  

    		2023-04-28 07:03:32.619039

    		-0.9 ms

  





  

    		2023-04-28 08:03:34.123853

    		-0.1 ms

  





  

    		2023-04-28 09:03:36.490728

    		-3.8 ms

  





  

    		2023-04-28 10:03:38.186124

    		2.5 ms

  





  

    		2023-04-28 11:03:40.115333

    		-3.0 ms

  





  

    		2023-04-28 12:03:42.022791

    		1.7 ms

  





  

    		2023-04-28 13:03:44.038034

    		1.4 ms

  





  

    		2023-04-28 14:03:46.874635

    		2.6 ms

  





  

    		2023-04-28 15:03:48.343232

    		-0.4 ms

  





  

    		2023-04-28 16:03:50.752374

    		0.3 ms

  





  

    		2023-04-28 17:03:53.192855

    		2.2 ms

  





  

    		2023-04-28 18:03:56.272301

    		0.4 ms

  





  

    		2023-04-28 19:03:58.004087

    		-1.6 ms

  





  

    		2023-04-28 20:03:59.847888

    		-4.3 ms

  





  

    		2023-04-28 21:04:02.879163

    		-0.5 ms

  





  

    		2023-04-28 22:04:06.448402

    		-1.2 ms

  





  

    		2023-04-28 23:04:10.038455

    		-1.6 ms

  





  

    		2023-04-29 00:04:12.777165

    		-1.8 ms

  





  

    		2023-04-29 01:04:15.601414

    		-4.5 ms

  





  

    		2023-04-29 02:04:18.081321

    		-0.3 ms

  





  

    		2023-04-29 03:04:20.401232

    		1.1 ms

  





  

    		2023-04-29 04:04:22.98306

    		-0.1 ms

  





  

    		2023-04-29 05:04:25.470032

    		-1.2 ms

  





  

    		2023-04-29 06:04:28.354305

    		-0.6 ms

  





  

    		2023-04-29 07:04:30.342647

    		0.7 ms

  





  

    		2023-04-29 08:04:33.388112

    		-0.7 ms

  





  

    		2023-04-29 09:04:34.991084

    		1.9 ms

  





  

    		2023-04-29 10:04:37.604111

    		1.4 ms

  





  

    		2023-04-29 11:04:39.101734

    		2.9 ms

  





  

    		2023-04-29 12:04:41.110046

    		1.1 ms

  





  

    		2023-04-29 13:04:43.937022

    		1.0 ms

  





  

    		2023-04-29 14:04:47.221342

    		-2.0 ms

  





  

    		2023-04-29 15:04:50.375886

    		0.2 ms

  





  

    		2023-04-29 16:04:51.911026

    		0.9 ms

  





  

    		2023-04-29 17:04:55.242087

    		-0.1 ms

  





  

    		2023-04-29 18:04:57.043543

    		-0.1 ms

  





  

    		2023-04-29 19:05:00.045404

    		2.6 ms

  





  

    		2023-04-29 20:05:02.822498

    		-1.8 ms

  





  

    		2023-04-29 21:05:04.951116

    		0.2 ms

  





  

    		2023-04-29 22:05:08.649305

    		-2.0 ms

  





  

    		2023-04-29 23:05:11.687321

    		-2.2 ms

  





  

    		2023-04-30 00:05:15.091394

    		1.3 ms

  





  

    		2023-04-30 01:05:17.675054

    		-1.0 ms

  





  

    		2023-04-30 02:05:20.189103

    		-0.1 ms

  





  

    		2023-04-30 03:05:23.138386

    		-2.8 ms

  





  

    		2023-04-30 04:05:25.573854

    		-3.3 ms

  





  

    		2023-04-30 05:05:27.801929

    		-4.0 ms

  





  

    		2023-04-30 06:05:29.622924

    		-1.7 ms

  





  

    		2023-04-30 07:05:32.517403

    		-3.6 ms

  





  

    		2023-04-30 08:05:34.227121

    		0.9 ms

  





  

    		2023-04-30 09:05:35.944711

    		1.6 ms

  





  

    		2023-04-30 10:05:39.691004

    		0.6 ms

  





  

    		2023-04-30 11:05:42.74816

    		1.7 ms

  





  

    		2023-04-30 12:05:44.536547

    		0.4 ms

  





  

    		2023-04-30 13:05:46.970701

    		-3.8 ms

  





  

    		2023-04-30 14:05:50.336447

    		0.4 ms

  





  

    		2023-04-30 15:05:53.34707

    		-0.8 ms

  





  

    		2023-04-30 16:05:56.762219

    		0.0 ms

  





  

    		2023-04-30 17:06:00.101866

    		-4.7 ms

  





  

    		2023-04-30 18:06:01.781853

    		2.4 ms

  





  

    		2023-04-30 19:06:03.902806

    		-1.0 ms

  





  

    		2023-04-30 20:06:07.345898

    		-1.3 ms

  





  

    		2023-04-30 21:06:10.352336

    		0.2 ms

  





  

    		2023-04-30 22:06:14.125468

    		-1.5 ms

  





  

    		2023-04-30 23:06:16.803666

    		1.1 ms

  





  

    		2023-05-01 00:06:19.649588

    		-0.6 ms

  





  

    		2023-05-01 01:06:22.413362

    		-3.2 ms

  





  

    		2023-05-01 02:06:25.456254

    		-3.6 ms

  





  

    		2023-05-01 03:06:28.058236

    		-3.2 ms

  





  

    		2023-05-01 04:06:30.803146

    		0.1 ms

  





  

    		2023-05-01 05:06:33.668089

    		-0.7 ms

  





  

    		2023-05-01 06:06:36.288727

    		1.7 ms

  





  

    		2023-05-01 07:06:39.128274

    		-0.3 ms

  





  

    		2023-05-01 08:06:42.448644

    		0.3 ms

  





  

    		2023-05-01 09:06:45.578107

    		-4.3 ms

  





  

    		2023-05-01 10:06:47.200272

    		1.8 ms

  





  

    		2023-05-01 11:06:49.587863

    		1.0 ms

  





  

    		2023-05-01 12:06:51.11167

    		-3.5 ms

  





  

    		2023-05-01 13:06:52.915462

    		0.7 ms

  





  

    		2023-05-01 14:06:54.736706

    		0.2 ms

  





  

    		2023-05-01 15:06:56.44432

    		-0.3 ms

  





  

    		2023-05-01 16:06:58.175666

    		-3.2 ms

  





  

    		2023-05-01 17:06:59.717537

    		1.3 ms

  





  

    		2023-05-01 18:07:01.372479

    		-1.0 ms

  





  

    		2023-05-01 19:07:03.74984

    		-1.2 ms

  





  

    		2023-05-01 20:07:06.70864

    		1.7 ms

  





  

    		2023-05-01 21:07:09.695432

    		0.0 ms

  





  

    		2023-05-01 22:07:13.473631

    		-4.2 ms

  





  

    		2023-05-01 23:07:16.35508

    		-5.2 ms

  





  

    		2023-05-02 00:07:19.768345

    		-1.3 ms

  





  

    		2023-05-02 01:07:22.095486

    		-1.7 ms

  





  

    		2023-05-02 02:07:23.785272

    		-0.9 ms

  





  

    		2023-05-02 03:07:27.146907

    		-0.1 ms

  





  

    		2023-05-02 04:07:30.324228

    		0.1 ms

  





  

    		2023-05-02 05:07:33.82777

    		-4.2 ms

  





  

    		2023-05-02 06:07:37.105854

    		-3.7 ms

  





  

    		2023-05-02 07:07:38.929495

    		1.4 ms

  





  

    		2023-05-02 08:07:41.712264

    		-3.5 ms

  





  

    		2023-05-02 09:07:43.929371

    		1.4 ms

  





  

    		2023-05-02 10:07:46.386057

    		2.8 ms

  





  

    		2023-05-02 11:07:48.218518

    		3.3 ms

  





  

    		2023-05-02 12:07:49.676032

    		5.6 ms

  





  

    		2023-05-02 13:07:51.365283

    		4.5 ms

  





  

    		2023-05-02 14:07:52.859298

    		0.7 ms

  





  

    		2023-05-02 15:07:55.098961

    		1.3 ms

  





  

    		2023-05-02 16:07:56.572885

    		0.8 ms

  





  

    		2023-05-02 17:07:58.852699

    		-0.2 ms

  





  

    		2023-05-02 18:08:01.919956

    		-1.1 ms

  





  

    		2023-05-02 19:08:05.86753

    		-1.2 ms

  





  

    		2023-05-02 20:08:09.45119

    		-2.3 ms

  





  

    		2023-05-02 21:08:10.953144

    		-4.4 ms

  





  

    		2023-05-02 22:08:13.276592

    		-11.4 ms

  





  

    		2023-05-02 23:08:15.737316

    		-1.5 ms

  





  

    		2023-05-03 00:08:19.112089

    		-2.5 ms

  





  

    		2023-05-03 01:08:20.746083

    		-1.0 ms

  





  

    		2023-05-03 02:08:24.692497

    		-5.8 ms

  





  

    		2023-05-03 03:08:28.10557

    		-0.9 ms

  





  

    		2023-05-03 04:08:30.771426

    		0.2 ms

  





  

    		2023-05-03 05:08:33.724953

    		-1.3 ms

  





  

    		2023-05-03 06:08:37.588767

    		1.7 ms

  





  

    		2023-05-03 07:08:40.79074

    		1.2 ms

  





  

    		2023-05-03 08:08:43.605228

    		3.9 ms

  





  

    		2023-05-03 09:08:46.021831

    		0.3 ms

  





  

    		2023-05-03 10:08:47.781479

    		1.7 ms

  





  

    		2023-05-03 11:08:49.67052

    		3.2 ms

  





  

    		2023-05-03 12:08:51.981789

    		3.7 ms

  





  

    		2023-05-03 13:08:55.339426

    		2.5 ms

  





  

    		2023-05-03 14:08:57.636176

    		1.4 ms

  





  

    		2023-05-03 15:08:59.995695

    		-1.2 ms

  





  

    		2023-05-03 16:09:01.744647

    		0.4 ms

  





  

    		2023-05-03 17:09:03.905936

    		-1.3 ms

  





  

    		2023-05-03 18:09:06.535001

    		-1.7 ms

  





  

    		2023-05-03 19:09:09.639869

    		8.2 ms

  





  

    		2023-05-03 20:09:12.670762

    		-0.2 ms

  





  

    		2023-05-03 21:09:14.917458

    		0.4 ms

  





  

    		2023-05-03 22:09:17.778707

    		-1.7 ms

  





  

    		2023-05-03 23:09:20.726058

    		-5.7 ms

  





  

    		2023-05-04 00:09:23.458902

    		-2.0 ms

  





  

    		2023-05-04 01:09:25.721976

    		-2.2 ms

  





  

    		2023-05-04 02:09:28.828226

    		-1.7 ms

  





  

    		2023-05-04 03:09:32.072359

    		-1.8 ms

  





  

    		2023-05-04 04:09:34.781427

    		-2.8 ms

  





  

    		2023-05-04 05:09:36.349176

    		-0.8 ms

  





  

    		2023-05-04 06:09:39.892177

    		0.1 ms

  





  

    		2023-05-04 07:09:43.462734

    		1.9 ms

  





  

    		2023-05-04 08:09:45.502935

    		-5.1 ms

  





  

    		2023-05-04 09:09:47.123111

    		2.3 ms

  





  

    		2023-05-04 10:09:48.932732

    		2.0 ms

  





  

    		2023-05-04 11:09:50.783709

    		0.7 ms

  





  

    		2023-05-04 12:09:52.606656

    		1.2 ms

  





  

    		2023-05-04 13:09:54.796655

    		0.0 ms

  





  

    		2023-05-04 14:09:56.551126

    		1.9 ms

  





  

    		2023-05-04 15:09:59.347691

    		2.0 ms

  





  

    		2023-05-04 16:10:01.75093

    		3.0 ms

  





  

    		2023-05-04 17:10:04.397577

    		-0.5 ms

  





  

    		2023-05-04 18:10:06.706922

    		-0.9 ms

  





  

    		2023-05-04 19:10:08.658758

    		-0.4 ms

  





  

    		2023-05-04 20:10:12.089617

    		-1.0 ms

  





  

    		2023-05-04 21:10:13.6558

    		0.8 ms

  





  

    		2023-05-04 22:10:16.165504

    		-3.9 ms

  





  

    		2023-05-04 23:10:18.104144

    		0.9 ms

  





  

    		2023-05-05 00:10:21.708884

    		0.1 ms

  





  

    		2023-05-05 01:10:25.173305

    		1.8 ms

  





  

    		2023-05-05 02:10:27.802905

    		-3.4 ms

  





  

    		2023-05-05 03:10:30.054776

    		-0.5 ms

  





  

    		2023-05-05 04:10:32.13372

    		-3.5 ms

  





  

    		2023-05-05 05:10:34.033488

    		-0.5 ms

  





  

    		2023-05-05 06:10:36.937479

    		0.8 ms

  





  

    		2023-05-05 07:10:38.482975

    		0.6 ms

  





  

    		2023-05-05 08:10:40.167652

    		1.4 ms

  





  

    		2023-05-05 09:10:42.87765

    		2.4 ms

  





  

    		2023-05-05 10:10:44.369304

    		3.6 ms

  





  

    		2023-05-05 11:10:46.352564

    		2.0 ms

  





  

    		2023-05-05 12:10:48.198372

    		1.4 ms

  





  

    		2023-05-05 13:10:49.825374

    		-4.3 ms

  





  

    		2023-05-05 14:10:51.962746

    		0.8 ms

  





  

    		2023-05-05 15:10:53.443276

    		0.4 ms

  





  

    		2023-05-05 16:10:55.814579

    		2.0 ms

  





  

    		2023-05-05 17:10:59.572089

    		1.8 ms

  





  

    		2023-05-05 18:11:03.254747

    		0.6 ms

  





  

    		2023-05-05 19:11:07.022972

    		-1.4 ms

  





  

    		2023-05-05 20:11:10.641532

    		-0.5 ms

  





  

    		2023-05-05 21:11:12.756618

    		-1.2 ms

  





  

    		2023-05-05 22:11:14.875119

    		-5.1 ms

  





  

    		2023-05-05 23:11:16.829167

    		-0.7 ms

  





  

    		2023-05-06 00:11:19.324042

    		-0.5 ms

  





  

    		2023-05-06 01:11:22.855002

    		-1.3 ms

  





  

    		2023-05-06 02:11:25.652198

    		-2.6 ms

  





  

    		2023-05-06 03:11:28.496942

    		-2.0 ms

  





  

    		2023-05-06 04:11:30.638754

    		-1.0 ms

  





  

    		2023-05-06 05:11:34.379593

    		-5.4 ms

  





  

    		2023-05-06 06:11:38.279217

    		-0.6 ms

  





  

    		2023-05-06 07:11:41.559431

    		-1.5 ms

  





  

    		2023-05-06 08:11:43.368438

    		0.1 ms

  





  

    		2023-05-06 09:11:45.143245

    		1.5 ms

  





  

    		2023-05-06 10:11:46.813691

    		0.1 ms

  





  

    		2023-05-06 11:11:48.466788

    		0.1 ms

  





  

    		2023-05-06 12:11:50.678411

    		0.9 ms

  





  

    		2023-05-06 13:11:53.661347

    		0.2 ms

  





  

    		2023-05-06 14:11:55.618552

    		-0.4 ms

  





  

    		2023-05-06 15:11:58.29832

    		0.4 ms

  





  

    		2023-05-06 16:11:59.98578

    		0.7 ms

  





  

    		2023-05-06 17:12:01.587437

    		2.4 ms

  





  

    		2023-05-06 18:12:03.298972

    		-0.2 ms

  





  

    		2023-05-06 19:12:05.795714

    		-0.7 ms

  





  

    		2023-05-06 20:12:08.410984

    		-0.9 ms

  





  

    		2023-05-06 21:12:11.743143

    		0.5 ms

  





  

    		2023-05-06 22:12:14.151584

    		0.1 ms

  





  

    		2023-05-06 23:12:17.205084

    		0.4 ms

  





  

    		2023-05-07 00:12:20.340677

    		0.4 ms

  





  

    		2023-05-07 01:12:23.262902

    		0.2 ms

  





  

    		2023-05-07 02:12:25.832973

    		0.4 ms

  





  

    		2023-05-07 03:12:28.401249

    		-0.8 ms

  





  

    		2023-05-07 04:12:30.107747

    		1.3 ms

  





  

    		2023-05-07 05:12:31.885288

    		-0.4 ms

  





  

    		2023-05-07 06:12:35.704726

    		-0.1 ms

  





  

    		2023-05-07 07:12:39.131949

    		-1.1 ms

  





  

    		2023-05-07 08:12:41.874268

    		0.2 ms

  





  

    		2023-05-07 09:12:44.399916

    		-1.5 ms

  





  

    		2023-05-07 10:12:47.664243

    		1.7 ms

  





  

    		2023-05-07 11:12:50.323512

    		0.3 ms

  





  

    		2023-05-07 12:12:51.789846

    		-1.7 ms

  





  

    		2023-05-07 13:12:54.691894

    		1.4 ms

  





  

    		2023-05-07 14:12:57.36576

    		8.9 ms

  





  

    		2023-05-07 15:13:00.053477

    		2.5 ms

  





  

    		2023-05-07 16:13:02.352784

    		1.5 ms

  





  

    		2023-05-07 17:13:04.049636

    		1.6 ms

  





  

    		2023-05-07 18:13:05.743579

    		-0.4 ms

  





  

    		2023-05-07 19:13:08.19399

    		1.0 ms

  





  

    		2023-05-07 20:13:10.409691

    		-4.5 ms

  





  

    		2023-05-07 21:13:14.063619

    		-0.4 ms

  





  

    		2023-05-07 22:13:17.004223

    		-1.6 ms

  





  

    		2023-05-07 23:13:19.912831

    		0.3 ms

  





  

    		2023-05-08 00:13:23.027786

    		-0.2 ms

  





  

    		2023-05-08 01:13:25.850671

    		-1.6 ms

  





  

    		2023-05-08 02:13:28.111365

    		0.1 ms

  





  

    		2023-05-08 03:13:31.605486

    		0.9 ms

  





  

    		2023-05-08 04:13:34.591789

    		2.4 ms

  





  

    		2023-05-08 05:13:37.962604

    		1.7 ms

  





  

    		2023-05-08 06:13:39.605847

    		2.7 ms

  





  

    		2023-05-08 07:13:41.383585

    		2.2 ms

  





  

    		2023-05-08 08:13:42.849976

    		1.9 ms

  





  

    		2023-05-08 09:13:44.72614

    		1.7 ms

  





  

    		2023-05-08 10:13:46.433768

    		-3.5 ms

  





  

    		2023-05-08 11:13:48.063148

    		-0.8 ms

  





  

    		2023-05-08 12:13:49.681624

    		-0.1 ms

  





  

    		2023-05-08 13:13:51.765846

    		4.3 ms

  





  

    		2023-05-08 14:13:53.98407

    		2.2 ms

  





  

    		2023-05-08 15:13:55.876822

    		2.9 ms

  





  

    		2023-05-08 16:13:58.560374

    		-0.6 ms

  





  

    		2023-05-08 17:13:59.986804

    		1.5 ms

  





  

    		2023-05-08 18:14:02.664252

    		0.0 ms

  





  

    		2023-05-08 19:14:04.875074

    		0.1 ms

  





  

    		2023-05-08 20:14:06.547552

    		0.8 ms

  





  

    		2023-05-08 21:14:10.134967

    		-3.4 ms

  





  

    		2023-05-08 22:14:13.7596

    		-1.5 ms

  





  

    		2023-05-08 23:14:16.791501

    		-1.5 ms

  





  

    		2023-05-09 00:14:20.186837

    		-1.7 ms

  





  

    		2023-05-09 01:14:22.921493

    		-1.5 ms

  





  

    		2023-05-09 02:14:25.751847

    		-3.3 ms

  





  

    		2023-05-09 03:14:27.948132

    		-1.4 ms

  





  

    		2023-05-09 04:14:30.367405

    		-3.1 ms

  





  

    		2023-05-09 05:14:33.683194

    		-3.2 ms

  





  

    		2023-05-09 06:14:37.55692

    		-2.7 ms

  





  

    		2023-05-09 07:14:40.715902

    		0.5 ms

  





  

    		2023-05-09 08:14:42.44012

    		-1.3 ms

  





  

    		2023-05-09 09:14:43.913083

    		-3.3 ms

  





  

    		2023-05-09 10:14:45.615519

    		1.5 ms

  





  

    		2023-05-09 11:14:48.117169

    		-3.4 ms

  





  

    		2023-05-09 12:14:50.20208

    		0.2 ms

  





  

    		2023-05-09 13:14:51.955549

    		-5.8 ms

  





  

    		2023-05-09 14:14:53.536796

    		0.6 ms

  





  

    		2023-05-09 15:14:55.117939

    		0.9 ms

  





  

    		2023-05-09 16:14:56.998268

    		0.0 ms

  





  

    		2023-05-09 17:14:58.392379

    		-0.1 ms

  





  

    		2023-05-09 18:14:59.922596

    		0.0 ms

  





  

    		2023-05-09 19:15:02.50767

    		1.8 ms

  





  

    		2023-05-09 20:15:05.671047

    		0.2 ms

  





  

    		2023-05-09 21:15:07.182232

    		-0.3 ms

  





  

    		2023-05-09 22:15:10.263559

    		-0.5 ms

  





  

    		2023-05-09 23:15:13.633518

    		-5.3 ms

  





  

    		2023-05-10 00:15:16.762992

    		-1.0 ms

  





  

    		2023-05-10 01:15:18.911151

    		-0.5 ms

  





  

    		2023-05-10 02:15:21.074486

    		-1.1 ms

  





  

    		2023-05-10 03:15:23.868602

    		-2.7 ms

  





  

    		2023-05-10 04:15:26.895675

    		-0.1 ms

  





  

    		2023-05-10 05:15:30.251565

    		-1.6 ms

  





  

    		2023-05-10 06:15:33.609421

    		0.2 ms

  





  

    		2023-05-10 07:15:35.363149

    		10.6 ms

  





  

    		2023-05-10 08:15:36.945913

    		1.7 ms

  





  

    		2023-05-10 09:15:38.440449

    		1.7 ms

  





  

    		2023-05-10 10:15:39.944466

    		0.0 ms

  





  

    		2023-05-10 11:15:41.902062

    		2.2 ms

  





  

    		2023-05-10 12:15:43.891443

    		1.7 ms

  





  

    		2023-05-10 13:15:45.963451

    		-0.1 ms

  





  

    		2023-05-10 14:15:47.61201

    		-1.0 ms

  





  

    		2023-05-10 15:15:49.097286

    		2.0 ms

  





  

    		2023-05-10 16:15:50.921978

    		-1.9 ms

  





  

    		2023-05-10 17:15:52.492663

    		-1.2 ms

  





  

    		2023-05-10 18:15:56.062492

    		0.0 ms

  





  

    		2023-05-10 19:15:59.40545

    		-1.8 ms

  





  

    		2023-05-10 20:16:02.270173

    		-2.2 ms

  





  

    		2023-05-10 21:16:04.135705

    		-0.1 ms

  





  

    		2023-05-10 22:16:07.647646

    		-0.4 ms

  





  

    		2023-05-10 23:16:10.981331

    		-5.8 ms

  





  

    		2023-05-11 00:16:14.347613

    		-1.6 ms

  





  

    		2023-05-11 01:16:17.424606

    		-1.5 ms

  





  

    		2023-05-11 02:16:20.725499

    		0.5 ms

  





  

    		2023-05-11 03:16:23.633732

    		-0.2 ms

  





  

    		2023-05-11 04:16:25.26409

    		1.0 ms

  





  

    		2023-05-11 05:16:26.813993

    		-0.4 ms

  





  

    		2023-05-11 06:16:28.55137

    		-4.6 ms

  





  

    		2023-05-11 07:16:30.367241

    		-1.4 ms

  





  

    		2023-05-11 08:16:31.974896

    		-0.1 ms

  





  

    		2023-05-11 09:16:33.747275

    		0.2 ms

  





  

    		2023-05-11 10:16:35.157937

    		2.1 ms

  





  

    		2023-05-11 11:16:36.57003

    		0.6 ms

  





  

    		2023-05-11 12:16:37.929835

    		1.5 ms

  





  

    		2023-05-11 13:16:39.378298

    		0.0 ms

  





  

    		2023-05-11 14:16:42.368849

    		1.8 ms

  





  

    		2023-05-11 15:16:44.978607

    		1.5 ms

  





  

    		2023-05-11 16:16:48.174342

    		1.9 ms

  





  

    		2023-05-11 17:16:51.461927

    		1.8 ms

  





  

    		2023-05-11 18:16:55.329932

    		-4.0 ms

  





  

    		2023-05-11 19:16:58.792015

    		0.3 ms

  





  

    		2023-05-11 20:17:02.173757

    		0.1 ms

  





  

    		2023-05-11 21:17:05.777118

    		1.5 ms

  





  

    		2023-05-11 22:17:08.922027

    		-0.1 ms

  





  

    		2023-05-11 23:17:10.388927

    		-0.8 ms

  





  

    		2023-05-12 00:17:13.468646

    		-0.4 ms

  





  

    		2023-05-12 01:17:17.234357

    		0.3 ms

  





  

    		2023-05-12 02:17:20.202482

    		-2.4 ms

  





  

    		2023-05-12 03:17:23.420983

    		-0.3 ms

  





  

    		2023-05-12 04:17:25.858714

    		-1.0 ms

  





  

    		2023-05-12 05:17:28.234983

    		0.3 ms

  





  

    		2023-05-12 06:17:31.410467

    		-0.1 ms

  





  

    		2023-05-12 07:17:33.689011

    		-0.3 ms

  





  

    		2023-05-12 08:17:36.367155

    		1.3 ms

  





  

    		2023-05-12 09:17:37.976651

    		3.1 ms

  





  

    		2023-05-12 10:17:39.775785

    		1.0 ms

  





  

    		2023-05-12 11:17:42.025977

    		1.7 ms

  





  

    		2023-05-12 12:17:44.607645

    		3.5 ms

  





  

    		2023-05-12 13:17:47.486322

    		3.7 ms

  





  

    		2023-05-12 14:17:49.301808

    		2.5 ms

  





  

    		2023-05-12 15:17:51.891597

    		5.1 ms

  





  

    		2023-05-12 16:17:54.712

    		3.0 ms

  





  

    		2023-05-12 17:17:56.38585

    		3.1 ms

  





  

    		2023-05-12 18:17:58.897575

    		0.5 ms

  





  

    		2023-05-12 19:18:01.822523

    		-0.2 ms

  





  

    		2023-05-12 20:18:03.34603

    		1.0 ms

  





  

    		2023-05-12 21:18:05.89172

    		-0.9 ms

  





  

    		2023-05-12 22:18:07.621488

    		0.1 ms

  





  

    		2023-05-12 23:18:10.726796

    		-0.4 ms

  





  

    		2023-05-13 00:18:12.909744

    		-1.7 ms

  





  

    		2023-05-13 01:18:15.589525

    		-1.4 ms

  





  

    		2023-05-13 02:18:18.275776

    		-0.9 ms

  





  

    		2023-05-13 03:18:21.401549

    		-0.5 ms

  





  

    		2023-05-13 04:18:24.378222

    		-1.6 ms

  





  

    		2023-05-13 05:18:27.638736

    		0.1 ms

  





  

    		2023-05-13 06:18:30.880266

    		-1.2 ms

  





  

    		2023-05-13 07:18:33.333956

    		1.0 ms

  





  

    		2023-05-13 08:18:34.714396

    		0.7 ms

  





  

    		2023-05-13 09:18:36.506096

    		0.2 ms

  





  

    		2023-05-13 10:18:38.219041

    		2.6 ms

  





  

    		2023-05-13 11:18:40.544373

    		0.4 ms

  





  

    		2023-05-13 12:18:42.339284

    		4.1 ms

  





  

    		2023-05-13 13:18:43.97478

    		2.5 ms

  





  

    		2023-05-13 14:18:46.715267

    		3.8 ms

  





  

    		2023-05-13 15:18:50.43336

    		2.5 ms

  





  

    		2023-05-13 16:18:53.122843

    		0.6 ms

  





  

    		2023-05-13 17:18:55.809969

    		-1.1 ms

  





  

    		2023-05-13 18:18:58.933303

    		-1.0 ms

  





  

    		2023-05-13 19:19:02.369617

    		0.5 ms

  





  

    		2023-05-13 20:19:05.431553

    		-3.8 ms

  





  

    		2023-05-13 21:19:07.93839

    		-2.4 ms

  





  

    		2023-05-13 22:19:11.31309

    		-3.6 ms

  





  

    		2023-05-13 23:19:14.697509

    		-3.8 ms

  





  

    		2023-05-14 00:19:17.289442

    		-4.6 ms

  





  

    		2023-05-14 01:19:20.115667

    		-1.4 ms

  





  

    		2023-05-14 02:19:23.37695

    		-5.0 ms

  





  

    		2023-05-14 03:19:25.961138

    		-3.4 ms

  





  

    		2023-05-14 04:19:28.599371

    		-0.5 ms

  





  

    		2023-05-14 05:19:30.54467

    		-1.2 ms

  





  

    		2023-05-14 06:19:34.165815

    		-1.5 ms

  





  

    		2023-05-14 07:19:35.861549

    		0.2 ms

  





  

    		2023-05-14 08:19:38.254578

    		-0.9 ms

  





  

    		2023-05-14 09:19:39.694691

    		0.2 ms

  





  

    		2023-05-14 10:19:43.075063

    		1.0 ms

  





  

    		2023-05-14 11:19:44.519469

    		1.3 ms

  





  

    		2023-05-14 12:19:47.385318

    		0.1 ms

  





  

    		2023-05-14 13:19:48.821333

    		-1.9 ms

  





  

    		2023-05-14 14:19:50.555009

    		-2.2 ms

  





  

    		2023-05-14 15:19:52.63827

    		-0.9 ms

  





  

    		2023-05-14 16:19:56.0291

    		-2.7 ms

  





  

    		2023-05-14 17:19:59.625454

    		0.8 ms

  





  

    		2023-05-14 18:20:02.544446

    		0.9 ms

  





  

    		2023-05-14 19:20:05.53791

    		0.8 ms

  





  

    		2023-05-14 20:20:08.979243

    		-0.9 ms

  





  

    		2023-05-14 21:20:12.386438

    		-2.6 ms

  





  

    		2023-05-14 22:20:14.377472

    		-3.3 ms

  





  

    		2023-05-14 23:20:17.771986

    		-2.9 ms

  





  

    		2023-05-15 00:20:20.318684

    		-0.7 ms

  





  

    		2023-05-15 01:20:23.747726

    		-1.9 ms

  





  

    		2023-05-15 02:20:26.249312

    		-3.8 ms

  





  

    		2023-05-15 03:20:29.359726

    		-1.6 ms

  





  

    		2023-05-15 04:20:30.936241

    		0.7 ms

  





  

    		2023-05-15 05:20:34.74752

    		-1.9 ms

  





  

    		2023-05-15 06:20:36.592813

    		-0.5 ms

  





  

    		2023-05-15 07:20:38.210665

    		-2.4 ms

  





  

    		2023-05-15 08:20:39.855862

    		-4.1 ms

  





  

    		2023-05-15 09:20:41.402186

    		1.9 ms

  





  

    		2023-05-15 10:20:42.885766

    		33.8 ms

  





  

    		2023-05-15 11:20:44.930447

    		2.0 ms

  





  

    		2023-05-15 12:20:46.849661

    		1.3 ms

  





  

    		2023-05-15 13:20:48.301724

    		0.2 ms

  





  

    		2023-05-15 14:20:50.471908

    		1.8 ms

  





  

    		2023-05-15 15:20:51.891889

    		1.9 ms

  





  

    		2023-05-15 16:20:53.314622

    		1.8 ms

  





  

    		2023-05-15 17:20:56.028254

    		3.2 ms

  





  

    		2023-05-15 18:20:58.533055

    		1.8 ms

  





  

    		2023-05-15 19:21:01.157262

    		-0.5 ms

  





  

    		2023-05-15 20:21:04.246392

    		-1.7 ms

  





  

    		2023-05-15 21:21:07.563437

    		0.1 ms

  





  

    		2023-05-15 22:21:09.725558

    		-1.4 ms

  





  

    		2023-05-15 23:21:13.077266

    		-2.2 ms

  





  

    		2023-05-16 00:21:15.962118

    		-3.3 ms

  





  

    		2023-05-16 01:21:18.452953

    		-1.5 ms

  





  

    		2023-05-16 02:21:19.950194

    		2.6 ms

  





  

    		2023-05-16 03:21:22.758567

    		0.0 ms

  





  

    		2023-05-16 04:21:25.67631

    		0.3 ms

  





  

    		2023-05-16 05:21:27.502274

    		-0.3 ms

  





  

    		2023-05-16 06:21:30.634992

    		2.1 ms

  





  

    		2023-05-16 07:21:32.868662

    		-0.2 ms

  





  

    		2023-05-16 08:21:34.438399

    		1.5 ms

  





  

    		2023-05-16 09:21:35.92757

    		2.3 ms

  





  

    		2023-05-16 10:21:37.382232

    		0.5 ms

  





  

    		2023-05-16 11:21:38.886805

    		3.2 ms

  





  

    		2023-05-16 12:21:40.373546

    		1.2 ms

  





  

    		2023-05-16 13:21:42.256309

    		7.9 ms

  





  

    		2023-05-16 14:21:44.446741

    		3.4 ms

  





  

    		2023-05-16 15:21:46.902129

    		2.6 ms

  





  

    		2023-05-16 16:21:49.069357

    		3.1 ms

  





  

    		2023-05-16 17:21:51.550237

    		3.6 ms

  





  

    		2023-05-16 18:21:53.250296

    		1.8 ms

  





  

    		2023-05-16 19:21:55.921399

    		0.3 ms

  





  

    		2023-05-16 20:21:59.433146

    		-4.1 ms

  





  

    		2023-05-16 21:22:02.699256

    		-6.2 ms

  





  

    		2023-05-16 22:22:05.756984

    		-2.3 ms

  





  

    		2023-05-16 23:22:08.819382

    		0.8 ms

  





  

    		2023-05-17 00:22:12.612991

    		1.1 ms

  





  

    		2023-05-17 01:22:15.438174

    		-1.7 ms

  





  

    		2023-05-17 02:22:18.577885

    		-2.6 ms

  





  

    		2023-05-17 03:22:21.936748

    		-3.9 ms

  





  

    		2023-05-17 04:22:25.302095

    		2.0 ms

  





  

    		2023-05-17 05:22:27.944961

    		1.8 ms

  





  

    		2023-05-17 06:22:31.785738

    		-0.6 ms

  









###